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1Abstract— Despite the undeniable extension of communication 

systems in digital world and advantages of network technologies, 

they lack a particular collaborative system for specialist users. Social 

networking sites are the most popular collaborative systems. But 

when a specialist user such as an inventor or an idea owner 

communicates through a social network, other people can steal their 

ideas. In this paper we propose a novel VPN network architecture 

that provides centralized private connectivity and accommodates the 

requirements of the network infrastructure of such a system. The 

proposed VPN architecture is designed to provide a trusted 

environment with centralized control and distributed networking, 

which is different from existing VPN models. It is called IINet 

(Inventor-Investor Network) since it offers significant benefits for 

inventor and investor sets of users. 

Keywords— Centralized, Collaboration, IPsec, SSL/TLS, 

Virtual Private Network (VPN) 

I.  INTRODUCTION 

Virtual Private Network (VPN) is a private data network 

that makes use of the public telecommunication 

infrastructure, maintaining privacy through the use of a 

tunneling protocol and security procedures. [1] More recently, 

using VPNs across the internet has gained wider acceptance 

as a way to provide more cost-effective access to business-

critical information [2]. Encryption and peer-to-peer 

authentication are used to establish a virtual private 

connection to protect data transmitted through a VPN and to 

control access to the VPN. The main purpose of existing 

VPNs is to give companies the capability of establishing 

private connection between organizations’ geographically 

dispersed sites [3] or from a home user to a branch office of 

an organization. In this paper we propose a new network 

architecture that applies VPNs in different way, to facilitate 

centralized private connectivity between specialist users of a 

collaborative system. The main goal of the authors is to define 

a global, secure, trustworthy and well-regulated network 

which satisfies idea owners, inventors, investors and other 

experts to establish effective relationship between each other. 

The remainder of this paper includes: reviewing related 

works, specifying IINet’s requirements, comparison of the 

TLS/SSL and IPsec VPN protocols and their relevance to 

IINet, proposing the IINet architecture, discussion of how 
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SSL/TLS VPN and IPsec VPN affect IINet architecture. 

II. RELATED WORKS 

A. Social Networks 

Social networks have been launched since 1994 and have 

developed through years. Some of the most popular social 

networking sites include Facebook, Twitter, LinkedIn and 

Google Plus+. But these existing social networks are not 

concerned about the actual requirements of specialist users 

who might want to share their contents while those contents 

are their intellectual properties or their sensitive private 

business information. In order to facilitate these needs, social 

networks must be integrated with global, secure and reliable 

network architecture so that the collaborative system is able to 

protect user’s data and control user access to the private data. 

In 2010 Luca Maria Aiello et al. proposed LotusNet which 

is a framework for the implementation of peer-to-peer social 

networks based on a Distributed Hash Table (DHT) system. 

LotusNet provides security and stability to social applications, 

high level services, and fine-grained discretionary access 

control to private resources [4]. In 2012, Fatemeh Raji et al. 

proposed a cryptographic privacy protection framework 

referred to as CP2 that provides a solution to the privacy issues 

of Social Networks [5]. Both LotusNet [4] and CP2 [5] do not 

analyze and do not meet the actual requirements of specialist 

users which are investigated in Section III of this paper. 

B. Virtual Private Networks 

There have been proposals of new VPN architecture in 

literature for different purposes such as LotusNet [6], CP2 [7] 

and SocialVPN [8]. Among them SocialVPN [8] that applies 

VPN tunnels for connecting social peers of a social network, is 

related to our proposed VPN architecture. 

In 2010, Pierre St. Juste et al. stated that SocialVPN is a 

peer-to-peer overlay architecture that securely and 

autonomously creates VPN tunnels connecting social peers. It 

is an approach aimed at bridging the gap between social and 

overlay networking and has the ability to automatically 

establish direct peer-to-peer Layer 3 network links as a result 

of connections or friendships established through social 

networking infrastructures [8]. It also supports for legacy 

applications in overlay networks which means that users can 

use existing TCP/IP applications which are not currently 

supported by social network infrastructure. These include 

desktop sharing, audio streaming and multi-user games [9]. 
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SocialVPN [8] provides P2P private connectivity for social 

network users to extend their friendship collaborations. P2P 

connectivity naturally is not centralized. In a collaboration 

system, in which specialist users such as inventors and 

investors communicate, not only authentication and privacy is 

required but also the system must be structured in a way that 

provides supervision and centralized management on 

collaborations between users. In other words, the system 

architecture must be centralized (not P2P) to supply central 

management and offer constant and direct involvement in all 

the collaborations for administrators which make the 

collaboration system reliable and trusted for users who demand 

preserving their intellectual property rights. Therefore P2P 

architecture of SocialVPN does not satisfies specialist user 

requirements. 

III. IINET REQUIREMENTS 

This section firstly describes the IINet’ user requirements 

and then system requirements for designing the network 

architecture is concluded. The main user requirements of IINet 

are defined as below. 

 The identity of each user must be recognized by the 

system. 

 Users are able to upload contents which are actually 

their intellectual properties and share them with 

particular persons in the network. The confidentiality 

of their intellectual properties must be preserved by 

the network. 

 Users can access other users’ files and contents only if 

they are given permission. 

 Connected users can collaborate with each other 

securely. 

 Specialist users have a strong need to ensure that their 

intellectual property rights are preserved while 

participating in a network such as IINet. In other word, 

they need to be convinced that no one can steal their 

ideas. 

 The IINet has to be available for users from all over 

the world 

In order to attain the first user requirement, authentication 

process is required. It means that users will use digital 

certificate as their digital identity and a TTP (Trusted Third 

Party) entity can verify the digital identity of the users. 

Establishing private connections between users and the 

network help to provide confidentially during data 

transmission and meet the user requirement number 2. The 

user requirements number 3 and 4 are accommodated by the 

web application which defines the protocols of all the 

collaborations in the system which is not covered in this paper. 

We design a centralized architecture and define monitoring 

and capturing functions for IINet network architecture, to meet 

the user requirement number 5. Centralized architecture 

enables the system the capability to control, monitor capture 

and supervise data transmission and collaboration between 

users and therefor, make it a reliable environment. 

 After analyzing the user requirements, the major system 
requirements for designing IINet network architecture are 
summarized in Table 1 which also describes each system 
requirement corresponds to which user requirement. 

TABLE I 
SYSTEM REQUIREMENTS OF IINET 

# Requirement 
Name 

Definition 

1 Authentication Authentication is a technique that 
enables us to prove the identity of users 

2 TTP (Trusted 
Third Party) 

Trusted third party (TTP) is an entity 
which facilitates interactions between 
two parties who both trust the third 
party [10]. 

3 Confidentiality Confidentiality or privacy means that 
data must be unintelligible to 
unauthorized parties [11]. 

4 Data Integrity Data integrity is another security 
technique that detects if the data had 
been changed during transmission. 

5 Centralized 
architecture and 
control 
management 

In IINet, the collaboration between 
specialist users requires the direct 
involvement of a central management 
to authenticate, control and supervise 
interaction among peers. 

6 Collaborative 
system 

It is required that IINet be integrated 
with a particular collaborative system 
to enable the users to collaborate with 
each other. 

7 Availability The IINet architecture has to be 
implemented globally to be available 
for the users from all over the world. 

IV. VPN TECHNOLOGIES: TLS/SSL VPN VS. IPSEC VPN 

According to the IINet requirements (Section III), 

authentication, confidentiality and data integrity are three 

major system requirements of IINet. On the other hand, VPN 

technologies are techniques that incorporate authentication, 

confidentiality and data integrity to provide security services. 

It means that VPN is a solution that can satisfy these 

requirements in IINet which are summarized and compared in 

Table 2. 

Trusted VPN technologies are eliminated from the scope of 

technologies which does not meet IINet’s requirement and, 

Secured VPNs are remained (Table 2). Additionally, PPTP 

VPNs and IPsec with L2TP VPNs are not very popular 

anymore. Finally, we focus our study on the following VPN 

technologies: 

 IPsec VPN 

 TLS/SSL VPN 
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TABLE II 

 TRUSTED AND SECURED VPNS 

VPN type Backbone Features 
VPN 

Technology 

IOS 

Layer 

Secured 

VPNs 

Service 
provide/ 

Internet 

Data traffic is 
authenticated and 

encrypted 

IPsec  3 

IPsec inside 

of L2TP  
2 

PPTP VPNs 2 

TLS/SSL 4/7 

Trusted 

VPNs 

Service 
provider 

Data is moving over 
a set of paths that 

has specified 

properties and is 
controlled by ISP 

MPLS/ BGP  3 

Transport of 

layer 2 

frames over 
MPLS  

2 

 

A. SSL, TLS and IPsec protocols 

SSL (Secure Socket Layer) was developed by Netscape 

Communications Corporation to secure transactions over the 

Web. Soon after, IETF began work to develop a standard 

protocol that provided the same functionality. They used SSL 

3.0 as the basis for that work, which became the TLS 

(Transport Layer Security) protocol; [12] as a result TLS v1.0 

is referred to as SSL 3.1. SSL 3.1 known as TLS (Transport 

Layer Security) which provides authentication for both parties 

in the communication, strong encryption and verification of 

data integrity. TLS v1.0 is marginally more secure than SSL 

v3.0, its predecessor. However, subsequent versions of TLS, 

v1.1 and v1.2 are significantly more secure and fix many 

vulnerabilities present in SSL v3.0 and TLS v1.0 [13]. 

SSL is a security protocol that has been used to secure 

HTTP communication over the web. TLS/SSL protocol runs 

above or at the top edge of the Transport Layer (Layer 4) in 

terms of OSI model and typically work on top of the TCP 

protocol. Since it does not work with UDP, therefore it does 

not support data transmissions that rely on UDP. TLS/SSL is 

best-known as the technology which secures web browser 

sessions for banking and other sensitive tasks. [14] TLS/SSL 

provides user-authentication, strong data encryption and data 

integrity services for web communications. TLS/SSL is very 

famous for securing web browser sessions. It applies public 

key cryptography for authentication and symmetric 

cryptography for encryption to accomplish. 

IPsec (IP Security) is a protocol suite that runs at the 

networking layer (Layer 3). It provides authentication, 

confidentiality, integrity, and data origin authentication. IPsec 

contains of three main components: Encapsulating Security 

Payload (ESP), Authentication Header (AH) and Internet Key 

Exchange (IKE). ESP provides confidentiality, authentication, 

and data integrity. AH offers authentication and data integrity 

and does not protect data confidentiality. It means that, if data 

is intercepted and only AH is used, the data will be 

compromised. These two protocols (ESP and AH) can be used 

separately or together. IPsec uses the IKE protocol to facilitate 

SA (Security Association) setup and key management. SA is a 

logical connection between two parties that provides 

protection for unidirectional traffic using the specified IPsec 

protocol (ESP or AH). Actually an IPsec tunnel consists of two 

SAs, which together make a full-duplex data channel. 

B. TLS/SSL VPN vs. IPsec VPN 

TLS/SSL VPN does not require any client software to be 

preinstalled and configured on the device that is used for 

accessing to the private network. Instead TLS/SSL VPN uses 

HTTPS which is available in all standard web browsers as a 

secure transport mechanism, with no need for additional 

software. [28] TLS/SSL is independent from operating system, 

so that changes in operating system do not require any changes 

in TLS/SSL. These features have made the TLS/SSL VPN 

easy to use and the most appropriate technology for remote 

access for mobile users. Opposed to TLS/SSL VPN, IPsec 

VPN implementation which operates at network layer requires 

client software installation and VPN configuration on the 

client’s device. 

IPsec VPN connects remote subnets. It provides users with 

continuous access to the network as if they were connected 

physically within the same LAN. This level of access is 

unnecessary and impractical for mobile user. However it is 

useful when two trusted area such as remote sites of an 

organization are connecting. Opposed to IPsec VPN, TLS/SSL 

operates at application layer provides granular access control 

to the application based on security policies of organization 

which is required for remote access of mobile users. 

As we mentioned before, IINet is a centralized, secured 

network architecture integrated with an online collaborative 

system to provide a trusted and secure environment for 

specialist users and establish effective relationships between 

them. This collaborative system is a particular web application 

which differs from existing collaborative system such as social 

networks because it has to be designed and implemented with 

the concern of intellectual property of users. From discussion 

above we conclude that TLS/SSL VPN is the best technology 

to be applied for the connection between remote specialist 

users of IINet to the collaborative web application. TLS/SSL 

VPN will provide granular access control to the IINet 

collaborative web application and the fact that it uses web 

browser as client software make IINet easy to access. 

On the other hand, IINet is a big network which is meant to 

be available for the users from all over the world. So, it is 

required to be extended geographically. Additionally, the 

centralized architecture of IINet will cause bottleneck at the 

central site in the case of a rise in the number of users. 

Therefore, there is a need to design a distributed architecture 

for IINet that helps to offer geographical extension and 

widespread availability and also aid to avoid bottleneck caused 

by centralized architecture. As we discussed above, IPsec VPN 

is the most appropriate technology for connecting remote 

trusted areas, thus In IINet distributed network architecture, 

IPsec VPN technology is used for establishing secure 

connection between its remote sites which are located in 

different geographical places. In the next section we present 

the IINet distributed network architecture. 
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V. IINET ARCHITECTURE 

IINet architecture is a centralized distributed architecture 

which comprises three levels: Central Site, Regional Sites and 

Remote Users. IPsec VPN and TLS/SSL VPN are applied in 

IINet architecture to provide security services but in different 

ways. Regional Sites are located in different regions of the 

world and are connected to the Central Site using IPSec VPN. 

Data are transmitted between Regional Sites via Central Site. 

Finally Remote Users are connecting to a geographically 

closest Regional Site through TLS/SSL VPN. The distributed 

network architecture is an approach for increasing scalability 

and availability. Since IINet web application is a large web 

application that is extended over the internet to serve specialist 

users from all over the world, a single server cannot handle the 

entire traffic load. To handle the traffic load we designed 

multiple Regional Sites, placed in various geographical 

locations. When a user enters the IINet’s domain name, the 

Main Web Server redirects the user to the closest Regional 

Site’s Web Server. Then both Web Server and user are 

authenticated to each other using digital certificates and start 

communicating through TLS/SSL VPN secure tunnel. Figure 1 

illustrates IINet centralized distributed network architecture. 

Each regional Web server is handling contents and 

collaboration of the users of the related region. Contents which 

are the intellectual properties of the users is stored in 

Resources Server and dynamic data of collaborative system 

such as accounting, relationships between users, content access 

control and system log is stored in DB Server. In the case that 

a user needs to collaborate with a user from different region, 

firstly, the regional Web Server sends a request to the Central 

Web Server, then; the central Web Server finds the address of 

the regional Web Server to which the destination user is 

connected. Finally a connection is established between the two 

users which pass through the Central Site. As respect to the 

fact that the contents of the users are sensitive the central Web 

Server keeps track of accessing to the contents from different 

Regional Sites. 

VI. HOW TLS/SSL AFFECTS IINET ARCHITECTURE? 

TLS/SSL can be divided into two sub-layers. Figure 4 

illustrates the various layers and their components. The Record 

Protocol receives and encrypts data from the application layer 

 
Fig. 1 IINet Centralized Distributed Architecture 
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and delivers it to the Transport Layer [12]. 

For authentication purposes, the Handshake Protocol uses 

an X.509 certificate to provide strong evidence to a second 

party that helps prove the identity of the party that holds the 

certificate and the corresponding private key [12]. A digital 

certificate is an electronic document which confirms the 

identity of an entity. [14] Digital certificates are issued by the 

Certificate Authority (CA). The following steps explain how a 

client (specialist user) connects to IINet which includes 

authentication of the client and the Regional Web Server using 

SSL/TLS VPN. 

a) Each client sends its Client ID and Public key to the 
trusted third party CA and request for a digital 
certificate. 

b) Each regional Web Server sends its Server ID and 
Public key to the CA and request for digital 
certificate. 

c) The CA issues the digital certificate for each IINet’s 
Web server which includes Server ID, Server’s Public 
key, expiration date of certificate and digital signature 
of the CA and sends it back to the server. 

d) The CA issues a digital certificate for each client 
(specialist user), which includes Client ID, Client’s 
Public key, expiration date of certificate and digital 
signature of the CA and sends it back to the client. 

e) A client starts connecting to the IINet by entering the 
address of the Main Web Server in its standard web 
browser software. 

f) The Main Web Server redirects the client to the 
regional Web Server which is geographically located 
close to the client. 

g) The regional Web Server presents its digital 
certificate to the client. 

h) The client verifies the Web server’s certificate and 
checks if the CA is a trusted CA. 

i) The client presents its digital certificate to the 
regional Web Server. 

j) The regional Web Server verifies the client digital 
certificate. 

 Now, the server is authenticated to the client and the 

identity of the client is proved to the server, and furthermore, 

both client and server know the public key of the other side. 

TLS/SSL uses the public key (asymmetric key) for key 

exchanges and the symmetric key for encryption. In symmetric 

key encryption both sender and receiver parties use the same 

key for encryption and decryption of data. Symmetric 

cryptography is faster than asymmetric cryptography and is 

used for large amount of data. Asymmetric encryption uses a 

pair of keys called the private key and public key. Public key 

is accessible to the world but the private key is kept secret by 

its owner. The keys are mathematically interrelated, so that 

data encrypted with the public key can be decrypted only with 

the matching private key.  

In order to enforce data integrity, before a message exchanged 

between the parties, is run through a hashing algorithm. A hash 

function takes a block of data and creates a value from it, 

known as a hash or digest [14]. The sending party sends the 

encrypted hash (digital signature) with the message to the 

recipient. Recipient decrypts the hash then uses the same 

algorithm to generate the hash and to compare the values. 

Hashing is used to establish data integrity. The following steps 

explains how a client after being authenticated to the server, 

start sending messages of data to the Regional Web Server 

while confidentiality and data integrity is ensured. 

a) The client and the server negotiate about the 
encryption and hash algorithms. The client chooses 
the encryption method and hash algorithm from the 
list that is provided by the server. 

b) The client generates a Symmetric Key, encrypts it 
with the server’s public key and sends it to the server. 

c) The server receives the message; decrypt it with 
server’s private key and gets the Symmetric Key 
which is now shared by both sides.  

d) The client creates the message of data and calculates 
the message digest using the hash algorithm.  

e) The client encrypts the message using the shared 
Symmetric Key and encrypts the digest by using its 
private key to produce the digital signature. 

f) The client appends the digital signature to the 
encrypted message and sends it to the server. 

g) When the message arrives at the server, the server 
decrypts the message using the shared Symmetric 
Key to get the data. 

h) The server recalculates the digest based on the data, 
decrypts the digital signature using client’s public key 
to get the received digest. 

i) The server compares the new digest with the received 
digest. If the values do match the data will be 
processed, otherwise the data have been corrupted 
and will be rejected. 

VII. HOW IPSEC AFFECTS IINET ARCHITECTURE 

While SSL/TLS VPN connection used in IINet is an on-

demand connection the IPsec VPN implemented in IINet is a 

pre-set always-on connection which operates based on the 

VPN configuration is done on the gateways located at two 

 
Fig. 4 TLS/SSL Protocol Layers 
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sides of the connection. As we explained before (in Section 

IV), IPsec uses ESP and AH protocols. As regards ESP 

provides authentication, confidentiality and data integrity 

while AH does not offer confidentiality, ESP is chosen to be 

implemented in IINet’s IPsec VPN. IPsec operates in two 

modes: Tunnel mode or Transport mode. Transport mode 

encapsulates only the payload of an IP packet while Tunnel 

mode processes the entire packet. In other word, Transport 

mode does not protect the information of the IP header; 

therefore, an attacker can recognize where the packet is 

coming from and where it is going to. Tunnel mode is most 

commonly used for gateway-to-gateway IPSec tunnel 

protection, but Transport mode is used for end-to-end IPsec 

tunnel protection. IINet uses Tunnel mode IPsec tunnel 

implementation. In IINet, IPsec tunnels are established 

between the IPsec VPN gateways of each Regional Site and 

the IPsec VPN gateway located in Central Site. It means that, 

the IPsec VPN gateway of Central Site participates in all 

IPsec VPN connections. A set of site-to-site IPsec VPN 

configuration has to be performed between this gateway and 

gateways located in Regional Sites. 
 

VIII. CONCLUSION 

In this paper we proposed new network architecture which 

satisfies the specialist user requirements and system 

requirements of the whole IINet with distributed control and 

centralized management. It is based on the use of TLS/SSL 

VPN and IPsec VPN technologies to provide protected 

connection between specialist users. 

Current ongoing work of IINet includes, implementing a 

prototype and evaluating to verify its effectiveness and 

viability. 
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