
  
 Abstract—This paper concerns with the group signature scheme. 
In this scheme, anyone who can access the group public key can 
verify the signature and can then know no knowledge of the 
information about the signature’s originator because of protecting of 
member’s privacy except group manager. For dynamic group 
signature scheme, this paper shows that the group members, who 
have joined the group at the current time, can sign the message on the 
behalf of the group. In this paper, the high level of trust in one and 
the workload of the single entity of the group can be reduced by 
splitting the authorities of manager as two parts. This proposed 
scheme will be handled to the revoked members efficiently, and 
prevented cheats and frauds for the non-members and revoked 
members to sign in future. 
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I. INTRODUCTION 
ITH the rapid improvement of Internet, digital 
signatures have been played a critical role in the aspects 

of information security, data integrity, non-repudiation, 
identity authentication, anonymity and so on. Digital 
signatures can be used in many other cases where it is 
important to detect privacy or forgery. These cases are 
software distribution, financial transactions, etc. The certain 
types of encryption to ensure authentication are relied on by 
digital signatures. Authentication means that the process of 
verifying what information comes from a trusted sender. In 
addition researchers have categorized in the various kinds of 
digital signature such as threshold signature, concurrent 
signature, blind signature, proxy signature, forward-secure 
signature and so on.  

The group signature that is specially extended the 
traditional digital signature concept to multi-party setting, 
provides the group member favorable anonymity. Hence, a 
privacy-preserving cryptographic construction is a group 
signature scheme. Group signatures are also one of the special 
digital signatures, which allow any group members to sign 
messages on the behalf of the group while remaining 
anonymity. The manager can only open signatures to revoke 
the anonymity of originator in case of dispute later. The group 
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signature schemes can be widely used in many practical 
applications such as electronic voting, electronic bidding, un-
traceable electronic cash, electronic banking, fingerprinting 
system and so forth. Group signature schemes can generally be 
applied to conceal group’s or organization’s internal structure. 
At present, most of proposed group signature schemes can’t 
support to delete or add group members dynamically so that 
they can’t solve the needs of dynamic groups in reality. In fact, 
it is very essential to design secure, efficient and flexible group 
signature schemes. 

The number of group member is not fixed and can be 
developed as a result of join algorithm in the dynamic group 
digital signature. In this proposed scheme, dynamic property is 
modified and the number of members can be added or 
removed from the group as a result of sign and verify 
algorithms. Because of two separated authorities for managing 
the group, the opening manager who not only can produce the 
membership certificate to group members but also can open 
the identity of the originator from the signature in the case of 
dispute, and the issuing manager who can only create the 
signature on the behalf of the group. In this paper, the 
proposed scheme may be supported the properties of 
anonymity and revocation fully. While producing the group 
signature, the issuing manager’s private key can only be signed 
the requested message from one of group members. 
Furthermore, no knowledge of the information about the 
members in this signature can be given. In the case of cheating, 
this member who cheated must be revoked by the opening 
manager to the central authorized manager, and was made to 
be unable to sign in the future. With improving awareness 
about group’s security, how to prove the source of the 
signature and confirm the integrity of the transmitted message 
is an important issue. 

The rest of this paper is organized as follows. In Section 2, 
the related work of group signature schemes will be described. 
Section 3 reviews the informal definitions and security 
requirements of group signature scheme. Section 4 introduces 
the proposed group signature scheme. And informally analysis 
will be expressed in Section 5. Finally, the paper concludes in 
Section 6. 

II. RELATED WORK 
C. Delerablee and D. Pointcheval in [1] proposed in order 

to provide more efficient and shorter group signatures. Their 
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proposed scheme was presented an extremely short dynamic 
group signature scheme, with concurrent join, provably secure 
in the formal security model. Thus, they also suggested that it 
achieves stronger security notions and namely the full 
anonymity, while still shorter. 

C.-I. Fan, R.H. Hsu and M. Manulis in [3] described the 
bottleneck of member revocation in group signature schemes. 
Most revocation methods require linear amount of work to be 
performed by unrevoked signers or verifiers, who usually have 
to obtain fresh update information published by the group 
manager. These disadvantages are overcome by proposing a 
novel group signature scheme. And then this scheme in [3] was 
satisfied the desired security properties of anonymity, 
traceability and non-frameability in the random oracle model. 

Beno Libert, Thomas Peters and Moti Yung in [13] 
described a new revocation approach-based group signature 
scheme. Their scheme yields efficient and scalable revocable 
group signatures in the standard model. The size of signatures 
and the verification costs are independent of the number of 
revocations. 

Vijay Gabale, Ashutosh Dhekne, Sagar Bijwe and Nishant 
Burte in [14] show that the signature’s size does not concern 
about the size of the document to be signed because of the 
hash of the message. And group digital signatures can be 
employed with relatively little overhead for large confidential 
documents. This can also alleviate burden off PKI by reducing 
number of public keys required for each individual. Both 
signing and verifying operations are affected by a change of 
security parameter. 

III. BACKGROUND 
A. Group Signature Scheme 
A group signature scheme allows a group member to sign 

messages anonymously on behalf of the group. Essential to a 
group signature scheme is a group manager, who is in charge 
of adding group members and has the ability to reveal the 
original signer in the event of disputes. In some systems the 
responsibilities of adding members and revoking signature 
anonymity are separated and given to a membership manager 
and revocation manager respectively. Group manager can only 
reveal the identity of the originator of a signature in case of a 
dispute. Anyone can verify the signature with a group public 
key while no one can know the identity of the signer except the 
Group Manager. All potential signers are considered as 
members of some group. Each signer can issue a signature on 
behalf of the whole group. Such group signature is publicly 
verifiable using the public key of the entire group, which 
provides anonymity of the actual signer. However, there exists 
a dedicated, possibly trusted party, which can link the group 
signature to the identity of the signer. A more detailed view on 
the architecture behind group signatures is now provided and a 
brief comparison to the classical PKI authentication is given. 

A group signature scheme is comprised of the following 
procedures: 

(1) Setup 
(2) Join 

(3) Sign 
(4) Verify 
(5) Open 

 
B. Entities of Group Signature Scheme 
The entities of a group signature scheme consist of the 

group manager, multiple group members and the outsiders who 
communicate with the group.   
      The group manager, which can either be a single authority 
or a coalition of several entities, is responsible for the 
initialization of the group, for the admission and in some 
schemes also for the revocation of group members. Once the 
group parameters are established the group manager can use 
own secret key to issue membership certificates to the 
prospective group members.  In some schemes the group 
manager can further use own secret key to revoke existing 
group members from the group. 
     Each group member is in possession of a membership 
certificate issued by the group manager.  Any verifier can 
publicly  check  the  validity  of  some  issued  group  signature  
using  the  group  public  key.  The group signature thus proves 
that the signer belongs to the group. 
     The outsiders, who communicate with the group, just have 
access to the group public key. They do not belong to the 
group. 

 
C. Procedures of Group Signature 
The procedures of group signature are as follow: 
(1) Setup: A probabilistic algorithm that generates the 

group-specific parameters. The input to Setup is the 
set of public parameters, which includes a secure 
parameter, and its output are the group public key PK 
and the corresponding secret key SK. 

(2) Join: An interactive protocol between the group 
manager and a user that results in the user becoming a 
valid group member. 

(3) Sign: An interactive protocol between a group member 
and a user whereby a group signature on a message 
supplied by a user is computed by the group member. 

(4) Verify: A deterministic algorithm for verifying the 
validity of a group signature given a group public key 
and a signed message. 

(5) Open: A deterministic algorithm that given as input a 
message, a group signature on it, and the group secret 
key, extracts the membership certificate used to issue 
the signature, and non-interactive proof of the 
authorship of signature. 

 
D. Security Requirements of Group Signature Scheme 
(1) Correctness: Signature produced by a group member 

using Sign must be accepted by Verify. 
(2) Unforgeability: Only group member are able to sign 

messages on behalf of the group. 
(3) Undeniable Signer Identity:  The group manager 

always can determine the identity of the group 

International Conference on Advances in Engineering and Technology (ICAET'2014) March 29-30, 2014 Singapore

http://dx.doi.org/10.15242/IIE.E0314121 259



member who issued a valid signature. Moreover, he 
can also prove to some other entity (such as a judge) 
which member signed a given document without 
compromising that particular group member's 
anonymity in previous or future messages he may 
sign. 

(4) Anonymity: Given a signature, identifying the actual 
signer is computationally hard for anyone except the 
group manager. 

(5) Unlinkability: Deciding whether two different 
signatures were generated by the same group member 
is computationally hard. 

(6) Traceability: The group manager can always establish 
the identity of the member who issued a valid 
signature. 

(7) Coalition-resistance: A colluding subset of group 
members cannot generate a valid group signature that 
cannot be traced. 

(8) Soundness and Completeness:  Valid signatures by 
group members always verify correctly, and invalid 
signatures always fail verification.  

(9) Revocability: The group manager can revoke a group 
member so that this group member cannot produce a 
valid group signature any more after being revoked. 

 
E. Full-anonymity 

Full-anonymity is the notion that an adversary cannot 
distinguish signatures from two different members. Even if a 
member’s key is exposed, then it is still not possible for the 
adversary to see whether this member signed some messages 
in the past, neither it is possible to see if any future messages 
are signed by this member. 
 

F. Full-revocation 
When it may be necessary to revoke a member’s secret key 

and change the public key, it may be needed to communicate 
to the remaining members how they should update their secret 
keys. A member with a revoked key can still sign messages 
under the old verification key and claim that they were signed 
when this key was valid. It would be highly impractical to 
demand that all members resign messages when the public key 
is updated. It would prefer a solution that allows publishing 
information that marks signatures signed by the distrusted 
member. 

IV. PROPOSED GROUP SIGNATURE SCHEME 
In this proposed scheme, the framework overview is shown 

in Fig. 1. 
 The entities of the group involved in this proposed scheme 
are: 

• The central manager (CM) will establish the group with 
the whole authority and is served as the trusted party. It 
can be performed as the owner of the group. CM controls 
the group responsibilities that are divided into two 
authorities: the issuing manager (IM) and the opening 

manager (OM), and then CM creates all of the group 
keys. 

 
Fig. 1 The framework overview of the proposed group 

signature scheme 
 

  
• The issuing manager (IM) will produce the signature on 

the behalf of the group. IM has read –only access to the 
group storage for the authentication of the member to 
sign the message. Although IM can only be signed the 
message to create group signature with his private key 
as the group private key, IM cannot know the content of 
the message that is to send to outsider. 

• The opening manager (OM) can add new members of 
the group, and has both read and write accesses to the 
group storage. OM can also generate the membership 
certificates to group members for joining and revoking 
processes.  

• Members of the group, who have already joined the 
group and accepted the membership certificates, will 
send the message for producing the signature to IM. 
The group members create the hash value of the original 
message that sends to the outsider for the authentication 
of the message. 

• The outsiders do not belong to the group but have the 
access to the public key of group to verify the group 
signature. 

In this proposed scheme, the results that can be obtained 
are the efficiency of revoking the members and signing the 
group signature for some special tasks of full-anonymity and 
full-revocation. Because the group members cannot sign 
themselves on the behalf of the group, this proposed scheme 
will be given the advantage that the cheated member cannot 
use the abilities of signing the message in this group. 

In the event of dispute, OM extracts the identity of the 
member from the membership certificate in the signature, and 
revokes this member from the group. Although OM do not 
reveal the identity of this member to the outsider, he sends the 
notified message that is not a valid signature at the current 
time and suggest to discard the previous message from the 
group member. But this notified message has no knowledge of 
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the information about the originator of signature for protecting 
the privacy of the group member.  

 
A. Procedures of Proposed Scheme 

The following steps are implemented to design the proposed 
scheme. These are: 

- RSA public key algorithm is used for creating and 
verifying the signature. 

- RC6 symmetric key algorithm is applied for producing 
the membership certificate of the group member. 

- MD5 hashing algorithm is used for the authentication 
of the message. 

The procedure of the proposed group signature scheme is 
as follow: 

(1) Setup algorithm: In setup algorithm, CM runs to 
generate the key pair of the group, and the secret key 
for membership certificates. The private key of the 
group is assigned as the secret key of IM and the 
remaining one from the key pair is also assigned as 
the group public key. The secret key to produce the 
membership certificate is used as the own key of OM. 

(2) Join algorithm: Join algorithm is required to check the 
existence of the member whether already joined the 
group or not. If the new one is not a member, OM 
will add the data of this one to the group storage. 
Then OM sends the membership certificate and 
member identity (ID) to this new member, and 
updates the group storage. OM encrypts all of the 
information of the member with his private key as the 
membership certificates. Members do not know 
anything about their certificates. 

(3) Sign algorithm: Before the member cannot accept the 
group signature, the member who wants to sign the 
message produces the hash value of the message to 
send to the outsiders. After hashing the message, the 
member will send the member ID, hash value of 
message and his membership certificate to IM. When 
IM receives the request to sign, IM checks the 
member ID that is compared as the same one in the 
group storage. If it is already existed, IM will produce 
the signature with his secret key by encrypting both 
the membership certificate and hash value. The 
member sends the original message, the hash value of 
this message and the signature by concatenating. 

(4) Verify algorithm: According to the verify algorithm, 
the verifier or outsider can verify the signature with 
the group public key. After verifying the signature, he 
computes the hash value of the original message, and 
compares all of the hash value what he computes. If 
they are all the same, the outsider will accept as the 
valid signature and the authentication of the message. 
Unfortunately if they cannot verify that, they will 
send the signature to OM to verify. 

(5) Open algorithm: In the case of cheats or disputes, the 
open algorithm will be ran by OM and returned the 

identity of the member who signs the corresponding 
message. In this event, OM can reply to the outsider 
what the message is the valid signature or not. 

V. ANALYSIS OF SECURITY REQUIREMENTS 
This proposed signature is generated by a collaboration of 

the group member and the issuing manager. Not only the group 
member but also the issuing manager itself is not able to create 
a valid group signature. For fast revocation, the opening 
manager can be immediately revoked the originator of the 
signature from the membership certificate. 

In the proposed scheme, the informally analysis of security 
requirements is described in the following table: 

TABLE I 
ANALYSIS OF SECURITY REQUIREMENTS 

Properties MASFS XCJ Our Scheme       
Unforgeability Yes Yes Yes       
Anonymity Yes Yes Yes       

Undeniable 
Signer Identity 

No Yes Yes       

Unlinkability Yes No Yes       
Non-framing No Yes Yes       
Traceability Yes Yes Yes       
Soundness & 
Completeness 

Yes Yes Yes       

Fast Revocability No Yes Yes       
    This scheme will be provided the anonymous revocation of 
the signature’s originator, but it can be given the zero-
knowledge about other additional information of the signer. 

VI.  CONCLUSION  
In this paper, the proposed group signature scheme can be 

presented to obtain more efficient and practical group 
signature scheme. It needs to point out that the proposed 
scheme only achieves the properties of anonymity and 
revocation more effectively. This paper is shown that this 
scheme is secure not to sign the message on the behalf of the 
group from the revoked member in future. In addition this 
proposed scheme causes the decrease of the high degree of 
trust in one and the only one authority for all managing tasks 
of the group. In Sign and Verify algorithm, this scheme can 
obtained both the dynamic revoking results of the members 
and the achievement for protecting the privacy of the 
signature’s originator. As the future work, the group signature 
scheme can be implemented with stronger assumptions to be 
efficient for larger groups that are needed the dynamic 
revocation immediately, and will be designed to share the 
group management among the members in order to involve 
every member in the group management transactions. 
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