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    Abstract—Cloud Computing has been envisioned as next-

generation architecture of IT enterprises. Whereas considering 

security of cloud one can’t ignore different threats to user’s data on 

cloud. Rumours user at cloud storage is become most difficult attacks 

to stop. The concept of multiple cloud storage using the proxy re-

encryption techniques. It will be split file in different chunks then 

encrypt and store them it on various clouds. The Meta data required 

for decrypting, rearranging and stored in metadata management 

server. It will offer new opportunities new ways of securing our cloud 

against attack. To protect it from unethical managers and attackers 

are being conducted on that application of a variety of cryptography 

systems such as searchable encryption to cloud storage system. We 

have tendency to propose a threshold proxy re-encryption scheme 

and integrate it with a decentralized erasure code specified a secure 

distributed storage system is developed.  

    Keywords— Architecture, Meta Data, Proxy re-encryption, 

Secure Storage System.  

I. INTRODUCTION 

LOBALLY, cyber crime has affected about 556 million 

people each year, causing losses the public and private 

organizations to ordinary users. Cloud computing promises to 

radically change the way computer services are data 

constructed, delivered, and managed storage.  A cloud storage 

system is taken into account as a large scale distributed 

storage system that consists of the many freelance storage 

servers. Storing information in a third party’s cloud system 

causes serious concern on information confidentiality. Data 

strength may be a major demand for storage systems. To store 

a data, every of its code word symbols are keep in an 

exceedingly completely different storage server. If any case 

range of failure servers is beneath the tolerance threshold of 

the erasure code, the data will be recovered from the code 

word symbols keep within the offered storage servers by the 

decryption method. A decentralized erasure code is associate 

degree erasure code that independently computes each code 

word symbol for a data. Thus, the encoding process for a data 

can be split into n parallel tasks of generating code word 

symbols. When the data symbols area unit sent to storage 

servers and computes a code- word image for the received 

data symbols and stores it. The recovery method is that the 

same of concepts.  
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A user will encrypt data by a cryptographic methodology 

before applying associate erasure code methodology to encode 

and store data. Once he needs to use a data, he must retrieve 

the code word symbols from storage servers and so rewrite 

them by maltreatment cryptographic keys. There are three 

measure problems within the on top of simple integration of 

coding and coding. First, users should do most computation 

and the communication traffic between the user and storage 

servers are very high. Second, users should do manage his 

cryptographic keys. If any cases user device of storing keys is 

lost or compromise safety is broken. Third, in addition 

information storing and retrieving, it is very hard for storing 

storage servers to directly support different functions. These 

cryptologic key servers are unit extremely protected by 

security mechanisms. With this thought, I have a tendency to 

propose a brand new threshold proxy re-encryption theme and 

integrate it with a secure localized code to make a secure 

distributed storage system. In this multiple computers having 

it splits the system into separate client and server components. 

As computers are well known, dropped in cost, and it became 

connected to higher bandwidth networks, split software 

systems into number of components became more efficient 

with performing the specified functions on different 

computers. This approach is used to simplify management, 

administration and often improved performance and 

robustness, due to this if one of the computer failure due to 

some problems did not necessarily disable the entire system. 

In most of the cases the system appears to the client as an 

abstract cloud that performs the necessary operations, like the 

distributed system is collected of individual nodes or servers, 

as in the following figure.  

 
Fig. 1 Architecture of Computing 

G 
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The capacity of the cloud is maintained because computing 

operations are invoked at the beginning of the client. In this , 

clients can simply locate a node or computer within the cloud 

and gives request for operation; when service provide to that 

request, the computer can invoke different functionality for 

other computers within the cloud without exposing. 

Traditional client-server based systems consist of two nodes 

with their fixed roles and responsibilities. But, in modern-

distributed systems they have more than two nodes, and their 

roles and responsibilities are not fixed. Whatever node may be 

used for conversation as a client, and this node is used for 

another conversation it can be used as a server. With this 

scenario, concept of a distributed cloud-like system can be 

broken down into many individual parts of packet exchange or 

conversation between individual nodes of cloud. 

II. PARTITIONING DATA 

Data storage systems typically partition data into relatively 

small units (small on such systems may mean of the order of 

hundreds of megabytes).These partitions are often called 

tablets, reflecting the fact that each tablet is a fragment of a 

table. The partitioning of data should be done on the search 

key , so that a request for a specific key value is directed to a 

single tablet ;otherwise each request would require processing 

at multiple sites, increasing the load on the system greatly. 

Two approaches are used: either range partitioning is used 

directly on the key, on a hash function is applied on the key, 

and range partitioning is applied on the result of the hash 

function [7].  

 

Fig. 2 Partitioning 

Algorithm of Partitioning and Merging Files 

1. Load the input file and size.   

2. Partitioning files: Count size<=s then split file into n 

blocks with extension and index value. Return files, otherwise 

declare as invalid size. 

3. Encrypt all partition files and store in cloud. 

4. Merging files: check if (file!) then file is missing. 

Otherwise count the index value and merge files. Return file. 

5. Decrypt the merge file for access. 

III. RELATED WORK 

 I concisely review cryptography, using Meta data and 

proxy re- encryption schemes. 

A. Cryptography:  

Cryptographic hash functions are an important tool of 

cryptography and play a fundamental role in efficient and 

secure information processing. In cryptographic, hash function 

processes a preference finite length input message to a fixed 

length output referred to as hash value as well as a security 

requirement, a hash value should not serve as an image for 

two distinct input messages and it should be difficult to find 

the input message from a given hash value. Secure hash 

functions serve data integrity, authenticity and non-repudiation 

of the source in conjunction. Cryptographic keyed hash 

functions called message authentication codes (MACs) serve 

data integrity and data origin authentication enin the secret key 

setting. Cryptograph is currently being used to develop 

technological devices that will affect some of the problematic 

behavior. Cryptography is being used both to protect 

transactions from rumors users and for authentication of 

identity. Of course, cryptography also has the potential to 

make law enforcement more difficult when it is access by 

rumors users. 

B. Using Meta Data:- 

 In the distributed file system, the storage of the data 

information (metadata) and the specific data are separately. 

Data storage information is stored in the meta-data server, and 

the specific data are stored in the block-data server. When you 

want to read a file, you must firstly read metadata from the 

meta-data server to acquire the data location information, and 

then obtain specific data from block-data servers. So long as 

the well protection of metadata in meta-data server will be 

able to protect data privacy. 

                                        

     

Fig. 3 The storage steps of encryption on metadata server. 

For Example:- Metadata could work out to monitor the 

physical location of files and ensure that the physical storage 

of that data complies with local laws that might require that 

data is not stored outside a particular country. 

i. Data Access: 

When the client wants to access the data, he must acquire 

the metadata from meta-data server at first, then connect 

corresponding block-data servers, complete reading or writing 

data in metadata. The metadata in the meta-data server are the 

key to the cloud storage. On one hand, the number of the 

block-data server is large and lacking information, on other 

hand without the necessary metadata such as size, format, 

encoding, etc, it is hard to validate the boundary of the data in 

the cloud storage. It can be said that encryption the metadata 
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in the meta-data server will also be able to protect the privacy 

of data in cloud storage, especially relatively large data. 

Because they may be divided into smaller parts and stored in 

different block-data servers. Storage data when user storing 

data, the meta-data server allocates storage space firstly and 

then hides the meta-information by encryption. The steps are 

shown in Figure 4. 

                                     

 

Fig. 4 The storage of data on metadata server 

Step 1： The client communicates with the meta-data 

server, and sends the information of the storage data and the 

user’s key to meta-data server. The meta-data server allocates 

storage space in the distributed file system and returns the 

metadata to client (Figure①②);  

Step 2：In the meta-data server, meta-data server hides the 

meta-information acquired from step 1 by encryption with the 

client’s key (Figure③);  

Step 3：Using the metadata from meta-data server, the 

client is able to connect the corresponding block-data servers, 

establish reliable channel and send data to block-data servers 

for storage (Figure④). 

ii. The Analysis of the Privacy Protection:  

When reading, after acquiring cipher metadata from meta-

data server client need to decrypt metadata with user’s secret 

key to gain the real metadata. Only after that, user is able to 

connect and acquire data from block-data servers. The steps 

are shown in Figure 5.  

                      

 

Fig. 5 The access steps of encryption on metadata server. 

Step 1：The client sends a request to meta-data server with 

the directory of the distribute file system for the metadata to 

the corresponding file(Figure①). The meta-data server queries 

the file naming system for the corresponding metadata and 

returns them to client (Figure② ). At this moment, the 

metadata are encrypted.  

Step 2：The client need to decrypts cipher metadata with 

user’s secret key to get the real metadata (Figure③). 

 Step 3: The client access with corresponding block-data 

servers and acquires data from block-data servers, so as to 

obtain all data or file (Figure④⑤). 

In the encryption storage method based on server metadata, 

metadata is encrypted in the cloud. The privacy of data is 

achieved by the encryption and hidden of key information. 

Without the right key information, even if small data, no one 

can access metadata in cloud. In this method, it only need to 

encrypt the metadata in the meta-data server. So it encrypt the 

data, making a very good influent on the efficiency of reading 

and writing [12].  

C. Proxy Re-Encryption:- 

During a proxy re-encryption process, a proxy server will 

be transfer a cipher text under a public key PKA to a new one 

under another public key PKB by victimization the re-

encryption key RKA->B. The server doesn't recognize the 

plaintext throughout transformation. Ateniese et 

al.[10].planned some proxy re-encryption schemes and applied 

them to the sharing operate of secure storage system. In this 

method, messages are first encrypted by the owner then keep 

during a storage server. Once a user desires to want messages, 

he sends a re-encryption key to the server. Then the storage 

server re-encrypts the encrypted messages for the approved 

user. This way, their system has information confidentiality 

and supports information forwarding operates with more 

integrates encryption and re-encryption. Type-based proxy re-

encryption schemes planned by Tang [8] provide a stronger 

graininess on the granted right of a re-encryption key. An 

authorized user can decide which type of messages and with 

whom he desires to share during this reasonably proxy re-

cryptography method. Key-private proxy re-encryption 

schemes square measure planned by Ateniese et al. [9].In a 

key-private proxy re-encryption method given a key, a proxy 

server cannot verify the identity of recipient. This type of 

proxy re-encryption method provides higher privacy guarantee 

against proxy servers.  

 
Fig. 6 Data Re-Encryption From Cloud 
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IV. METHODS 

I have implemented following modules according to the 

review [11] 

A. Data Encryption Module  

In cloud login module the user will login for access own 

details. If user cannot found account in that cloud system first 

the user will register his details for using and entering into the 

cloud system. The Registration method including details are 

user name, password and Email, make sure password, date of 

birth, gender and additionally information. After coming into 

registration method the main points may be keep in 

information of cloud system. Then the user needs to login 

corrected username and password the code needs to be send 

on their E-mail. Then user can be open his account and 

consider the code that may be generated from the cloud 

system. In transfer Module the new folder is produce for 

storing the files. In that folder creation method cloud system 

could raise one question for that user. The user should give 

answer the question and should keep in mind that declares any 

usage. Then give the folder name for produce folder of user. In 

file transfer method user needs to select one file from 

accessing the cloud system and enter the choice. Now, server 

from the cloud will do encrypted type of the uploading file. 

B. Data Forwarding Module  

In forward module initial user will see the storage details 

for the uploaded files. Whenever click on storage details 

choice user will see the file name, folder name, question, 

answer, price (true or false), E-mail. If column show the 

forwarded price is true then the user cannot forward to a 

different person. If column show the forwarded price is false 

then the user will forward the file into another person. In file 

forward processes contains selected file name as well as Email 

address of that user and enter the code to the user. Now, new 

user will check own account and found that the code 

forwarded from the old user. Then new user login in cloud 

system to see the receive details of that account. In receive 

details the forwarded file is gift from old user then the user 

can go to the transfer method. 

C. Data Retrieval Module  

In download module contains the subsequent details. There 

are user name as well as file name. First, in server method will 

be run which indicates the server will be connected with its 

client. Now, client needs to download the file from server to 

download the file key. In file key downloading method 

contains are user name, file name, question, answer and 

including the code. Now, just clicking on transfer method the 

client will view encrypted key. Then using that key the client 

will accessing the file as well as use that file. 

 

 

 

V. CURRENT TRENDS FOR DATA SECURITY AND 

PRIVACY PROTECTION 
 

1. IBM developed a fully homomorphic encryption scheme 

in June 2009. This scheme allows data to be processed without 

being decrypted [5]. 

2. About data destruction, U.S. Department of Defense 

(DoD) 5220.22-M (the National Industrial Security Program 

Operating Manual) shows two approved methods of data 

(destruction) security, but it does not provide any specific 

requirements for how these two methods are to be achieved 

[6]. 

3. A German company’s data are replicated on a server in 

New York, then the privacy laws of the United States rather 

than those of Germany or the European Union apply. The 

cloud vendor might be required to release client data to the 

U.S. government even though the client never knew that its 

data would wind up under U.S. jurisdiction [7].   

4. The challenge of data privacy is sharing data whereas 

protecting personal privacy information. Randike Gajanayake 

proposed a privacy protection framework based on 

information accountability (IA) components [13]. 

5. Cong Wang proposed a mathematical way to verify the 

integrity of the data dynamically stored in the cloud [1]. 
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