
  
Abstract— As the use of computer networks and Internet are 

growing rapidly, possibilities and opportunities are endless. And at 
the same time, the risks and chances of malicious intrusions are too 
much. An Intrusion Detection System (IDS) has become an essential 
security appliance because it is able to alert the System Administrator 
in the case of an intrusion. IDS triggers large number of alerts that 
are redundant, irrelevant and correlate alerts by detecting these 
attacks. So finding a solution to reduce these alerts is one of the most 
vital topics in the area of IDS. This paper describes the reduction 
model of IDS alerts to remove duplicate IDS alerts and shows a 
summarized report. The model saves IDS alerts in a central database, 
extracts the standard features and reduces duplicate IDS alerts that 
belong to the same attack within the time window. After testing with 
own dataset, the system manages to reduce duplicate alerts by 
average rate of 97 percent.  
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I. INTRODUCTION 
N recent years, intrusion detection systems (IDS) have 
become extensively applied in computer networks as an 

essential tool to monitor the network and detect malicious 
behaviors. After detecting a malicious behavior, IDS provide 
huge number of generated alerts. Large numbers of alerts may 
overwhelm the analysts. Analysts spend much effort to analyze 
these alerts to determine the cause, relationship among alerts 
and other features of the intrusion. One of the major problems 
faced by IDS is huge number of duplicate alerts because same 
intrusion event can trigger hundreds of similar alerts. For 
example, a single network scan may cause to generate several 
alerts which differ by a small amount of time. So finding 
solutions for this problem is one of the most important topics 
in the area of network security and especially IDS. To enhance 
the system performance, the redundant and irrelevant alerts are 
eliminated as early as.  
 This paper reduces the duplicate alerts that have the similar 
attributes such as the source IP, destination IP, source Port, 
destination Port and so on. It also shows a summarized report.   
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Alert reduction is vital for the network administrators to take 
appropriate actions.  

The rest of the paper is organized as follows: Section two 
presents the IDSs and discusses classification of IDSs. Section 
three explains the related work. Section four mentions about 
methodology. Section five describes the reduction model. 
Section six introduces the implementation and experimental 
results. Section seven presents the conclusion in this model. 

II. INTRUSION DETECTION SYSTEM 
Attacks are defined as intrusions and invasions inside 

computer networks and these attacks threaten network security 
by perpetrating privacy, integrity and accessibility mechanisms 
[1].  Intrusion detection is the process of monitoring the events 
occurring in a computer system or network and analyzing them 
for signs of possible incidents, which are violations or 
imminent threats of violation of computer security policies, 
acceptable use policies, or standard security practices. IDSs 
collect and analyze audit data or network logs from a variety 
of computer systems and network sources for signs of 
intrusions. When the obvious security violation is found, IDS 
inform a system administrator to be alerted and presented with 
a report about the incident. The system administrator then 
decides how to perform on the report. The typical components 
of IDS are sensors which generate security events, a Console 
to monitor events and alerts and control the sensors, and a 
central Engine that records the events logged by the sensor in a 
database and uses a system of rules to generate alerts from 
security events received. These are several ways to categorize 
IDS depending on the type and location of the sensors and the 
methodology used by the engine to generate alerts. In many 
simple IDS implementations all three components are 
combined in a single device or appliance [2]. 

A. Classification of IDS 
Intrusion detection system use several techniques to help 

them determining what qualify as an intrusion versus normal 
traffic. IDS have historically been categorized as network, 
host, anomaly or misuse (signature) based.  

Host-Based IDS (HIDS) is situated on a particular computer 
or server, known as the host, and monitors the characteristics 
of a single host and the events occurring within that host for 
suspicious activity. The HIDS flags an alert when one of the 
following changes occurs: file attributes change; the intruder 
creates new files, modifies or deletes existing files. The 
network architecture of host-based is agent-based, which 
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means that a software agent resides on each of the hosts that 
will be governed by the system. 

Network-Based IDS (NIDS) presents in a computer or 
device connected to a segment of an organization’s network 
and monitors network traffic on that network segments or 
devices and analyzes the network and application protocol 
activity to identify suspicious activity.  

Misuse/Signature-Based Detection: Misuse-based IDS 
detects intrusions that follow well-known patterns of attacks or 
signatures that exploit known software vulnerabilities. The 
major disadvantage of misuse detection is that it cannot guess 
new and unknown attacks and has high false alarm rate. It is 
also necessary to update rules or signatures regularly and it 
cannot detect unknown attacks. 

An Anomaly Detection is a method for detecting computer 
intrusions and misuse by monitoring system activities and 
classifying them as either normal or anomalous. New types of 
intrusions as deviations from normal usage are identified by 
anomaly detection techniques. The disadvantages of anomaly 
detection are the rate of false positives and ineffective in 
detecting insider’s attacks. 

III. RELATED WORK 
Intrusion detection has been discovered for over twenty 

years since Anderson’s report [Anderson 1980]. Most existing 
IDS are optimized to detect attacks with high accuracy. One 
disadvantage is huge amount of alerts generated. Recent 
research focuses on the correlation and elimination of alerts 
from multiple IDS. In order to reduce IDS alerts, Njogu and 
Jiawei [3] introduced an alert cluster based on the principle 
that a strong mechanism is required to reduce the false alerts. 
The objective of this mechanism is to ensure that the 
unnecessary alert load is reduced and the transmitted quality of 
alerts to analyst is enhanced. K.Al-Saedi proposed a new 
approach called collection mechanism and reduction of IDS 
alert framework (CMARF), which depends on the IDS alert 
database obtained from the network by leveraging IDS snort. 
The threshold time value, the rules and value of common 
vulnerabilities and exposure (CVE) were used to reduce 
duplicate alerts [4]. V.Srujana Reddy proposed a new 
technique based on maximum likelihood approach for the 
purpose of online alert aggregation based on dynamic, 
probabilistic model [5]. A statistical causality analysis 
correlation approach was proposed by [6]. The authors 
proposed a clustering technique to aggregate the alerts to be 
represented as one hyper alert in each cluster based on time 
intervals. The objective was to reduce the amount of the alerts 
and obtain alert prioritization to identify the important alerts. 
The drawback of this system is also its incapacity to remove 
redundant alerts and its inflexibility to choose the alert 
features. This paper emphasizes the reduction of alerts of the 
same attack based on the attributes values of the attack pattern 
and presents one alert per attack even if this attack has 
generated many alerts.  

IV. METHODOLOGY 
This paper describes the process of creating a collection of 

typical network and host attacks using Backtrack penetration 
testers. A set of automatic tools that collect this information 
from the public traffic traces – Security Onion are used to 
detect attacks in the trace and create attack scenarios that 
describe significant attack features such as strength, type of the 
attack, number of sources, etc. But these tools raise large 
number of redundant alerts. The system manages to reduce 
alerts before passing them to the network administrator. It 
aggregates numerous overlap alerts to be grouped together 
within a small time window in the order of few seconds and 
reduces the redundant alerts that have the similar attributes 
such as the source IP, destination IP, source Port, destination 
Port and so on from same group. After reduction, the system 
performs multiple correlation steps where a different similarity 
function is used for each step. 

A. BackTrack 
BackTrack based on Linux distribution is well known as an 

all-in-one platform that offers security professionals all the 
tools that they may need to carry out various security related 
tasks. The penetration testing tools included in Backtrack can 
be categorized into: information gathering, network mapping, 
vulnerability identification, web application analysis, 
penetration, privilege escalation, maintaining access and so on 
[8]. 

B. Security Onion 
Security Onion is Linux distribution for IDS (Intrusion 

Detection) and NSM (Network Security Monitoring) that 
provides full context and forensic visibility into the traffic it 
monitors. It is based on Xubuntu and contains software used 
for installing, configuring and testing Intrusion Detection 
Systems. It contains Snort, Squil, Snorby, Squert, OSSEC and 
many other security tools [7]. In this paper, security onion 
investigates to alert the event of the attacks that are initiated 
from penetration testing tools. 

C. Snort 
Snort is a free and open source Network Intrusion 

Prevention System (NIPS) and Network Intrusion Detection 
System (NIDS) capable of performing packet logging and real-
time traffic analysis on IP networks and monitoring and 
detection of security attacks [4]. A rule-driven language is 
used in snort. It combines the benefits of signature, protocol 
and anomaly based inspection method to detect an intrusion.  

V. PROPOSED MODEL 
To implement this model, firstly initiate and launch the 

network and host attacks using BackTrack. On Security Onion 
Side, various server applications such as FTP, SSH, Web and 
DNS Server are installed and configured. Target discovery 
deals with the target’s network status, operating system and its 
relative network architecture. The ping tool is the most popular 
appliance to examine whether a particular host is available. It 
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will reply with the ICMP ECHO REPLY packet whether the 
target host is available and not blocking a ping request. There 
are a lot of options on ping tool. This command is a simple 
ping test with three packets: “# ping –c 3 target IP address”. 
The command can be used if the target host is available with 2 
packets that have 1000 bytes: “# ping –s 1000 –c 2 target IP 
address”. xprobe2 is an active OS fingerprinting tool. To 
fingerprint a remote host, the argument is “# xprobe2 target IP 
address or hostname”. Zenmap and nmap tools are used to 
scan the whole range of network and find the running services 
on the victim workstation. For cracking or guessing login 
username and password on network protocols such as HTTP, 
FTP, Telnet, SSH and so on, hydra and ncrack tools are used. 
“# hydra –l root –p pass target host IP ftp” means it tries to 
access ftp server with root login.  The command “# ncrack –v -
-user root target host IP :21” attempts to crack password for 
root username. Dnsenum is used to get Domain Name System 
(DNS) information and also to check the DNS server 
configuration on target host. Web application attacks such as 
SQL Injection, Cross Site Scripting and OS Command 
Injection have appeared for over last years. w3af, httprint and 
xsser tools are used to create these attacks [9].  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 1 Proposed reduction model 

This paper uses Security Onion and investigates how to alert 
on FTP server, SSH Server, Web Server, DNS Server and port 
scanning attacks. Snort has huge number of rules sets available 
to choose from. These rules are powerful, flexible and 
relatively easy to write. They base on a very simple format and 
inspect packet header, payload or both. Snorby is a front end 

application for any application that logs events in the unified2 
binary output format. In original configuration, these logs are 
stored in MySql database. In this paper, these unified2 binary 
output log file are transformed to CSV File type stored in 
specified location. The table that consists of columns (feature 
attributes) and rows (attribute values) can be constructed based 
on user selection from a number of existing features. The rule 
sets are located in the downloaded.rules file on security onion 
are applied to detect various network and host attacks.  

Here is a rule writing example to alert for “DNS Server 
name and subdomains” log event.  

alert udp $EXTERNAL_NET any -> $HOME_NET 53 
(msg:"GPL DNS named version attempt"; content: 
"|07|version"; offset:12; nocase; content:"|04|bind|00|"; 
offset:12; nocase; reference:nessus,10028; 
classtype:attempted-recon; sid:2101616; rev:9;) 

The rule below is another example to alert on the “HTTP 
server software and version”  event.  

alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS 
$HTTP_PORTS (msg:"ET SCAN Httprint Web Server 
Fingerprint Scan"; flow:established,to_server; content:"GET"; 
http_method; content:"/antidisestablishmentarianism"; 
http_uri; reference:url,www.netsquare.com/httprint/; 
reference:url,www.netsquare.com/httprint/httprint_paper.html; 
reference:url,doc.emergingthreats.net/2008416; 
classtype:attempted-recon; sid:2008416; rev:6;) 

To reduce the duplicate IDS alerts, these CSV log files 
stored in a centralized log server are sent to a central database 
using WinScp on SSH protocol. A collection of datasets was 
used to implement the reduction model. The datasets were 
collected on networks with a variety of services and includes 
real networks, networks specifically constructed for dataset 
gathering, and simulated networks. Feature extraction of IDS 
alerts are used to determine the most effective feature in the 
alert. There are 27 attributes in the original snorby log file, of 
which only 11 features were extracted, namely sig_id, 
timestamp, src, dst, srcport, dstport, iplen, tcpseq, tcpack , 
tcpwindow and msg. The timestamp attribute described in 
date/time format was divided into two types: Date and time 
that was calculated in seconds. The sig_id attribute states the 
signature ID that issued the alert, and the Proto attribute 
reveals the protocol type of the network traffic that initiated 
the alert. The src, srcPort, dst, and dstPort attributes describe 
the source IP address, source port, destination IP address, and 
destination port of the traffic. The tcpseq, tcpack, tcpwindow 
and iplen mention the tcp sequence number, tcp 
acknowledgement, tcp window size and ip length. The count, 
timeinterval, and sig_id count attributes are added in existing 
dataset stored in database table.  

Based on the attack nature, this system performs analysis 
on data with custom reduction algorithm and calculates the 
count and the time interval during the similar alerts of the same 
attack. It also calculates the count of signature ID of the event. 
That means some attack issue one event with one signature ID 
and one alerts, some issue one event with one signature ID and 
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several alerts and some issue one event with many signature ID 
and several alerts. This paper eliminates by average rate of 97 
percentages of IDS duplicate alerts within 60 seconds time 
interval.  

A. Reduction Algorithm 
Based on the attack nature, the extracted attributes that are 

used to reduce the duplicate alerts are not the same. For 
example, in ICMP attack, the attributes ( Timestamp, Proto, 
src, dst, iplen) are used to reduce the alerts of the same attack 
because the protocol ICMP does not consist of ports. If the 
attacker tries to scan ports (Port Scanning) what services are 
running on the victim host, the protocol type is TCP and the 
attributes of alerts (timestamp, Proto, src, srcPort, 
dstIP,tcpseq) are considered. The following algorithm is used 
to reduce duplicate ICMP alerts. 

List of attributes on Alert (A): [Date, timestamp, time, 
sig_id,    Proto, src, dst, srcport, dstport,  iplen, count, 
timeinterval] 

count = 0; 
sig-id count = 1; 
1. Read DB Alerts as A [f1, f2, …, fn] 
2. Separate Date and time from timestamp. 
3. Group alerts within 60 seconds. 
4. Reduce duplicate alerts within same group. 

For i = 0; i < = Alert_Number - 1; 
{ 
For j = i+1; j <= Alert_Number; 
{ 

if (iplen (Ai) == iplen (Aj) and srcIP (Ai) == 
srcIP (Aj) and destIP (Ai) == destIP (Aj)) then 

if (sig_id (Ai) == sig_id (Aj)) 
{ 

count++; 
Remove Aj from DB_Alerts; 
j--; 

} 
else  
{ 

sig-id count ++; 
count++; 
Remove Aj from DB_Alerts; 
j--; 

 
} 

      }  
} 

5. Test multi-step attack correlation. 
If (destIP (Ai) == srcIP (Aj) and dstport (Ai) == 
srcport (Aj) and time (Ai) < time (Aj)) 

The Reduction Rate (RR) [10] is the ratio between the 
number of output alerts after reduction and the number of 
input alerts:  

RR = (1-(Output alerts/Input alerts))*100                    (1) 
 

 

VI. IMPLEMENTATION AND EXPERIMENTAL RESULTS 
This section explains the experimenting of proposed 

reduction model. In case of evaluating the model, first a 
network of two different operating systems is setup in which 
one OS plays the role of attackers and other detects these 
attacks and issues the alerts. The dataset was a collection of 
real data sets from the Security Onion Server within the period 
from November 6 to November 10, 2013. C#.Net 
programming language is used to implement reduction 
algorithm and Microsoft SQL Server 2005 as a central DBMS 
is used to store the alert dataset and the evaluated duplicate 
alerts. The follow table shows the elimination percentage of 
this model. 

TABLE I 
PERCENTAGE REDUCTION RATE OF DUPLICATE IDS ALERTS 

 1st Day 2nd Day  3rd Day 4th Day 

Number of Input Alerts 2982 4099 9161 14223 

Number of Output Alerts 99 243 314 404 

% of Reduction Rate 96.7 94.1 96.6 97.2 

VII. CONCLUSION 
One major drawback of IDS is the generation of huge 

number of duplicate alerts which causes the network 
administrators confused when analyzing and tracking attacks. 
So a significant reduction model based on the custom 
reduction algorithm for removing redundant IDS alerts of the 
same attack is proposed. After performing this model in a real 
network lab environment, the proposed model managed to 
reduce alerts with an average rate of 97 percent. 
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