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Abstract----Like many other technologies on military and 

defense working on sensor networks to be started. During the Cold 

War, the USA’s government started to sponsor the project called 

Sound Surveillance System. In that project the US Army trying to 

intrusion detection and tracking of Soviet submarines by placing a 

number of sensors at the strategic points under the ocean. Working 

on the Sensor networks project are actively started in the Defense 

Advanced Research Projects Agency of America since 1980 and via 

the distributed sensor networks project. Most of the Sensors are 

working with the chemical energy of a battery. Sensors can be used 

to intervene and penetrate to the networks. This article focuses on the 

methods of attack, and strategies of overcoming them. 
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I. INTRODUCTION 

HE sensor networks are the new generation of networks 

that normally are combination of a lot of enormous of 

cheap nodes and the relation of this node’s occurred via 

wireless connections. The main objective in these networks is 

the information gathering about the network via sensors.  The 

overall functionality of these networks is to gathering the 

needed information and then sending them to the receiver. 

Distribution of the information in this network, is instantiated, 

in the meaning of that the transferring of the data is done node 

by node. The major difference between sensor networks and 

ad hoc networks, is the resources of the energy and limited 

processing capability that is relatively low. The section 2 

describes the various attacks, and the section 3 and section 4 

concludes the strategies and actions to combat the attacks in 

the future works.  

II. CURRENT ATTACKS TYPES CAN BE CATEGORIZED INTO 

TWO TYPES 

Classifications based on device capabilities: 

Class Mote:  These types of attack are done by a malicious 

node in the network. 

Class Laptop:   These types of attack are done by a remote 

computer that is equipped with special functions. 
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Classifications based on the type of attackers: 

External attackers: That are done by the certain equipment 

of the remote interferes on the network. 

Internal attacker:  This attack is done by a malicious node 

within the network. 

 

2.1 Common types of attacks in wireless sensor networks 

2-1-1 Spoof Attacking  

 

    Creating the infinitive loop of sending and receiving 

information, disruption of network traffic, dividing the 

network into several parts, and etc. are caused to disruption of 

the network.  

Fig. 1The Spoof Attacking 

 

2-1-2 Selective Forwarding 

In this type of attacks one or more malicious nodes placed 

with in the network and immediately after the receiving of 

information from its neighboring nodes, attempting to deflect 

or destroy the data, and finally, the data did not reach the 

main destination as well. 

 

 
   Fig. 2 The Selective Forwarding attack 
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2-1-3 Sinkhole Attack 

This types of attack that are the specific attacks of the 

wireless sensor networks, a malicious node equipped with the 

powerful hardware, is placed with in the network that 

approximately is connected to the whole part of the network 

or placed near the sink node. And immediately after the 

receiving the data, they will be diverted to another route out 

of the network. This type of attacks caused the Selective 

Forwarding Attacks and Wormhole Attacks are created. 
 

2-1-4 Sybil Attack 

Sometimes we need to use of the identifier (ID) in 

designing of network topology and routing that are given by 

given this unique ID.  In this type of attacks, the malicious 

nodes is placed within the network and it offers the number of 

ID’s and actually it indeed goes over the network nodes. This 

will affect the causing to the geographically routing problems, 

distributed storage, multidirectional routing and changing the 

topology. 
 

2-1-5 Wormhole Attack  

This attack is preferred by multiple malicious nodes that 

are located in two different spots in the network. The 

connection between this two nodes is a faster connection. The 

source node received the data from networks and sends them 

to the destination node. 

III. ATTACK AVOIDING APPROACHES 

Using the shared key and the encrypted data - to avoiding 

external attacks such as Sybil Attack and Selective 

Forwarding 

Assigning the unique key to the nodes and also restricting 

the neighbors’ nodes to prevent Sybil Attacks. 

Careful designing of the routing protocol and using the 

geographical routing to avoiding Wormhole and Sinkhole 

attacks. 

Multi-directional routing and ensuring the neighbor nodes 

to avoid the Selective Forwarding attacks. 

IV. CONCLUSION 

Wireless sensor networks have introduced us the new class 

of telecommunications networks. These networks are 

enabling us to understanding that what's happening in the 

physical environment that is even possible human presence 

there. For example, to study the behavior of nature, wild 

animals escape is caused by the presence of any sensor is 

essential. In general the sensor networks for their high speed 

data transmissions and low costs, low volume have the 

significant impacts on financial security, life and health care. 

In the healthcare monitoring, sensor network applications 

reduces costs of individuals and increase the speed of 

response in emergency situations. Sensor networks give vast 

perspectives to us to creating a variety of applications to 

improve the lives and communities deal. Monitoring the 

stores to prevent theft, monitoring roads to controlling the 

traffic and prevent road accidents and subtle care of elder 

people in this category are applied. Furthermore, sensor 

networks can have been in the near future an important role in 

the development of a new generation of equipment, weapons 

and armors. 
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