
  
Abstract— Designing  energy-efficient   and   fault tolerant   

routing protocols for Wireless Sensor  Networks  (WSNs) 
applications such as wildlife monitoring,  battlefield  surveillance and  
health  monitoring  is  a  great  challenge  due  to  the  frequent 
change  of  the  network  topology.  Moreover sensor nodes are prone 
to failure in WSNs due to harsh environment. Therefore, fault 
tolerant and energy-efficient are essential issues for WSNs. LEACH 
(Low-Energy Adaptive Clustering Hierarchy) protocol is one of the 
significant protocols for routing in WSN. LEACH uses a TDMA 
based MAC protocol, and in order to maintain balanced energy 
consumption.  In this paper, we propose energy-efficient and fault 
tolerant routing LEACH (EF-LEACH) which is a modified version of 
the well known LEACH protocol; EF-LEACH proposes vital 
solutions to some shortcomings of the pure LEACH. It provides 
network fault tolerant and achieves reliability and quality of service. 
Network Simulator Tool (NS2) will be used to prove that ER-
LEACH performs better than LEACH protocol.  

 
Keywords— Cluster-Based Protocol, fault-tolerant, LEACH, 

Wireless Sensor Network. 

I. INTRODUCTION 
ENERALLY speaking a Wireless Sensor Network (WSN) is 
composed of a large number of wireless sensors with low 
processing power and energy consumption with the 

purpose of monitoring a certain environment. Moreover, 
WSNs are now used in many civilian application areas, 
including environment and habitat monitoring, healthcare 
applications, home automation, and traffic control [1]. 
 WSNs are generally adaptive networks that use data 
aggregation and hierarchy to reduce energy consumption. 
WSN creates a local network hierarchy on one or more levels 
represented by nodes chosen by certain criteria that are 
aggregating and sending data to a central base station (BS). In 
many situations, sensor nodes are organized into clusters 
where data collected by sensor nodes is sent to local cluster BS 
(e.g. CH). CH processes this data and sends it to the BS.   
Clustering is an effective way for improving the energy 
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efficiency and prolonging the network lifetime of WSNs. The 
CH failure causes the connectivity and data loss within cluster. 
It also disconnects cluster members from rest of the network. 
Hence, it is crucial to detect and recover the CH failure to 
maintain normal operation of cluster and network as a whole 
[2]. 
 To address the above mentioned challenges, we proposed 
fault recovery architecture based on LEACH protocol for 
WSNs that offers efficient fault recovery mechanisms to make 
the network fault-tolerant.   

II.  RELATED WORK 
 Existing  fault  recovery  approaches  for WSNs  vary  in  
forms  of  architectures,  protocols, detection algorithm or 
detection decision fusion algorithm etc [3]. Several works has 
been done on fault tolerance over many clustering algorithms. 
One fault tolerance approach has been discussed in [4].  Here 
also the research work is done on LEACH. Here fault recovery 
is suggested in two ways:  inter-cluster recovery & intra cluster 
recovery.  
 Another research work on fault tolerance is a Dynamical 
Jumping Real-time Fault-tolerant Routing Protocol (DMRF) 
has been proposed [5]. “ When node failure, network 
congestion  or  void  region  occurs  then  the transmission  
mode  will  turn  to  jumping transmission mode leading to 
reduced  transmission delay  and  guarantees  the data packet  
to be  sent  to its desired  destination  within  the time limit” 
[5].  Each node can dynamically adjust the jumping 
probabilities to increase the ratio of complete data 
transmission by using feedback mechanism.  This mechanism 
results in reduced effect of failure nodes, congestion and void 
region, transmission delay, number of control packets and 
higher ratio of successful transmission.  
 One more fault tolerant work is discussed in [6]. Basically, 
WSNs faces resource constraints, high failure rates and fault 
caused by wireless channels & wireless sensor nodes.  It 
increases the reliability & robustness of  the network by adding 
a  backup  path  for  every  node  on  a  main  path  of data  
delivery.  When a node gets failure it immediately  applies  its  
backup  path  as  the  main path  for  data  delivery  of  next  
incoming  packets. This protocol reduces the number of 
dropped data packets and increases robustness of the entire 
network by maintaining the data packet transmission even in 
presence of faults. 
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III. PROBLEMS OF NETWORK DISCONNECTIVITY DUE TO 
CLUSTER HEAD FAILURE 

When WSNs operate some time, its cluster head node starts 
to die as they have consumed their limited battery power and 
will no longer be connected to the system which will 
disconnect some important nodes from the access point. In 
such a situation the probability of network partitioning or 
nodes separation is high. Radio transmission is also dependent 
on the battery power and low battery power causes less 
transmission range which ultimately causes bad connectivity. 
 The problems that can occur due to sensor failure are loss in 
connectivity and delay due to the loss in connection. 
Therefore, to overcome sensor node failure and to guarantee 
the system reliability, faulty nodes should be detected in the 
minimum possible time and appropriate acts to recover 
connectivity must be taken to accommodate for the faulty 
node. 
 A  solution  to  maintain  or  to  re-establish  network 
connectivity  is  to  remove  the  failed  or  compromised  
nodes which  are  creating  connection  problems  and  deploy  
more nodes  in  the  sensor  field  to  eliminate  the  
connectivity problem,  but  there  are  situations,  for  example  
battlefield, where  nodes  redeployment  is  impossible,  
therefore WSNs’  fault management  schemes  must  be  
efficient  enough  to overcome connectivity problems without 
human intervention.   
 Whenever cluster head at any of the levels fails accidently, 
the recovery algorithm is called up and new cluster head takes 
the responsibility for the rest of the round. Therefore the 
disconnection of the cluster at that level from the rest of the 
network does not take place. 

IV. LOW - ENERGY ADAPTIVE CLUSTERING HIERARCHY 
(LEACH) PROTOCOL 

LEACH is the most popular hierarchical cluster-based 
routing protocol for a wireless sensor network [7]. In LEACH, 
the nodes in the deployed area are organized into local clusters 
and the communication process is divided into rounds with 
each round including the following phases: 
 

 
 

Fig. 1 LEACH Architecture 
 

A. Setup Phase 
In the cluster setup  phase,  a  predetermined  fraction  of  

nodes,  p,  elect  themselves  as CHs  as follows. A sensor 
node chooses a random number, r, between 0 and 1. If this 

random number is less than a threshold value, T (n), the node 
becomes a cluster-head for the current round. The threshold T 
(n) is calculated as: 
                                    p  

      T (n) =                                 if n ∈G                       (1) 
                  1-p(r mod (1/p)) 

  Where P is the desired percentage of nodes  which  are  
CHs,  r  is  the  current round, and G  is  the  set of nodes  that 
has not  been  CHs  in the  past  1/P  rounds. The node whose 
number is larger than the threshold will select itself as a 
cluster head and then broadcasts the message to its surround 
sensor nodes. Otherwise the node whose number is smaller 
than threshold will only send request message containing its 
ID to the cluster which has the strongest signal strength for 
saving energy spent on the transmitting distance. Once the 
cluster head receives request message coming from one node, 
it records the node’s ID and proclaims it as its member node. 
Based on the message it records, the CH creates a TDMA 
schedule table and broadcasts it to the cluster members. 
Therefore, all the member nodes get their idle slots for data 
transmission, and then the steady-state phase starts. 

 B.  Steady-State phase 

      During the steady state phase, the data collected by the 
individual sensors will be given to the CHs during TDMA 
schedule. And then CH performs data aggregation/ fusion 
through local computation to the base-station (BS). The BS 
receives only aggregated data from cluster-heads, leading to 
energy conservation. After a certain period, the network 
returns into the setup phase again and enters another round 
for selecting new CH. Each cluster communicates using 
different CDMA codes to reduce interference from nodes 
belonging to other clusters. However, the heavy tasks 
executing on CH can lead to too much energy consumption. 
In order to avoid making the CHs die early and cause the 
cascade effect in the network, a new round begins and new 
clusters will be rebuilt in the whole network 

V. PROPOSED EF-LEACH PROTOCOL 
 In  this  section,  we  present  the  working  principle  of  the 

proposed Energy efficient, Fault  Tolerant  LEACH (EF-
LEACH)  Protocol  for WSNs. 
 The EF-LEACH protocol works into the following phases. 

A. Cluster Formation and Cluster Head Selection Phase 
 In the cluster formation and cluster head selection phase, the 
clusters are organized and CHs are selected. After selection the 
CHs advertise their selection to all other nodes. All nodes 
choose their nearest CH after receiving advertisements based 
on the received signal strength.  The CHs then assign a TDMA 
schedule for their cluster members. 
 

B. Data Transmission Phase 
 The second phase, data transmission phase, all subordinate 
nodes can begin sensing and transmitting data to the cluster-
head. After receiving all the data, the cluster-head nodes 
aggregate it before sending it to the Base-Station (BS). 
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C. Fault Detection Phase 

 The third phase is the fault detection phase. In hostile 
environments, unexpected failure of CH may partition the 
network or degrade application performance; therefore, CH 
node fault detection is very important. If CHalive is equal to 1 
and CHISalive is equal to 0,it flags this CH as a dead node and 
disseminates this information to the rest of the network and 
CH fault recovery process is initiated. The algorithm followed 
is: 
 

1) Fault Detection Algorithm 
 

1. Initialize CHs, Subordinates, Alive, ISalive  
2. For CHs in the cluster 
3.  IF ( CHAlive  == 1 && CHISalive == 0) { 
4.    IF (IsClusterHead == 1) 
5.      Set CH as DEAD NODE  
6.     } ELSE {  
7.       Set CH as ALIVE NODE 
8.    End 
9.    End 
10.  } 

 
D. Fault Recovery Phase 
In the final phase, after a CH fault is detected, fault recovery 

process starts immediately. The fault recovery algorithm is 
followed as: 

 
1) Fault Recovery Algorithm 
 

1.    Start 
2.    Initialize ER, ECH, T(n) 
3.    Compare T(n) value with residual energy of member 

nodes (ER) in the TDMAschedule 
4.  For new cluster-head (CH) 
5.           IF (ER > T(n)) THEN 
6.           Store the member node in a temporary  table. 
7                  ELSE  
8.            Did not choose and store in a temporary table.                  
9.   End 
10.  Sort the energy value by descending order. 
11.  Choose the highest energy node as CH. 
12.  Replace the dead node with the highest energy node. 
13.  Stop 

 
Where ER is residual energy of member nodes and T(n) is 

energy threshold value. When a dead CH node is identified, all 
the cluster members associated with it are gradually informed 
about the CH failure. For the CH recovery operation, the base-
station chooses a new CH based on residual energy of the 
cluster members. To replace dead CH node with next highest 
energy node, each member nodes must be compared with 
threshold value T(n). 
The residual energy per round in each cluster can be calculated 
as follow: 
 

Residual energy (Er)         =  Etotal   - EC                  (2)        

  per round in each cluster                                                                     
  

Etotal=                             (3) 
 
In this equation, Etotal denotes total energy per  round in 

each cluster and Ei denotes initial energy of sensor node. 
 

    EC=Etx+Erx                              (4) 
 

Where EC denotes energy consumption per round in each 
cluster. 
 
Energy Consumption for transmission E tx,     
                 
            E tx (L,d) = E elec * L +    E amp *  L                       (5) 
 

Energy Consumption for Receiving E rx,    
                               

             E rx (L) = E elec * L                                               (6) 
                                                                TEr  
Average Residual Energy (AVGEr)    =                              (7)                                
                                                                   Ns                     
TERes  - Total residual energy per round in each  cluster 
   Ns     - Total Number of sensor nodes 
 
The threshold value T(n) is calculated as follows: 

                        AVGEr 
      T (n) =                                                                                   (8)         
                  Total Alive Nodes     
 

Er - residual energy of the node  
If the subordinate nodes in a TDMAschedule are greater 

than T(n), store them in a temporary table. After finishing the 
comparison, the stored energy sorted by descending order. 
Finally, the system chooses the highest energy node from the 
temporary table to replace the dead CH node.  

VI. EXPERIMENTAL RESULTS 
    The following subsections present simulation setup, and 
results with performance analysis. 

 
A. Simulation Setup   

    We simulate the performance of EF-LEACH protocol using 
NS2.34. For the simulation experiment, following parameter 
was used: 
 

TABLE I 
 SIMULATION PARAMETERS 

Parameters Value 

Network Area (1000,1000) 

Number of Nodes 100 

Number of Clusters 5 
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Base Station Position 100*175 

Initial Energy 2 J 

Eelec 50 nJ/bits 

Efs 10nJ/bits/m2 

Eamp 0.0013pj/bits/m4 

Simulation time 3600s 

Data Packet size 
 

512 bytes 
 

 
B. Simulation Results 

 

     We measure the performance of EF-LEACH protocol and 
compare with existing LEACH protocols in terms of energy 
consumptions,   throughput, and alive nodes. Figure 2   
illustrates   that   the network energy consumptions of ER-
LEACH protocol is much less than that of LEACH protocol. 
Hence, the   network   lifetime   ER-LEACH is more than 
LEACH protocol (Figure 3). 
 

Energy Consumption for EF-LEACH and LEACH 
 

 
Fig. 2. Energy Consumption 

 
Lifetime for EF-LEACH and LEACH 

 

 
Fig.3 Lifetime 

 
Throughput for EF-LEACH and LEACH 

 

 
 

Fig.4. Throughput 
 
 Figure 4 shows the comparison graph of EF-LEACH and 

LEACH showing number of alive nodes with number of 
rounds. The nodes whose energy has not reduced to zero are 
referred as alive nodes. In Figure 5, the number of nodes as 
plotted as x-axis and Network lifetime is plotted as y-axis. 
From the graph, it shows that the EF-LEACH gives the better 
network lifetime when compared to LEACH protocol. 

VII. CONCLUSIONS AND FUTURE WORK 
Wireless sensor network are composed of many wireless 

sensing devices called sensor nodes. These  nodes  are  small  
in  size,  limited  in  resources  and  randomly  deployed  in  
harsh      environment. Therefore, it is not common for sensor 
networks to have malfunction behaviour, node, and link or 
network failure.  In this paper, we have explained about the 
problem of network disconnectivity due to cluster head failures 
in wireless sensor networks  and  we  have  tried  to  find  a  
solution  for  that.  

 We have proposed an energy-efficient, fault tolerant EF-
LEACH protocol for wireless sensor network to diagnose 
faults and perform appropriate measures to recover sensor 
network from failures. It maintains the connectivity of the 
network and the reliability of data transfer even when a node 
in the network runs out of energy. Simulation results show that 
EF-LEACH protocol is more energy efficient in terms of 
network lifetime and throughput than the existing LEACH 
protocol.   Moreover, EF-LEACH can detect the failure of 
sensor nodes.  In future, we plan to extend our proposed 
design by incorporating the mobility and autonomic fault 
management aspect in the context of network management 
system. 
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