
 

 

 

Abstract—Steganography is the practice of concealing messages 

or information within other non-secret text or data. In this work 

biometric feature employed for Steganography is skin tone region of 

images. Here secret data is embedded within skin region of image 

that will provide an excellent secure location for data hiding. Skin 

tone detection is performed using HSV[3] (Hue, Saturation, and 

Value) color space. Haar DWT is the frequency domain approach 

used for embedding secret data. Secret data is hidden in one of the 

high frequency sub-band of DWT by tracing skin pixel in that sub-

band. For data hiding two cases are considered, one with cropping & 

other without cropping. In both cases, binary secret data is embedded 

directly or its approximation coefficients are embedded. Performance 

of various cases is compared. 
 

Keywords---Steganography, Skin tone algorithm, HSV color 

space, Haar DWT, with cropping, without Cropping 

I. INTRODUCTION  

TEGANOGRAPHY is an important sub discipline of 

information hiding. While cryptography is about protecting 

the content of messages, steganography[2] is about 

concealing their very existence. In Steganography purpose of 

embedded data is to deliver secret communication, on other 

hand in watermarking, it is to supply some additional 

information about the cover image. This paper focuses on 

method of Steganography. 

A steganographic system which does not require the prior 

exchange of some secret information (like a stego-key) is pure 

steganography. With pure steganography, no information 

(apart from the embedding functions and extracting function) 

is required to start the communication process; the security of 

the system thus depends entirely on its secrecy. This is not 

very secure in practice. A secret key steganography system is 

one in which the sender chooses a cover c and embeds the 

secret message into c using a secret key k. If the key used in 

the embedding process is known to the receiver, he can reverse 

the process and extract the secret message. Anyone who does 

not know the secret key should not be able to obtain evidence 

of the encoded information. Again, the cover c and the stego-

object can be perceptually similar. Secret key steganography 

requires the exchange of some key, although the transmission 

of additional secret information subverts the original intention 

of invisible communication. So as in cryptography, we assume 

that all communication parties are able to trade secret keys 
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through a secure channel. Public key steganography systems 

require the use of two keys, one private and one public key; 

the public key is stored in a public database. Whereas the 

public key is used in the embedding process, the secret key is 

used to reconstruct the secret message. This paper uses secret 

key steganography. 

II. RELATED WORK 

A.  Spatial Domain Techniques  

During the last few years, different steganographic methods 

have been proposed. The most popular one is substitution 

systems[4]which is a spatial domain technique. Basic 

substitution methods encode secret information by substituting 

insignificant or redundant parts of the cover by secret message 

bits. The receiver can extract the information if the position 

where secret information has been embedded is known. Bit 

plane tools uses methods that apply LSB insertion and noise 

manipulation. These approaches are common in steganography 

and are relatively easy to apply in image. A surprising amount 

of information can be hidden i.e., it provides high payload 

capacity. If all cover bits can be accessed in the embedding 

process, the secret message bits can be distributed randomly 

using Pseudorandom Permutations over the whole cover. This 

technique further increases the complexity for an attacker, 

since it is not guaranteed that subsequent message bits are 

embedded in the same order. 

B. Transform Domain Techniques  

The LSB substitution technique employs easy way to embed 

information, but has low robustness as its highly vulnerable to 

even small cover modification. A simple signal processing 

technique or lossy compression can destroy secret information 

completely. It has been noted that embedding information in 

frequency domain of a signal can be much robust than in time 

domain. Transform domain methods hide information in 

significant areas of cover image which make it more robust to 

image processing techniques like compression, cropping etc. 

and also imperceptible to human sensory system. Many 

transformations can be used. One method is discrete cosine 

transformation, another is wavelet transforms[1]. 

Transformation can be applied to entire image or on blocks in 

an image & other variations. Many are independent of image 

format & can survive lossless & lossy compression. 
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III. PROPOSED WORK 

The proposed method exploits the insensitivity of human 

visual system to skin tone region of image. Instead of 

embedding secret image in the whole cover image, it is been 

embedded only in skin pixels of cover image. This method 

uses HSV (Hue, Saturation and Value) color space for skin 

detection & Haar DWT (Discrete Wavelet Transform) as 

frequency transform method.  

A. Skin Tone Algorithm 

As mentioned earlier, human visual system cannot discern 

the changes in the high frequency components of the skin 

region. The proposed method thus uses only the skin region to 

hide the image which provides imperceptibility and also 

security as the image is hidden only in the skin region and not 

in the entire cover image. 

This algorithm mainly involves two processes namely skin 

detection and skin classification. Skin detection is the process 

of finding skin-colored pixels and regions in an image or a 

video. This process is typically used as a pre-processing step 

to find regions that potentially have human faces and limbs in 

images. Several computer vision approaches have been 

developed for skin detection. A skin detector typically 

transforms a given pixel into an appropriate color space and 

then uses a skin classifier to label the pixel whether it is a skin 

or a non-skin pixel. Color constancy is a mystery of 

perception. Therefore, an important challenge in skin detection 

is to represent the color in a way that is invariant or at least 

insensitive to changes in illumination. The choice of the color 

space affects greatly the performance of any skin detector and 

its sensitivity to change in illumination conditions. 

A skin classifier is a one-class classifier that defines a 

decision boundary of the skin color class in a feature space[9]. 

The feature space in the context of skin detection is simply the 

color space chosen. Any pixel which color falls inside the skin 

color class boundary is labelled as skin. Therefore, the choice 

of the skin classifier is directly induced by the shape of the 

skin class in the color space chosen by a skin detector. The 

more compact and regularly shaped the skin color class, the 

more simple the classifier. 

In the context of skin classification, true positives are skin 

pixels that the classifier correctly labels as skin. True negatives 

are non-skin pixels that the classifier correctly labels as non-

skin. Any classifier makes errors: it can wrongly label a non-

skin pixel as skin or a skin pixel as a non-skin. The former 

type of errors is referred to as false positives (false detections) 

while the later is false negatives.  

A good classifier should have low false positive and false 

negative rates. As in any classification problem, there is a 

trade-off between false positives and false negatives. The more 

loose the class boundary, the less the false negatives and the 

more the false positives. The tighter the class boundary, more 

the false negatives and the less the false positives. The same 

applies to skin detection. This makes the choice of the color 

space extremely important in skin detection. The color needs 

to be represented in a color space where the skin class is most 

compact in order to be able to tightly model the skin class. The 

choice of the color space directly affects the kind of classifier 

that should be used. 

B.  Discrete Wavelet Transform 

DWT is used to convert an image to frequency domain. This 

transform separates the high frequency and low frequency 

component of an image on pixel to pixel basis. It can analyze 

different frequencies by different resolutions and hence is 

known as a multi-resolution technique. The advantages of 

Haar Wavelet transform as follows: 

1. Best performance in terms of computation time 

2. Computation speed is high. 

3. Simplicity 

4. It is memory efficient, since it can be calculated in 

place without a temporary array. 

Haar DWT is used in image steganography[1] for the 

various advantages mentioned above. In this, an image is 

divided into four sub-bands and the sub-band with the lowest 

frequency undergoes further level of decomposition.  All the 

four sub-bands will have the dimensions half that of the input 

image. The four sub-bands obtained are: 

LL (Horizontally and vertically low pass) 

LH (Horizontally low pass and vertically high pass) 

HL (Horizontally high pass and vertically low pass)  

HH (Horizontally and vertically high pass) 

These are also called as Approximation, Horizontal, Vertical 

and Diagonal Coefficients respectively.  

C. Embedding and Extraction Procedure 

The secret image has to be hidden within the skin region of 

the cover image. With respect to the cover image, there can be 

various cases of embedding. They are  

1. Embedding the secret image in the entire skin region of 

the cover image. 

2. Embedding the secret image in a specific skin region of 

a cover image. 

In each of the following cases, there can be two ways of 

embedding the secret data i.e. 

1. Embedding the secret image pixel by pixel. 

2. Embedding the frequency domain coefficients of the 

secret image. 

Accordingly the extraction process also varies.  

The various possibilities of embedding and extraction are 

explained in detail further. 

Case 1: Embedding the secret image pixel by pixel in the 

entire skin region of the cover image. 

In this case, Haar DWT is applied on the entire cover image 

to obtain the four sub-bands. Haar DWT[5] requires the image 

to have even width and height. Hence cover image chosen 

must be such that it has an even number of columns and rows. 

The secret image is then directly embedded onto the high 

frequency components of the cover image.  
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Functionality of the encoder: 

Step 1: Perform skin tone detection on the cover image using 

HSV color space to obtain the skin pixels coordinates. 

Step 2: Obtain R, G & B planes of the cover image and apply 

DWT on the blue (or green) plane of the image. 

Step 3: Embed the secret image pixel values directly onto the 

previously obtained HH sub-band at the skin pixel coordinates. 

Step 4: Apply IDWT to obtain the final stego image. 

Functionality of the decoder: 

Step 1: Perform skin tone detection the stego image. 

Step 2: Apply DWT on the stego image. 

Step 3: Extract the secret image pixels from the coefficients of 

the skin pixels. 

Step 4: The secret image is obtained by placing the pixel 

values in the matrix form. 

Case 2: Embedding the frequency domain coefficients of 

secret image in the entire skin region of the cover image. 

In this case, DWT[7] is applied to both the cover image and 

the secret image. The entire skin region of the cover image is 

utilized for hiding the secret image. The secret image is first 

transformed to the frequency domain and the approximation 

coefficients are then embedded in the high frequency 

components of the cover image. 

Functionality of the encoder: 

Step 1: Perform skin tone detection on the cover image using 

HSV color space to obtain the skin pixels coordinates. 

Step 2: Obtain R, G & B planes of the cover image and apply 

DWT on the blue (or green) plane of the image. 

Step 3: Apply DWT on the secret image to obtain the four sub-

bands as mentioned before. 

Step 4: Embed the approximation coefficients of the secret 

image onto the HH sub-band of the cover image at the skin 

pixel coordinates. 

Step 5: Apply IDWT to obtain the final stego image 

Functionality of the decoder: 

Step 1: Perform skin tone detection the stego image. 

Step 2: Apply DWT on the stego image. 

Step 3: Extract the approximation coefficients of the secret 

image from the coefficients of the skin pixels. 

Step 4: The secret image is then obtained applying IDWT to 

the obtained coefficients. 

Case 3: Embedding the secret image pixel by pixel in selected 

skin region of the cover image. 

In this case, the focus is more on the security. Instead of 

embedding in the entire cover image a particular region is 

selected and the secret image is embedded in the skin region of 

the selected area. Care has to be taken that the selected area 

contains sufficient skin pixels to embed the secret image. This 

improves security as the attackers will not know which area the 

secret image is hidden. 

Functionality of the encoder: 

Step 1: Perform skin tone detection on the cover image using 

HSV color space to obtain the skin pixels coordinates. 

Step 2:  Crop the region in which the secret image has to be 

embedded. 

Step 3: Obtain R, G & B planes of the cropped cover image 

and apply DWT on the blue (or green) plane of the image. 

Step 4: Embed the secret image pixel values directly onto the 

previously obtained HH sub-band at the skin pixel coordinates. 

Step 5: Apply IDWT to obtain the cropped stego image. 

Step 6: The final stego image is obtained by positioning the 

cropped stego-image back to the original cover image. 

Functionality of the decoder: 

Step 1: Crop the stego-image to obtain the region of interest. 

Step 2: Perform skin tone detection the cropped stego image. 

Step 3: Apply DWT on the cropped stego image. 

Step 4: Extract the secret image pixels from the coefficients of 

the skin pixels obtained in step 3. 

Step 5: The secret image is obtained by placing the pixel 

values in the matrix form. 

Case 4: Embedding the frequency domain coefficients of 

secret image in selected skin region of the cover image. 

This method also increases security as the secret image is 

embedded only in the skin pixels within the region of interest. 

As mentioned before, the approximation coefficients of the 

secret image have width and height half of that of the secret 

image. Hence the number of skin pixels required to embed the 

secret image is less thus increasing the payload capacity[6]. 

Functionality of the encoder: 

Step 1: Perform skin tone detection on the cover image using 

HSV color space to obtain the skin pixels coordinates. 

Step 2:  Crop the region in which the secret image has to be 

embedded. 

Step 3: Obtain R, G & B planes of the cropped cover image 

and apply DWT on the blue (or green) plane of the image. 

Step 4: Apply DWT to the secret image. 

Step 4: Embed the approximation coefficients of secret image 

in the HH sub-band of the cropped cover at the skin pixel 

coordinates. 

Step 5: Apply IDWT to obtain the cropped stego image. 

Step 6: The final stego image is obtained by positioning the 

cropped stego-image back to the original cover image. 
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Functionality of the decoder: 

Step 1: Crop the stego-image to obtain the region of interest. 

Step 2: Perform skin tone detection the cropped stego image. 

Step 3: Apply DWT on the cropped stego image. 

Step 4: Extract the approximation coefficients of the secret 

image from the coefficients of the skin pixels. 

Step 5: The secret image is obtained applying IDWT. 

IV. SIMULATION RESULTS AND PERFORMANCE COMPARISON 

In this section we demonstrate simulation results and 

performance of the proposed scheme. This has been 

implemented using MATLAB R2012a (7.14.0.739). 

A 24 bit color image is taken as cover image and secret 

image of different size for each case. Parameters namely 

PSNR, MSE, Embedding capacity are used to evaluate the 

performance of the scheme which is discussed below: 

MSE: MSE denotes the Mean Square Error which is given as:  

 

 

x and y are the image coordinates, M and N are the dimensions 

of the image, I1 is the generated stego-image and I2 is the 

cover image. MSE should be low for less distorted Stego-

image.  
 

PSNR: As a performance measurement for image distortion[9], 

the well known Peak-Signal-to-Noise Ratio (PSNR) which is 

classified under the difference distortion metrics can be 

applied on the stego images. It is defined as  

PSNR = 10 log10 (255
2
/MSE) 

The calculated PSNR usually adopts dB value for 
quality judgment, the larger PSNR is, higher the image 
quality (which means there is a little difference between 
cover image and stego image).On the contrary smaller 
dB value means there is a more distortion PSNR values 
falling below 30dB indicate fairly a low quality. However, 
high quality strives for 40dB or more. 
 

Embedding Capacity: The embedding capacity is the 

maximum number of bits or pixels that can be embedded in a 

given cover image. 

A. Performance of the proposed method 

The cover image (698 X 698) and secret image (256 X 256) 

are shown in Fig.1 and Fig. 2 respectively.  

 

 

 

 

 

        Fig. 1: Cover Image                       Fig. 2: Secret Image 

The stego images[8] obtained for all four cases are shown in 

Fig. 3. For with cropping cases after embedding secret data in 

cropped image, resulted cropped stego images are shown in 

Fig. 4. As this doesn’t look like cover image merging is 

performed to obtain final stego image that is shown in Fig. 3. 

For merging in original image, co-ordinates of first and last 

pixels of cropped image are used. After performing decoding 

on these stego images, retrieved secret images are shown in 

Fig. 5. 

     Use of biometric feature in steganography offers good level 

of security in both case of with cropping and without cropping. 

With cropping cases enhances the security as cropped region 

works as a key at the decoder end. 

 

Fig. 3(a): Stego Image for direct embedding without cropping 

Fig. 3(b): Stego Image for coefficient embedding without cropping 

Fig. 3(c): Stego Image for direct embedding with cropping 

Fig. 3(d): Stego Image for Coefficient embedding with cropping 
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Fig. 4(a): Retrieved Image for direct embedding with cropping 

Fig. 4(b): Retrieved Image for Coefficient embedding with cropping 

 

 
Fig. 5(a): Retrieved Image for direct embedding without cropping 

Fig. 5(b): Retrieved Image for coefficient embedding without 

cropping 

Fig. 5(c): Retrieved Image for direct embedding with cropping 

Fig. 5(d): Retrieved Image for Coefficient embedding with cropping 
 

PSNR, MSE and embedding capacity are calculated for all 

the four cases using four different combinations of cover & 

secret images.  PSNR of stego image is given in table1. PSNR 

of secret image is given in table2. MSE of stego image is given 

in table3. MSE of secret image is given in table4. Embedding 

capacity of four cover images used is given in table5 which 

gives the number of skin pixel present in cover image. 

TABLE I 

PSNR OF STEGO IMAGE 

 

      Average PSNR of proposed method is calculated based on 
the obtained PSNR. It is observed that PSNR of without 
cropping case is more than with cropping case and also PSNR 
of direct embedding case is more than coefficient embedding 
case. 

TABLE II 
 PSNR OF SECRET IMAGE 

 

CASE 

Image1 

(256 X 

256 ) 

Image2 

(300 X 

224) 

Image3 

(500 X 

332) 

Image4 

(128 X 

128) 

Average 

P
S

N
R

 o
f 

 S
e
c
r
e
t 

 I
m

a
g

e
 

Direct 

embedding 

without 

cropping 55.441 53.822 55.878 60.781 56.480 

Coefficient 

embedding 

without 

cropping 58.242 57.127 55.586 63.225 58.545 

Direct 

embedding 

with 

cropping 55.839 53.479 59.218 59.476 57.003 

Coefficient 

embedding 

with 

cropping 56.247 55.67 54.179 60.647 56.685 
 

TABLE III 
MSE OF STEGO IMAGE 

 

CASE 

Cover1   

(698 X 

698) 

Cover2 

(912 X 

912) 

Cover3 

(1024 

X 

1024) 

Cover4 

(278 X 

278) 

Averag

e 

M
S

E
 o

f 
S

te
g

o
 I

m
a

g
e
 

Direct 

embedding 

without 

cropping 0.0238 0.0122 0.0308 0.0294 0.0240 

Coefficient 

embedding 

without 

cropping 0.0445 0.0241 0.0509 0.0503 0.0425 

Direct 

embedding 

with 

cropping 0.0224 0.0124 0.0710 0.0245 0.0326 

Coefficient 

embedding 

with 

cropping 0.0398 0.0249 0.0738 0.0424 0.0452 

 
TABLE IV 

 MSE OF SECRET IMAGE 

 

CASE 

Image1 

(256 X 

256 ) 

Image2 

(300 X 

224) 

Image3 

(500 X 

332) 

Image4 

(128 X 

128) 

Average 

M
S

E
 o

f 
S

e
c
r
e
t 

Im
a

g
e
 

Direct 

embedding 

without 

cropping 0.1858 0.2697 0.1680 0.0543 0.1695 

Coefficient 

embedding 

without 

cropping 0.0975 0.1260 0.1797 0.0309 0.1085 

Direct 

embedding 

with 

cropping 0.1695 0.2919 0.0779 0.0734 0.1532 

Coefficient 

embedding 

with 

cropping 0.1543 0.1762 0.2484 0.0560 0.1587 
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PSNR of the secret image is above 40db in all four cases 

indicating greater similarity between input secret image and 

retrieved secret image. MSE for both stego and secret image 

has low value indicating less distorted images. 
 

TABLE V 
 EMBEDDING CAPACITY OF COVER IMAGE 

  

Cover 1   

(698 X 

698) 

Cover 2 

(912 X 

912) 

 Cover 3 

(1024 X 

1024) 

Cover 4 

(278 X 

278) 

E
m

b
e
d

d
in

g
 C

a
p

a
c
it

y
 (

in
 p

ix
e
ls

) 

Direct 

embedding 

without 

cropping 69206 145560 190350 10951 

Coefficient 

embedding 

without 

cropping 69206 145560 190350 10951 

Direct 

embedding 

with cropping 64601 77456 80229 8196 

Coefficient 

embedding 

with cropping 
59154 79789 133530 7560 

 

Embedding capacity indicates amount of skin pixel in the 

cover image or cropped region that can be used for 

embedding. 

V.         CONCLUSION AND FUTURE SCOPE 

Steganography transmits secrets through apparently 

innocuous covers in an effort to conceal the existence of a 

secret. Many flexible and simple methods exist for embedding 

information in noisy communication channels. However, 

covers and messages tend to have unique patterns a steganalyst 

could exploit. Success in steganographic secrecy results from 

selecting the proper mechanisms. The proposed method uses 

skin tone detection for finding skin portion of image and 

within this skin portion secret data embedding is done using 

DWT domain.  Four cases of embedding are considered. It is 

observed that hiding of secret data in only the cropped skin 

portion enhances the security. And according to result and 

discussion proposed scheme provides good image quality in all 

four cases.In Future this modified skin tone image hiding 

technique can be use for robust wireless applications and 

possible to implement on specific suitable hardware platforms. 
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