
 

 

  
Abstract— This paper proposes with a novel password using 

Facial Expression, i.e. Facial expression is used as the key to access 
the application. Technology continues to emerge with advanced and 
innovative utilities which connect user and the application in several 
ways. Some specific applications requires security password to 
access which may be in the form of text, audio, pattern, thumb 
impression, iris, face and now finally the expression. LDN (Local 
Directional Number) concept is applied to the face. Further, the 
computation of the face texture from the LDN micro patterns are 
used to recognize the face and the expression delivered. Finally from 
the results drawn and by using SVM (Support Vector Machine) we 
provide or generate the expression pass key directly or randomly in 
order to protect, login and access the application. 
 

Keywords— Facial Expression Password, Image Processing, 
Local Directional Number.  

I. INTRODUCTION 
HE human interacts with human through expressions in 
order to share information and feelings. Similarly 
Human-Computer interaction makes the user friendliness 

between the user and the application. Technically application 
is of two types i) Hardware ii) Software. On the basis of 
security, recent technology trends in several Human-Computer 
interactions are text key typing, voice command, pattern 
drawing, thumb impression and face recognition etc. These 
interactions are used to protect the personal applications like 
mobile phones, tablets, laptops, personal computers, web 
applications, and bank logins as passwords. In this paper we 
are proposing with a new password which has been derived 
from the face recognition i.e. Facial expression password. As 
uniqueness is one such specialty in expression which is given 
by that particular user provides with more password strength. 
Common expressions are anger, happy, sad, fear, disgust, 
surprised etc. Password can be single, direct, sequential or 
random which is purely depends on the user and the 
application environment. 

II.  MODULES 
User’s face will be captured by a camera inbuilt within the 

application and the module process starts as follows: 
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A. Image preprocessing 
Captured user’s face under goes preprocessing in order to 

filter the noise and obtain the required extracts from the facial 
image. For extracting the face portion skin tone detection is an 
important process which can be successfully achieved by 
using HSV (Hue Saturation Value) and HSL (Hue Saturation 
Lab) technique [4]. RGB matrix of the given color image is 
converted into different color space in order to yield out the 
skin tone and near skin tone. The human flesh can be sectored 
out like a hexagon as shown in the Fig. 1 with the following 
constraints: 

 
    Smin=0.23, Smax=0.68, Hmin=0º and Hmax=50º 

                 

 
Fig. 1 Skin tone & near skin tone image using HSV color 

space. 
In order to differentiate the intensities of skin tone and near 

skin tone Weber law is used. Weber law states that the ratio of 
the increment threshold to the back ground intensity is a 
constant.  

Can be expressed as (1): 
 

          K= ΔI/I             (1) 

Where ∆I represents the increment threshold, I represent the 
initial stimulus intensity; K signifies that the proportion on the 
left side of the equation remains constant. The fraction ∆I/I 
called as the Weber fraction. In other words Weber law simply 
states that the size of noticeable difference is a constant 
proportion to the original value. 

Differential excitation ℰ(xc)  is used to differentiate the 
intensities For calculating differential excitation ℰ(xc) of a 
pixel xc first intensity differences of xc with its neighbors xi, i 
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= 1, 2, …, p calculated as (2). 
 
 

                ∆𝐼𝐼 = 𝐼𝑖 − 𝐼𝑒                        (2) 

 

The ratio of total intensity difference of xc with its 
neighbors xi to the intensity of xc is determined as (3). 
 

                   𝑓𝑟𝑎𝑡𝑖𝑜 = ∑ (∆𝐼𝑖
𝐼𝑒

𝑝=1
𝑖=0 )                (3) 

 

Arctangent function is used as a filter on (3) to enhance the 
robustness of WLD against noise which results in (4). 
 

               ∈ (𝑥𝑒) = arctan �∑ (∆𝐼𝑖
𝐼𝑐

)𝑝−1
𝑖=0 �                    (4) 

The differential excitation may be positive or negative. The 
positive value indicates that the current pixel is darker than its 
surroundings and negative value means that the current pixel 
is lighter than the surroundings.  

Gradient Orientation  
 Next main component of WLD is gradient orientation. For a 
pixel the gradient orientation is calculated as (5): 
 

        𝜃(𝑥𝑐) = 𝑎𝑟𝑐𝑡𝑎𝑛 �𝐼73
𝐼51
�                      (5) 

 
Where is the intensity difference of two pixels on the left and 
right of the current pixel xc, and is the intensity difference of 
two pixels directly below and above the current pixel. 
 
                                𝜃𝜖 �− 𝜋

2
, 𝜋
2
�                               (6) 

 

B. Feature selection 
Skin tone image will be processed under the full grayscale 

value from 0 to 255 which produces different shapes in the 
facial image. Local Directional Number pattern (LDN)[1] is 
applied in this module which provides a number texture to the 
face and the expression delivered by the user. The texture will 
be in the form of 3 x 3 matrix format as mentioned in (7) for 
all the edge available parts in the face. So mouth and eye 
portion also will get a matrix format which differs from user to 
user whereby creating uniqueness which is used as the 
password for the application. In order to generate randomness 
in that password expression is also considered as the key. For 
every expression i.e. every eye and mouth movement will be 
numbered according to the direction using LDN as shown in 
the Fig. 2 This grayscale conversion of the facial image gives 
a better results in finding the edges of illumination variation 
images which will overcome the major problem in the existing 
system. 

 
Fig. 2  Grayscale to LDN image 

                    
                      Example texture matrix  
 

    m0�
−3 −3 5
−3 0 5
−3 −3 5

�    m1�
−3 5 5
−3 0 5
−3 −3 −3

�  

 

    m2�
5 5 5
−3 0 −3
−3 −3 −3

� m3�
5 5 −3
5 0 −3
−3 −3 −3

�               (7) 

   ( 
The number pattern differs from user to user so, face is 

recognized successfully and the further process is as follows. 

C. Edge detection and Feature extraction 
The sobal operator is used to perform the 2-d spatial 

gradient measurement to emphasize the corresponding edges 
to extract the eyes and mouth potion from the user’s face. 
Mathematically, the operator uses two kernels which convert 
the original image to two derivatives- for horizontal and 
vertical. The Sobel operator performs a 2-D spatial gradient 
measurement on an image and so emphasizes regions of high 
spatial frequency that correspond to edges. Typically it is used 
to find the approximate absolute gradient magnitude at each 
point in an input of gray scale image. The operator uses two 
3×3 kernels which are convolved with the original image to 
calculate approximations of the derivatives - one for 
horizontal changes, and one for vertical. We define A as the 
source image, and 𝐺𝑦 and 𝐺𝑥 are two images which at each 
point contain the horizontal and vertical derivative 
approximations, the computations are as follows: 
 
 

𝐺𝑦 = �
+1 +2 +1
0 0 0
−1 −2 −1

� ∗ 𝐴 𝑎𝑛𝑑  

 

            𝐺𝑥 = �
+1 0 −1
+2 0 −2
+1 0 −1

� ∗ 𝐴               (8) 

The x-coordinate is mentioned as increasing in the "right"-
direction, and the y-coordinate is mentioned as increasing in 
the "down"-direction. At each point in the image, the resulting 
gradient approximations can be combined to give the gradient 
magnitude, using: 
 

http://homepages.inf.ed.ac.uk/rbf/HIPR2/freqdom.htm
http://homepages.inf.ed.ac.uk/rbf/HIPR2/freqdom.htm
http://en.wikipedia.org/wiki/Convolution


 

 

                         𝐺 = �𝐺𝑥2 + 𝐺𝑦2                         (9) 

  
Using this information, we can also calculate the gradient's 

direction: 
 

                          𝜃 = 𝑎𝑟𝑐𝑡𝑎𝑐𝑛 �𝐺𝑦
𝐺𝑥
�                  (10) 

 
Where, for example, 𝜃 is 0 for a vertical edge which is 

darker on the left side. The result of the Sobel operator is a 2-
dimensional map of the gradient at each point. It can be 
processed and viewed as though it is itself  has an image, with 
the areas of high gradient (the likely edges) visible as white 
lines as shown in Fig. 3 and Fig. 4 shows the original and 
sobal converted image for edge detection.     
       

                     
 
         Fig. 3 Grayscale                     Fig. 4 Sobal image 
 

Similarly face image Fig. 5 also can be converted into sobal 
image Fig. 6 in order to find the eyes and mouth portion. 
 
 
 

                             
 
     Fig.  5 Original image                     Fig.  6 Sobal image  
                       
 

 
 

  Edge detection and Feature extraction 
 

Through edge detection algorithm we extract the eye and 
mouth portions considering the parts for delivering expression. 
Edge detection is one of the Emotion algorithms used in video 
segmentation. This Algorithm consists of a feature finder and 
its formula as mentioned in (11). 
 

                 𝑚𝑒 = max(𝑑1,𝑑2)
𝑠

< 𝑇              (11) 

D. Classification and storage 
As discussed in the introduction expressions are generally 

classified[5] into following type’s anger, happy, sad, fear, 
disgust, surprised etc. As well normal eye and mouth 
movements can also be considered for setting the password 
which creates more randomness. Fig. 7 shows common facial 
expressions in various illuminations delivered the users. Each 
expression images will be processed as discussed above and 
they are classified and stored in the data base accordingly. 

 
    

 
 
       Fig.  7 Anger, Disgust, Happy, Neutral, Surprised, and Sad  

III. MACHINE LEARNING 
Machine learning [6] is branch of artificial intelligence 

which trains the application and makes them learn the concept. 
The previous experimental results and data sets will see used 
as the training set. JAFFE (Japanese Female Face Expression) 
is the perfect example to be explained for this LDN and 
machine learning. JAFFE, CK, CK+, MMI, CMU-PIE are five 
different types of data sets can be used for this training the 
application.  Complete expression data sets have to be fed in 
the database for the training purpose. Required portions will 
be extracted and compared using the data mining concept. 
Applications can also be fed with data sets to generate the 
expression questions for authentication. For some more 
password strength expression audio can also be used. 
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V. APPLICATIONS AND SECURITY 
Some commonly used device applications are smart phones, 

tablets, laptops, personal computers. And other specific 
applications which require proper authentication are industrial 
logins, web logins, email logins, bank logins etc.  They are 
provided security in several ways as shown in Fig. 9. 

 
 
                  Fig. 9 Common methods for authentication 
 

In order to create more randomness and password strength 
facial expression is used as the password to authenticate the 
application. Password can be created, generated and provided 
according to the application environment. For mobile phones 
and tablets passwords can be created. In Official laptops, 
computers, industrial logins, bank logins passwords can be 
provided. In crucial applications passwords can be generated 
to add more security. 

VI. CONCLUSION 
This paper proposes with a creative, novel password using the 
facial expression for authenticating the application as shown 
in Fig.10. Face recognition can also be successful achieved 
using these modules discussed. Faces in different intensities 
can also be distinguished using number pattern. This 
expression password can be commonly used by all types of 
user in day to day applications. More over this password is 
more helpful for physically challenged people to overcome 
hear, speak disabilities, and typing problems.  

 
  

Fig. 10 Sample authentication system 

ACKNOWLEDGMENT 
Our sincere thanks to authors “Adin Ramirez Rivera”, 

“Jorge Rojas Castillo” and “OksamChae”. we would profusely  
thank our parents, family members, College chairman, project 
panel head, HOD and friends for their support.  

REFERENCES 
[1] Adin Ramirez Rivera, Jorge Rojas Castillo and OksamChae, ”Local 

Directional Number for Face Analyis: Face and Expression 
Recognition”. IEEE Transactions on Image processing, Vol. 22, No. 5, 
May 2013. 

[2] Hongzhi Ge, “Directional Binary Pattern (DBP): A Novel Object 
Representation Approach for Gaze Estimation”.912-915, 16-18 Oct 
2010. 

[3]    Zhou Wand, Bovik.A.C, Sheikh.H.R, Simoncelli, E.P, “Image quality               
        assessment: from error visibility to structural similarity”. IEEE   
        Transactions on Image processing, Vol. 13, NO. 4, April  2004. 
 [4]   Kambamettu.C, Thomas.M , Kumar.S, “Face Recognition Using a  
         Color Subspace LDA Approach”.  231 – 235, IEEE Conference: 3-5  
         Nov. 2008. 
 [5]    Jun Wang, Lijun Yin, Yi Sun ,  “3D Facial Expression Recognition  
          Based on Primitive Surface Feature Distribution”.  IEEE Conference  
         1399 – 1406, 2006. 
 [6]    Meng-Ju Han, Chia-How Lin, and Kai-Tai Song, “Robotic Emotional  
          Expression Generation Based on Mood Transition and Personality  
           Model”, Cybernetics, IEEE Transactions on  (Volume:43 ,  Issue: 4 ),    
         1290 – 1303, Aug. 2013. 
        

http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=p_Authors:.QT.Hongzhi%20Ge.QT.&searchWithin=p_Author_Ids:37606395200&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=p_Authors:.QT.Simoncelli,%20E.P..QT.&searchWithin=p_Author_Ids:37295258800&newsearch=true
http://ieeexplore.ieee.org/xpl/RecentIssue.jsp?punumber=6221036
http://ieeexplore.ieee.org/xpl/tocresult.jsp?isnumber=6557475

	I. INTRODUCTION
	II.  Modules
	A. Image preprocessing
	B. Feature selection
	C. Edge detection and Feature extraction
	D. Classification and storage

	III. Machine learning
	IV. Block diagram
	      Fig. 8  
	V. Applications and security
	VI. Conclusion
	Acknowledgment
	References

