
  
Abstract—Distributed Denial of Service (DDoS) attacks have 

become a serious attack for internet security. This type of attack is the 
most advanced form of DoS (Denial of Service) attack. This attack 
can easily fake its source address, such as spoofing attack, which 
disguises the true origin of the attack. So, DDoS attack is the most 
important challenge for network security. In this paper, the proposed 
system presents a classification scheme based on extracted features 
by using UCLA data set. The various packet features which exhibit 
DDoS attack natures in traffic are extracted from traffic data. Then, a 
data mining capability based on K-Nearest Neighbour approach 
combined with the proposed detection algorithm and classification 
algorithm is developed for attack detection. The result shows that the 
proposed method can detect and classify attack with high accuracy 
and lowest error rate. 
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I. INTRODUCTION 
ODAY internet has become increasingly important to 
current society. Almost all traditional services such as 
banking, power, medicine, education and defense are 

extended to Internet now and thus many people widely use 
Internet. As many users of Internet is increasing, network 
security for attacks are also increasing. All computer systems 
have to suffer from security vulnerabilities which are both 
technologically difficult and economically costly to be solved 
by the manufacturers. Thus, Intrusion Detection System (IDS) 
plays a vital role to detect anomalies and attacks in the 
network. Intrusion Detection is the process of identifying and 
responding to malicious activities targeted to computing and 
network resources. The goal of intrusion detection is to 
positively identify all true attacks and negatively identify all 
non attacks. [1] 
    Secure communication has some desirable security aspects 
such as confidentiality, authentication, message integrity and 
non- repudiation. Besides, recently more people are aware that 
availability and access control are also urgent requirements of 
secure communication because of the notorious DDoS 
(Distributed Denial of Service) attack that utilizes adequate 
puppet computers to lunch the coordinated attack on targeted 
sites. [7] 
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There are two separated steps of DDoS attack. The first step 
is to compromise susceptible systems that are accessible in the 
Internet and install attack tools in these compromised systems. 
This is known as turning the computers into “zombies”. In the 
second step, the attacker sends an attack command to the 
“zombies” through a secure channel to lunch a bandwidth 
attack against a target victim(s).  So, it is not easy to trace back 
the origin of the attack. In this paper, we propose the DDoS 
detection and classification system by using K-NN. We 
evaluate the proposed system using UCLA dataset, which is 
widely used as one of the publicly available datasets for 
network based anomaly detection system. 

This paper is organized as follows: Section II presents some 
previous researches concerning to DDoS attacks detection. 
Section III presents procedure of DDoS attack. Then the 
proposed system is presented in Section IV and results in 
experimental evaluation are described in Section V. Finally the 
conclusion of this paper is presented in Section VI. 

II. RELATED WORK 
The increased occurrences of security threats and increased 

damage by DDoS attacks have motivated the development of 
different attack detection mechanisms. These approaches differ 
depending on their goal of detection and set of rules required 
for operation. Many of these methods are based on identifying 
anomalies in network traffic. 

Karimazad and Faraahi [6] proposed an anomaly based 
DDoS detection method based on features of attack packets, 
analyzing them using Radial Basis Function (RBF) neural 
networks. Vectors with seven features are used to activate an 
RBF neural network and classify traffic into normal and DDoS 
attack traffic classes. They evaluated the approach using 
UCLA Datasets. Their system can be classified either normal 
or attack, but that can’t be classified and identified what types 
of attacks. 

In [2], the correlation between the outgoing and incoming 
traffic of a network is analyzed and the changes in the 
correlation are used to detect DDoS attack. Fuzzy 
classification is used in their method in order to guarantee the 
accuracy. Their method is evaluated using DARPA datasets. In 
[5], a combined data mining approach is used to classify the 
traffic pattern to normal and diverse attacks. This approach is 
used decision tree to select important attributes and neural 
networks are exploited to analyze the selected attributes. 
Limwiwatkul and Rungsawang [4] proposed to discover DDoS 
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attack signatures by analyzing the TCP/IP packet header 
against well-defined rules and conditions, and distinguishing 
the difference between normal and abnormal traffic. The 
authors mainly focus on ICMP, TCP and UDP flooding 
attacks. 

In [11], this approach is a statistical approach based on 
several features values. The proposed system only showed 
features extraction module and saved these features into 
database to identify normal and attack packets. In [12], the 
proposed system is a combined data mining approach to detect 
protocol anomaly against DDoS attack. In this paper, traffic 
features are extracted from network traffic and then it is 
clustered into normal and attack traffic by using a data mining 
classification algorithm. This paper only shows detection 
phrase using only proposed algorithm. Now, in current paper, 
the proposed system presents a hybrid method using proposed 
packet classification algorithm and K-NN. The results show 
that the accuracy comparison using K-NN only and using both 
proposed algorithm and K-NN. 

III. PROCEDURE TO LUNCH A DDOS ATTACK 
There are generally four steps in preparing and conducting a 

DDoS attack. [3] 

A. Agents Selection 
The attacker chooses the agent machines that will perform 

the attack. These machines need to have some vulnerability 
that the attacker can use to gain access to them and should also 
have abundant resources that will enable them to generate 
powerful attack streams.  Based on the nature of vulnerabilities 
present, some machines are compromised to use as agents. 
Attackers victimize these machines, which have abundant 
resources, so that a powerful attack stream can be generated. 
In early years, the attackers attempted to acquire control of 
these machines manually. However, with the development of 
advanced security tool(s), it has become easier to identify 
these machines automatically and instantly. 

B. Compromise Module 
The attacker exploits security holes and vulnerabilities of 

the agent machines and plants the attack code. Not only that, 
the attacker also takes necessary steps to protect the planted 
code from identification and deactivation. As per the direct 
DDoS attack strategy, the compromised nodes, i.e., zombies 
between the attacker and victim are recruited unwitting 
accomplice hosts from a large number of unprotected hosts 
connected through the Internet in high bandwidth. Self-
propagating tools such as the Ramen worm and Code Red 
automate this phase.  Unless a sophisticated defense 
mechanism is used, it is usually difficult for the users and 
owners of the agent systems to realize that they have become a 
part of a DDoS attack system. When participating in a DDoS 
attack, each agent program uses only a small amount of 
resources both in terms of memory and bandwidth, and hence 
they affect the performance of the system minimally.   

C. Communication  
The attacker communicates with any number of handlers to 

identify which agents are up and running, when to schedule 
attacks, or when to upgrade agents. Such communications 
among the attackers and handlers can be via various protocols, 
such as ICMP, TCP, or UDP. Based on configuration of the 
attack network, agents can communicate with a single handler 
or multiple handlers. 

D. Attacking Module  
The attacker initiates the attack. The victim, the duration of 

the attack, as well as special features of the attack such as the 
type, length, TTL(Time to live), and port numbers etc., can be 
adjusted. The large variability of the properties of attack 
packets can be beneficial to the attacker, enabling them to 
avoid detection. IP spoofing is used to mask the source 
address, and packet type, header fields (all except the 
destination IP address) and communication channel can all be 
changed during the attack. 

IV. DETECTION AND CLASSIFICATION OF DDOS ATTACKS 
This section describes proposed attack detection and 

classification system. First, the detection system analyses the 
packet features and cluster the traffics into normal and DDoS 
attack traffics. Then, classify the attack traffic into DDoS 
attack types. Here, two algorithms are proposed; packet 
classification algorithm to distinguish attack packets from 
legitimate packets for the purpose of DDoS attack type 
detection and attack classification algorithm to cluster the 
attack traffic as various flooding attack and scanning attacks. 
Seven traffic features are used to detect the packets as normal 
or attack traffic. General system framework is shown in Figure 
1. 

The proposed system consists of two main phrases. At first, 
the selected features are extracted from packets. Based on 
these features values, the proposed packet classification 
algorithm is developed. And then, K-NN is used to compare 
with the result from proposed algorithm. We evaluate the 
proposed system using UCLA dataset, which is widely used as 
one of the publicly available dataset for network based 
anomaly detection system. In this paper, the system is the 
hybrid approach for DDoS detection. 

The proposed system consists of two main phrases. At first, 
the selected features are extracted from packets. Based on 
these features values, the proposed packet classification 
algorithm is developed. And then, K-NN is used to compare 
with the result from proposed algorithm. We evaluate the 
proposed system using UCLA dataset, which is widely used as 
one of the publicly available dataset for network based 
anomaly detection system. In this paper, the system is the 
hybrid approach for DDoS detection. 
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Fig. 1 General framework for Attack detection 

A. Feature Extraction Module 
Feature extraction module calculates the selected packet 

features using the corresponding mathematical formulas. Most 
detection system use packet features such as source IP, 
destination IP, ports and protocol flags as basic features. We 
studied the various traffic parameters and in [6], Karimazad et 
al. has mentioned some parameters to detect the DDoS attack 
packets in traffic data. We choose to use these features as he 
suggested because the analysis of traffic based on these 
features can recognize the attack in packets. Features metrics 
permit to discriminate between normal and malicious traffic. In 
addition to these features, we also use four protocol flag 
features to classify the DDoS attack types. The packet features 
are as follows. 

(i) Number of Packets: DDoS attacks send a great number 
of packets in a flow or high number of flows with a few 
packets to the victim network. The total number of packets in 
abnormal flows increases in comparison to normal case. Thus, 
the distribution of the number of packets in flow can provide a 
good sign of  DDoS attacks.  

(ii) Number of Bytes: Increase in number of bytes 
demonstrates launching DDoS attacks. 

(iii) Average Packet Size: DDoS attacks flood victim to 
consume system resources, then average packet size increases 

in attack time. Very large flow size also shows a sign of the 
flooding attack. Thus, this feature can be used to identify 
DDoS attacks. 

(iv)Time Interval Variance: The experiments show when 
DDoS attack launches, agents send attack packets in the same 
time span. Then we can detect this attacks using Time Interval 
Variance. Whenever packet sending time spans are more 
similar together, Time Interval Variance will be closer to zero. 
Variance can be calculated using the following Equation. 1. 

            

                       (1) 
 

where n means number of packets, ti stands for the arrival time 
that packet i arrives,      is the means of arrival times, which is 
calculated using Equation. 2.   
                                                                                           (2) 

 
(v) Packet Size Variance: reports said that attack packets 

sizes are the same but normal packets have different sizes even 
when they belong to the same file. DDoS packets can be 
identified by using the packet size variance. Packet size 
variance can also be calculated using Equations 1 and 2. 

(vi) Packet Rate: This feature shows the packet rate sent 
from a source address to a destination in a specific time span. 
Packet rate increases significantly in attack time. This feature 
is useful for detecting high volume attacks. Packet rate can be 
calculated using Equation. 3.   

                                                                                       (3) 
 
 
where   np stands for number of packets,  te  is last packet sent 
time and   ts is first packet sent time. 

(vii) Byterate: A very high rate of this feature indicates 
launching DDoS attack. This feature is useful for detecting 
high volume attacks. It can be calculated using Equation. 4. 

                                                                                       (4) 
 
where   bt  is total number of bytes,  te is last packet sent time 
and  ts is first packet sent time.  

(viii) No of SYN , No of ACK, No of FIN, No of PSH : 
total number packets of SYN, ACK, FIN and  PSH flags. 
These features can be used to classify the attack types such 
SYN flooding, ACK scanning, etc.  

Along with the above features, source IP, destination IP, 
source port and destination port are also collected from packet 
data. We collect packets at a fixed time window and extract 
flows in each packet collection and calculate feature. A flow 
can be defined as a unidirectional series of IP packets of a 
given protocol travelling between a source and a destination 
IP/port pair within a certain period of time. [9, 10] 

B. K-Nearest Neighbor Algorithm 
The k-Nearest Neighbor (KNN) is one of the simplest 

Machine Learning algorithms. It is a similarity-based learning 
algorithm and is known to be highly effective in various 

t

n

t
t

i∑
=

)(
1

se
p tt

n
−

×

)(
1

se
t tt

b
−

×

International Conference on Advances in Engineering and Technology (ICAET'2014) March 29-30, 2014 Singapore

http://dx.doi.org/10.15242/IIE.E0314146 317



problem domains, including classification problems. Besides 
its simplicity, k-Nearest Neighbor is a widely used technique, 
being successfully applied in a large number of domains. 
Many researchers have found that the k-NN algorithm 
achieves very good performance in their experiments on 
different data sets. This section discusses the k-Nearest 
Neighbor algorithm partially based on the excellent 
introduction to instance-based learning given in [8]. 

    A distance or dissimilarity measure is computed between 
samples in training and new sample to find the number of 
nearest neighbors of new sample to each cluster. The nearest, 
most similar, neighbors are found by minimizing a distance 
function, usually the Euclidean distance. Euclidean distance is 
the most popular measure of distance which defined as in 
Equation. 5. 

                                                                                       (5) 
 
In order to analyze the performance of K-NN clustering 

algorithms, K-NN algorithm is implemented on the UCLA 
training data set and is tested with various number of clusters 
ranging from two to six. Root Mean Square Error criterion is 
used for the analysis of KNN algorithm in terms of intra-
cluster similarity. The lower RMSE can give the better intra-
cluster quality. The results of the analysis for KNN clustering 
algorithms in terms of intra-cluster similarity for training data 
set are shown in Figure 2. The resulted values are the average 
values of 10 minimum RMSE values for each k number of 
cluster with various initial seeds.   

 
 

Fig. 2 Intra-Cluster Similarity Analysis of K-NN Training 

C. Proposed Packet Classification Algorithm 
After the feature extraction, proposed classification 

algorithm is applied to classify traffic into normal, other and 
attack traffic groups. The classification is simple. Our idea is 
to analyze each flow and classify as attack when thresholds 
have been exceeded. This threshold is determined by 
experience after long observation of the traffic spectrum. In 
this system, we observe only for two types of traffics within 
the flow TCP and UDP.  

In generating the threshold values to be used in proposed 
algorithm, we define the upper bound and lower bound values 
for each feature to detect a specific flow as attack. For TCP 
traffic, we assume that during a TCP session, the data flow 
from a source to destination is controlled by the constant flow 

of acknowledgments in the reverse direction. If the flow of 
acknowledgments subsides, this is regarded as sign of 
congestion and the sending rate is promptly reduced. Anyway, 
the number of packets sent and received from a specific 
destination is high at attack time. The flow is classified as an 
attack flow if its number of packets is not in the range of max-
min thresholds; otherwise, it is considered a compliant flow. 
As such, we define also a maximum and minimum allowed 
number of byte sends an average packet size, etc. in general, 
the classification scheme is shown that each flow is classified 
as normal (complying with the threshold), attack (parameter 
values outside the threshold boundaries) or other (not enough 
data to perform a classification) according to the traffic type of 
its protocol. During classification, the algorithm compares 
flow statistics for each protocol field with corresponding 
threshold values. A flow will be classified as: 

1. Attack if field’s statistics do not match the corresponding 
thresholds. 

2. Other if only some statistics match their corresponding 
thresholds, and 

3. Normal if the statistics or all fields match their 
corresponding thresholds.     

V. EXPERIMENTAL RESULTS 

In this section, we conduct sets of experiments on data sets 
in terms of the classification error using the optimum training 
sets for testing. The classification performance is investigated 
by considering the performance with the lowest error rate and 
the corresponding value of k.  

    TABLE I  
         MATRIX CONFUSION 

 
 
The performance of proposed system using UCLA Dataset 

is evaluated according to classification accuracy rate and recall 
rate. Its measurement using F-measure with matrix confusion 
standard are shown in the Table II. The following formulae are 
used to evaluate the system by precision, recall and f-measure. 
Recall is measure of the flow record successfully classified by 
system of all records should be correct.  

                                                                                       (6) 
                                                                                           
Precision is level of accuracy from clustering results.  
                                                                                     
                                                                                       (7) 
F-measure is a combination of recall and precision which is 

defined by;    
 
                                                                                   (8) 
  
Figure.3 shows the classification accuracy using KNN only 

and Figure.4 is using both proposed algorithm and K-NN. The 
analysis is carried out by using the KNN classification to 
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determine k-values effect of the accuracy system of each 
category for the test flow records. 

 
Fig. 3 Evaluation Results using KNN 

 
 

Fig. 4 Evaluation Results using Proposed Algorithm and K-NN 
 

The classification result of testing dataset using proposed 
algorithm only shows in Table II. According to the statistics 
the system can correctly detect 94.87% for normal traffic and 
98.87% for attack traffic. It incorrectly classified traffic in 
5.13% for normal class and 1.13% for attack class. Out of total 
number of packets (Attack+Normal packets) 129375, 1650 
packets are classified as others. 

TABLE II 
CLASSIFICATION RESULT 

Category Number of 
Testing 
Packets 

Correct 
Classification 

Incorrect 
Classification 

Normal 4813 4566 247 
Attack 124562 123159 1403 

Attack traffic detection has some error rates because the 
DDoS attacker can send seemingly legitimate traffic. In the 
case of open services, such as web servers, the DDoS attacker 
only needs to send large quantities of useless service requests. 
Thus, there might be no specific features of DDoS attack 
traffic that the classifier or proposed algorithm can be 
instructed to detect as attack. With such malicious but 
legitimate traffic, DDoS attackers are able to relatively easily 
bypass most means of DDoS defense. Our detection system 
often misdetect these kinds of traffic as normal but the 
aggregation of these incoming flows or outgoing flows can 
show that each of seeming legitimate traffic are attack. So that, 
our proposed attack classification algorithm can detect and 
identify correctly these traffic because the proposed approach 
is based on the flow information. Table III shows the 
analytical result of proposed algorithm and K-NN. 

TABLE.III 
ANALYSIS RESULTS OF PROPOSED ALGORITHM AND K-NN 

Categories K-NN Proposed Algorithm+  K-NN 

Attack 98.87% 98.92% 

Normal 94.87% 95.39% 

 

VI. CONCLUSION 
  DDoS is one of the main security threats in the Internet. 

Detection of DDoS attack is regarded to be one of the main 
phases in overcoming the DDoS problem. In this paper, the 
packet features which exhibit the DDoS attack in traffic are 
discussed and the combined use of KNN and proposed 
classification algorithm for DDoS attack detection is 
presented. UCLA Dataset is used for system evaluation and the 
result shows our system can detect attack well. In future, we 
are intended to classify types of DDoS attacks by using the 
next attack classification with high accuracy. 
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