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Abstract—The mobility revolution introduced by the smart
phones has created new advertising channels for e-businesses.
However, these new channels are exploited by the unethical ad-
publishers to practice click spam in fraudulent ways affecting the
mobile end users in terms of time and money. Ad networks are also
experiencing great loss in their revenues under utilizing the
computing resources. This emphasizes the identifying and detection
of click-spam leveraging appropriate data mining techniques.

Mobile apps play a vital role to attract mobile advertising.
Popular apps can generate millions of dollars in profit. The presence
of spam in mobile advertising is still growing under the hood though
ad-networks have been taking enough security measures. Hence, it
has become a great significance to solve click spam issues for the
smooth development of the mobile revolution.

In this research work, we discussed the possibilities of click spam
in mobile advertising by experimenting various data mining
classification algorithms over a novel set of features from
publisher’s apps, App developers, Ad-control location, User interest
ratings. A Spam Rank algorithm was developed further that reduce
the revenue losses when grouped the ad publishers based on the
computed degree of the spam rank. We validated our methodology
using data sets of FDMA 2012. BuzzCity provides a snhapshot of
their click and publisher database. Our approach flags publisher as
FRAUD for discounting the click. It provided a good performance on
ROC and precision-recall curves.
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. INTRODUCTION

typical mobile advertising system has seven participants:
mobile-user, mobile-app, e-advertiser, ad-publisher, ad-
server, ad-exchange and Ad-network.
1. Mobile-user: The person who uses the mobile app.
2. Mobile-app: The running program on a mobile operating
system.
3.e-Advertiser: The person who represent a company for
promoting the unique products/services.
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4. Ad-publisher: The person who run ads through the ad-
control module on the mobile apps.

5. Ad-server: The server that cater ads from the centralized
repository.

6. Ad-exchange: The server that aggregate ads from different
ad-networks

7. Ad-network: The Ad agency that collect, store and market

Ads for the e-Advertisers

IMobile advertisements that run in the apps are the primary
source of income for the mobile ad-publishers. The ad-
publisher earns money when the mobile users click on the
published ads. The mobile users will click on these ads
having interest on the products/services offered by the ad-
advertiser.

The publisher's revenue gets calculated based on the
number of clicks per ad performed by the mobile users. This
practice has been exaggerated by some dishonest publishers to
generate ad clicks unethically, either by employing people or
deploying ClickBots [16] or running program scripts that
simulate human click behavior. This kind of fraudulent
activity is called click fraud which is a serious threat to the
pay-per-click advertising market.

The below Fig 1 depicts the sequence flow of an ad-click
event. The ad-publishers can use a client/server or web
programming model by using JavaScript, AJAX, PHP, J2EE,
RhoMobile etc technologies to embed the Ad-control in their
mobile app. This app will be made available in mobile app
stores for users to download.

When Mobile users download and run the App, the Ad-
publishers send the Ad-slot information and request the Ad-
server for latest Ads. The Ad-server makes a log entry for the
same and pass the ad request to the Ad-exchange.

When Ad-exchange receives such requests, it will call for
an auction among the competitive Ad-networks. The winner
of this auction will return Ad(s) information that contains e-
advertiser’s URL, Ad display parameters and media type to
the Ad-server with a request to store and forward to the
mobile users.

If a mobile user clicks on an Ad in the app, that request
will first go to the Ad-publisher who will log the ad-click for
accounting purposes. The same request will also be passed to
the Ad-Network for its future verification and business use.

The Ad-publisher will then contact Ad-server for the actual
Ad URL. When Ad-server sends the Ad URL, the same will
be sent to the ad-slot which in turn redirects user to the actual
e-advertiser website.
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Fig. 1 Anatomy of an Ad click
A. Background and Motivation for spam in mobile

advertising:

A mobile developer intentionally or accidentally keeps the
in-app advertising control near to where the user must touch,
or scroll on usage of smart phone. With the given micro
screen real-estate, the user will be lead to mistap while
working on the mobile app as shown in Fig 2.

This results in the browser to navigate unwantedly to the
ad-click URL. The user might aware of his error and can
switch back to his application. In the mean time the browser
has already start fetching the landing-page of clicked ad and
aborts the attempt. As a consequence, it appears the user had
spent less time on advertiser’s page. In our studies, it is
understood that 95% of users spent less than a second as
shown in Fig 2.The more notable thing here is that the
advertiser has to pay to the ad networks even though the user
spends very less time in the landing page. For an ad network
it is difficult to calculate user spent time on the advertiser’s
landing page. If it depends on the advertiser, there is a chance
for advertisers to depend on this information to get a
discount. It has become a challenging problem to derive a
solution for this situation by not modifying the browser and
by not hurting the user experience. Auditing Apps that make
users to mistap on the ad looks like a good approach, but this
task may lit an arms race for apps who wants to take the
advantage of above said drawback. Though it can protect
advertisers from fraud Apps, it is hard for advertisers and
other independent third-parties to detect spam web pages or
bad Apps.
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Fraudulent publishers can cost billions of dollars to the
advertising companies. Their unethical activities are creating
a great dissatisfaction among the other publishers

+ Mobile game

# Squish the ant to win
the game

+ Ads placed close to
where user is
expected to click

Fig. 2 lllustation of click spam

The legitimate publishers are losing their trust on the
online advertising system. Identifying the fraudulent
behavioral patterns of unethical publishers and/or users is
extremely challenging. Due to the limitations of mobile phone
networks and advertising practices, it has become necessary
to find new methods to evaluate the fraudulent behavior of ad
publishers and new features using existing parameters to
capture the behavior of the publishers. Though the fraud
publishers act very cautiously when implementing fraudulent
clicking behavior, these fraudulent click patterns will still
deviate from the genuine click patterns of legitimate
publishers.

Identifying fraudulent users become harder as these users
are small in number when compared with all other legitimate
users. The common classification algorithms will tend to
produce more errors when the class distribution is
imbalanced. Furthermore, these errors can be higher with the
minority class which is the crucial class in fraud detection. It
is more important to identify a fraudulent user as a fraudulent
user rather identifies a legitimate user as a legitimate user.
Since any legitimate user can prove self authenticity,
categorizing a legitimate user as a fraudulent user can be
accepted rather categorizing a fraudulent user as a legitimate
user which costs more. Thus, it has become a necessary to
develop new methods for identifying fraudulent behaviors to
control the unethical practices in e-Advertising businesses.

Despite evolutionary developments in the field of mobile
technology in the form of smart phones and mobile devices
and associated problems of click-spam, it continues to be
virgin ground for research. There are hardly any studies
exploring the causes and attempt to check the click-spam in
the large interests of all the stack-holders in the field-the
advertisers, the publishers and the end users. In this context
an attempt is made to present an overview of the work done
in the area under four broad categories. 1) Ad-networks and
click-spam 2)Characterizing click-spam 3)Detection of click-
spam 4)Data mining techniques for click-spam detection.

LITERATURE OF SURVEY

A. Ad networks and click-spam
Ad network click spam related issues are relatively
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unexplored area in the field of data mining [11], [14].
Studies in this area observed that click-spam and Ad
networks resulted in reduced revenue of interest(ROI) due to
diversion by cheaters [19], [20]. In July 2006, there is a
lawsuit settlement between advertisers and Google, on
Google’s click-spam filtering system[10]. In a recent study on
the subject Chia and others have analyzed every ad click
from ad networks log data and several active filters have been
used to filter each fraud click and catching signature of each
specific attack [12]. In 2012 VachaDev and others[5]
developed a filter to catch click-spam in an ad network.

B. Characterizing Click-spam

To describe the behavior of click-spam, several researchers
elaborated their studies on specific attacks [1, 2, 20, 19].
Research was also done on traffic quality based on purchased
traffic [12][13]. The measurement and fingerprinting study in
[4] found that users are tricked into clicking on ads by using
bot and non-bot mechanisms to lead generation of click-spam.
The active measurement technique is used in bluff ads [10] to
find behavior of click-spam. The passive measurement
technique is used in [5] to catch the click-spam.

C. Click-spam detection

Many researchers mainly focused on (on early generation)
bots to detect the click-spam. When Sbotminer [11] looked
for the anomalies in query distribution, he found search
engine bots. Millie[19] and Gillberg[18] reported the
unusual collusion in wusers’ associated with different
publishers that may be pointing to bot behavior. User-Driven
Access Control [12], Bluff ads [10] and Premium Clicks [13],
aim to authenticate user presence to mitigate click-spam.
More general approach is proposed by Vachadev[5], to target
every kind of click-spam including bot and non-bot
mechanisms

D. Data mining approaches for click-spam detection

The traditional data mining techniques for ad response
prediction were categorized into two groups namely
Maximum likelihood based and feature-based [11]. In feature-
based data mining algorithms, prediction models are
formulated based on explicit features of an ad and/or an page.
These features may include viewable content of an ad, its
location on the (web)page, etc. Typically, prediction models
from logistic regression family [8, 15] are used by feature-
based methods. However, implementing these models
requires a lot of manual intervention or domain knowledge.
The data mining techniques used by the researchers in this
area are decision trees, randomforests etc [11][12].

I1l. METHODOLOGY

Our methodology contains offline and online phases. The
offline component contains three steps. Classification of
publishers as spam or not based on constructed feature vector
will be undergone in step 1. Computation of spam scores for
each spam publishers by constructing bi-partite graph
between users and publishers will be take place in step 2.
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Assigning OK, OBSERVATION and FRAUD flags to spam
publishers based on threshold value i.e. true negative value
will be taken place in step 3.

A. Offline Component

The overall framework for offline component is given in
Fig 3. First, we extract the App features from Apps. Given the
information of App, we extract App developer features. These
features traditionally used in previous work for spam
detection in 10S App store [6].

We propose a novel set of features particular to the mobile
advertisement-control location based, e.g. Ad-control is
located at underneath buttons or any other object which users
may accidentally click while interacting with your application
or users will randomly click or place their fingers on the
screen.  These features are also defined Using external
resources collected from Mobile game user experiences.
Finally, given a feature vector for each App, we transform the
spam detection problem into a classification problem for
which we can use many well established tools and techniques
to solve. Like some previous works in detecting spam content
on web, we apply a decision tree classifier i.e randomforest
classification algorithm to classify the Apps into spam or
non-

b App Ad-control
:-‘Lpp " B features :} lf';::iﬁ based
II L7 -
Developer ::J Build Feature vector interast
Features from
v server
Label |[<—| Classifier
Spam

Construct bi-partite graph for users
and spam publishers

.

Compute spam score (5) for each
T1<s <T2 T2 l

publisher node
2T
UESER'\. ATION

Flg. 3 framework for offline component

spam category On WEKA tool, several classification
algorithms namely FTtree, RandomForest, REPtree, LADtree,
BayesNet etc are tested on newly extracted feature set. The
RandomForest algorithm is giving good average precision.
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Next attempt is made to construct a Bi-partite graph
between users and spammed publishers. Weighted Edges
presents w; which is the revenue generated by user i tO
publisher j. Later a spam rank was assigned to each likely to
be fraudulent publisher to know the intensity of fraud based
on the set of mutual dependency principles. This iterative
procedure guarantees that spam score will remain for a
certain number of iterations. Each publisher was sorted based
on spam rank and stores in an array of size N. Finally, the
point-wise difference between the publisher’s array and the
baseline array for each publisher was computed. Given a
threshold t1 and 12(which characterizes the width of the band
around the baseline), if the click-spam score is less than or
equal to N1l the publisher is flagged as OK, and if the click-
spam score is in between Nrtl and Nt2 then the publisher is
flagged as OBSERVATION, and if the click-spam score is
greater than Nt2 the publisher is flagged as FRAUD

B. Online Component

The process of online component as described and shown
in the below Fig 4. When the user clicks an Ad-control
button, click event will be logged by Ad-server database. The
click database contains click identification, user
identification, user phone model, authentication of an
advertisement and user region and user time zone. From click
record publisher identification (PID) will be extracted. Then
search for PID in Fraud publisher group .If PID is present in
that group then filter the click and give discount for user click
to Advertiser. Algorithm 3.1 to detect fraud click in online
component is given below.

Click Log
g Search Fraud Publisher
£ :5 | atray Databaze
S 4
Ad-Control ¢ [ Dpresents
& Filter
On Click the click
avent
User

Fig. 4 Process of filtering the click
IV. EXPERIMENTAL CONFIGURATION

A. Dataset Description

For FDMA competition BUZZCITY ad network provided
two separate databases in CSV format: publisher database and
click database. These are the databases for our work.

The training dataset consists of 3,173,834 clicks from
3,081 publishers with status from 9/2/2012 to 11/2/2012. The
validation dataset consists of 2,689,005 clicks from 3,064
publishers with status from 23/2/2012 to 25/2/2012. The test
dataset consists of 2,598,815 clicks from 3,000 publishers
with status from 8/3/2012 to 11/3/2012. The dataset
characteristics are given in Table 1. The publisher database
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records the publishers profile. The example of publisher data
is shown in Table Il. Only training data have status, the
status of validation and test data are withheld by the
organizers.

TABLE |
DATASET CHARACTERISTICS
Dataset # of publishers # of total Time window
clicks
Training 3,081 3,173,834 o™ 11" /2/12
Validation 3,081 2,689,005 | 23"to25"/2/2012
Test 3,000 2,598,815 | 8" to11"™march 2012
TABLE II
DATA FOR PUBLISHER’S DETAILS
Partner id Bank account Address Status
8jcuw ? 2bw2ihs0ygkkwog4 OK
8jcru 5498xi9fdu0400gk 325gub2zocgks84 OK
8jciv ? 48v6lhinzwaocsok OK

where partnerid is unique identifier of a publisher;
Bankaccount is Bank account associated with a publisher
(may be empty). Address is mailing address of a publisher.
Status is label of a publisher, which can be “OK”,
“Observation” or “Fraud”. The label of publishers is
identified by experts. On the other hand, the click database
records the click traffics. The example data for the click log is
shown in Table I1I.

Where id is unique identifier of a particular click, iplong is
public IP address of a clicker/visitor, agent is phone model
used by a clicker/visitor; cid is unique identifier of a given
advertisement campaign, cntr is Country from which the
surfer is, timeat is Timestamp of a given click (in YYYY-
MM-DD format) category is Publisher’s channel type and
referrer is URL where the ad banners were clicked
(obfuscated; may be empty). The aim of our research work is
filtering spam click by identifying fraudulent publishers. In
particular, the task is to detect “Fraud” publishers (positive
cases) and separate them from “OK” and “Observation”
publishers (negative cases), based on their click traffic and
account profiles.

TABLE Il
DATA FOR PUBLISHER’S CLICK LOG
Id | Ipling | age | Pa | cid Cnt | Timeat | Ty | Re
nt rin r pe | fer
er rer
id
134 [ ZBR3IE [ MA [ Bk | Bz | &= 2012- me |7
178 | 01931 | UI hl B 02-09
61 00:00:00
134 [ 702430 | MaA [ Bk | Bffd | 1= 2012- me |7
178 | 144 I pi 02-09
71 00:00:00

V.RESULTS AND DISCUSSION

Deployment of data mining web spam filter algorithm in
any major ad network is possible and be evaluated online.
The ad network serves ads to many publishers that cater to
both general and niche audiences. The training set contained
more than 3 million clicks associated with 3081 publishers,
which were categorized into honest publishers (OK, 95.1%),
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Publisher’s under scrutiny (Observation, 2.6%), and
fraudulent publishers (Fraud, 2.3%). The provided training
set included information about the time stamp of each click,

the IP address.
TABLE IV
PERFORMANCE FOR DIFFERENT CLASSIFICATION ALGORITHMS ON NEW
SET OF FEATURES

Method Average Precision
FT Traa 36.3%
sandpmForsst 52.3%
RERT1=2 35.8%
LADTzz= IT%
METz=2 37.9%
RandomsubSpace 38.5%
EotationFroast 429%
weshis 33.7%
REROP 48 3%
Fraud Observation 0K
12 12 1
10 _ 10 _w
£s 2 4 Z s
g g H
: . 1 -
d 4 4
E \ I I E : | I E : I I I
. . 11AAN1 , II
153458 113456 123456
Irderval [sec] Imbeirval [sec] Interval [se]

Fig. 5 Click frequency per interval based on all click profiles
from the same URL

The RandomForest classification algorithm used with new
set of features for classifying spam web pages showed that
around used by a clicker/visitor; cid is unique identifier of a
given of the computer that generated the click, the country
where that computer was located, etc. The performance of the
models was evaluated based on the average precision

1 k
EZ_ WEE‘ISIDH{I]

On WEKA tool, we tested our feature set on several
classification algorithms namely FTtree, RandomForest,
REPtree, LADtree, BayesNet etc. We found RandomForest
algorithm is giving good average precision.

AP

(1)

A. SpamRank

Publishers from the training set are ranked from left to
right based on spam ranks assigned based on the integral set
of mutual dependency principles by constructing Bi-partite
graph between users and spammed publishers. Fraudulent
publishers (red) and those under observation (blue) are
concentrated towards the left hand side. Thus, the larger red
flag, the more suspicious is the publisher. Redflag is in fact a
significant indicator of fraudulent behavior (P < 0:001,
Kruskal-Wallis test). Red bars denote publishers with status
Fraud; blue bars denote publishers with status Observation;
white bars denote publishers with status OK. Fraudulent
publishers and those under observation are significantly
concentrated towards the left hand side. Fig 5 shows the click
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frequencies per interval, derived from all click profiles from
identical URLs. Again, we observe that, overall, quick
Consecutive clicks occur more often in fraudulent publishers
than in those with status Observation or OK.

VI.

52.3 percent of the publishers are involved in spam.
Grouping of publishers based on their spam rank calculated
by using Bi-partite graph and mutual dependency algorithm
showed that publishers with large spam rank were grouped in
the FRAUD category. Broadly, 40% were in FRAUD group,
20% OBSERVATION group consisting of those in the
middle category i.e. less intensity group. The remaining
percentage is in the OK group i.e. non-fraud category.

The data mining web spam filter algorithm was found to be
effective in filtering the fraud clicks. It is further observed
overall quick consecutive clicks occur more often in
fraudulent publishers than in those within other groups i.e.
OBSERVATION and OK groups.

CONCLUSION
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