
  
Abstract—As the successful implementation of the e-government 

depends on the viable security, all the concerns related to it need to 
be addressed. This is because information security contributes 
directly to the increase in the level of trust between the government’s 
departments and the citizens by providing an assurance of 
confidentiality, integrity, and availability of sensitive governmental 
information. E-government security is considered one of the crucial 
factors for achieving an advanced stage of e-government. Various 
types of E-government Development Models (eGDMs) have been 
proposed by international organizations, consulting firms, academia 
and individual researchers to guide and benchmark e-government 
implementation. The primary focus of this paper is to assess the 
security weaknesses of the eGDMs by reviewing seven models using 
Soft Systems Methodology (SSM). In line this paper provides an 
insight into socio-technical security aspects to create a deeper 
understanding of the e-government security issues, exploring and 
evaluating the current status and the main features of information 
security in eGDMs. The study is a part of an ongoing research on e-
government security for the developing world. The findings show 
that e-government development models (eGDMs) lack built-in socio- 
technical security requirements. 

 
Keywords—E-governments, information security, E-Government 

Development Models (eGDMs), security risk, socio-technical 
security. 

I. INTRODUCTION AND BACKGROUND 
HE concept of an e-government is to provide access to 
government services anywhere at any time over open 
networks. Electronic government (E-government) can be 

considered as the use of information and communication 
technology (ICT), IT in order to communicate externally in the 
public sector (with citizens and businesses) and internally 
(with other government departments) [1].   

The process of e-government development passes through 
different stages until it reaches its highest potential stage. 
Many e-government development models (eGDMs) that 
provided by international organizations and institutions and 
some researchers, these models include different stages that 
describe the development of the e-government from different 
perspectives. 
    Security has become one of the primary challenges for 
successful deployment of e-government. , E-government will 
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not achieve its objectives without providing trust and security 
for its citizens and businesses. The confidentiality, integrity 
and security of data transmission and the processing need to be 
trusted. [2]. 

Despite being widely researched, the eGDMs research in 
itself has attracted very little study that specifically addresses 
the security in e-government. Further, those who did address 
security mentioned it en passant or focused on the transaction 
related security risk evident at the higher levels of the stages. 
This is unfortunate as “privacy and related security issues must 
be adequately addressed in government IT initiatives”. [3]. 
The primary focus of this paper is to assess the socio-technical 
security weaknesses of the eGDMs that guide e-government 
implementation by reviewing seven models using SSM.  

II.   SECURITY STANDARDS AND MODELS 
While information security is an important issue to protect 

the data and assets of an organization, there is a need for a set 
of standards that help to ensure an adequate level of security to 
be attained, resources are used efficiently, and the best security 
practices are adopted. In this section we give a brief 
introduction to some of the most commonly used standards 
such as Control Objectives for Information and related 
Technology (COBIT), ISO 17799, and ITIL. 

A. ISO standards  
ISO International Standards ensure that products and 

services are safe, reliable and of good quality. It is issuing 
standards in many areas including IT and its security 
management systems. Implementations of these standards help 
organizations to effectively manage their information systems 
security. ISO/IEC 27002:2005 is the code of practice for 
information security management, which is another name of 
the ISO 17799 standard [4]. It provides best practices 
recommendations for those in charge of initiating, 
implementing and managing information systems security [5]. 
ISO/IEC 27002 contains security recommendations for 12 
Security domains which include [6], [7]:  

1) Security policy - management direction;  
2) Organization of information security - governance of 

information security;  
3) Asset management - inventory and classification of 

information assets;  
4) Human resources security - security aspects of 

employee joining and leaving organization;  
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5) Physical and environmental security - protection of 
computer security;  

6) Communications and operations management - 
management of technical security;  

7) Access control - restriction of access control to 
systems, resources and network facilities;  

8) Information systems acquisition, development and 
maintenance - building security into applications;  

9) Information security incident management - 
anticipating and responding to security breaches;  

10) Business continuity management - protecting, 
maintaining and recovering business critical systems, 
processes and assets;  

11) Compliance - ensuring compliance with 
organizational standards, policies, rules and 
regulations, procedures and norms; and  

12) Risk assessment - analysis, planning, controlling and 
monitoring of implemented solutions and measures.  

B. COBIT Standard 
The Control Objectives for Information and related 

Technology (COBIT) is “a control framework that links IT 
initiatives to business requirements, organizes IT activities into 
a generally accepted process model, identifies the major IT 
resources to be leveraged and defines the management control 
objectives to be considered”. The latest update is version 5 by 
The IT Governance Institute (ITGI) [8].  

COBIT is the worldwide accepted standard which 
prescribes areas and individual controls for IT governance, 
informatics and related IT processes. It provides a framework 
and supporting toolset that assists enterprises in achieving their 
objectives for the governance and management of enterprise 
IT. COBIT enables clear policy development and good 
practice for IT control throughout organizations to help 
enterprises to create optimal value from information 
technology (IT) by maintaining a balance between realizing 
benefits and optimizing risk levels and resource use. 

COBIT enables IT to be governed and managed in a holistic 
manner for the entire enterprise, taking into account the full 
end-to-end business and IT functional areas of responsibility, 
considering the IT-related interests of internal and external 
stakeholders [9]. 

C. ITIL (OR ISO/IEC 20000 SERIES) 
The Information Technology Infrastructure Library (ITIL) is 

a set of practices for IT service management (ITSM) that 
focuses on aligning IT services with the needs of a business. It 
was developed by the United Kingdom's Office of Government 
Commerce (OGC), which is an international standard within 
the ITSM [10].  

An ITIL service management is divided into the following 
areas [11]: 

1) Service support covers one functional area, and five 
processes:  Incident management, change 
management, problem management, configuration 
management, release management, and the service 
desk (Function) 

2) Service delivery covers five processes: Service level 
management, capacity management, availability 
management, financial management and IT service 
continuity. 

D.  Socio-Technical Approach 
The study was grounded on the theoretical foundation from 

the Socio-Technical approach (STA) and the Security By 
Consensus (SBC) model (Kowalski, 1994). Socio-technical 
systems theory has been used for decades as a framework to 
design and understand organizations. 

 

1. Socio-Technical Model (STM) 
 

Kowalski [12] developed Socio-technical model (STM), the 
model is depicted in Fig 1. The STM has two sub-systems 
including Social (culture and structures) and Technical 
(methods and machines). He argues that a change in 
“Machines” does not only affect the “Methods” used but also 
“Culture” and “Structure” as the system tries to attain balance. 
The changes in one sub-system may cause disturbances / 
disorder in other sub-systems and consequently to the entire 
system. This is demonstrated by the arrows linking sub-
systems within sub-systems. 

 

Fig 1 Socio-Technical Model (Kowalski, 1994, p.10) 
 

2. SBC Model  
 

To explicitly define the detailed parts of the Socio-technical 
Model (STM) subsystem controls – the Security By Consensus 
(SBC) model was applied, detailed in Fig 2. 

A better model of security is the SBC model proposed by 
Kowalski (1994) which gives a more useful description of 
security [13]. The SBC model can be used to analyze security 
at every level, from individual to national. This flexibility 
combined with the inclusion of the social elements meant that 
the SBC-model was the best fit for this study. 

The model is divided into two basic components such as a 
social subsystem and a technical subsystem, it is further 
divided into subclasses social (Ethical-cultural, Legal-
contractual, Administrative-managerial-Policy, and 
Operational-procedural) and Technical (Mechanical-electronic 
and Information-Data). 
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Fig. 2 The basic SBC Model Kowalski [12] 

Tarimo who developed a mapping of security management 
domains in the ISO 17799 on the basis of the SBC model, this 
helps to easily comprehend security controls and issues at 
organizational level [14]. 

 

 
Fig. 3 Mapping the Desired ICT Security Management State (ISO 

17799) onto the SBC Model Tarimo [14] 

E.  E-government Development Models 
E-government Development Models (eGDMs) have been 

used not only to define the stages of development, but also to 

benchmark and guide its implementation and development. 
To assist policymakers in devising their own plans and 

initiatives, some books divide the process of e-government 
implementation into three phases. These phases are not 
dependent on each other,  there is no need for one phase to be 
completed before another can begin, but conceptually they 
offer ways to think about the goals of e-government [15]. 

Various models are briefly discussed later. We thoroughly 
investigated and analyzed each model for the level of available 
security services.  

 

1.  Layne and Lee’s Model: 
 

Layne & Lee [16] proposed a four stages model as follows: 
catalogue, transaction, vertical integration, and horizontal 
integration.  
 

2. Siau and Long Synthesize E-government Model: 
 

Siau & Long [17] have synthesized a new development 
model by combining several development models and joining 
the similarities. The model has four stages as follows: 
Interaction, Transaction, Transformation, and E-democracy. 
 

3.  Moon’s Model: 
 

Moon [18] has proposed five stages model that consist: 
Simple information dissemination (one way communication), 
Two-way communication (request and response), Service and 
financial transactions, Vertical and horizontal integration, and 
Political participation. 
 

4.  West’s Model: 
 

Darral West, proposed four stages model which consists: 
Billboard, the partial service-delivery, the portal with fully 
executable and integrated service delivery, and Interactive 
democracy [19]. 
 

5.  Deloitte’s Model: 
 

The model is citizen-centric focused. This model has six 
stages as follows: Information publishing, (Official) two-way 
transactions, Multi-purpose portals, Portal personalization, 
Clustering of common services, and Full integration and 
enterprise transformation [20].  
 

6. Howard’s Model: 
 

This model consist of three stages as follows: Publishing, 
Interacting, and finally the Transacting [21]. 
 

7. Hiller and Belanger's Model: 
 

Hiller and Belanger proposed a five stages model as 
follows: Information, Two-way communication, Transaction, 
Integration, and Participation [22]. The model focuses on 
functionality, and it has considered the potential benefit of e-
democracy. 

III. METHODOLOGY 
Soft Systems Methodology (SSM) was applied to guide this 

study. It is a holistic approach for analyzing complex situations 
in its real-world environment, and proposed solutions to the 
identified problem. The approach is designed in such a way 
that it forms repetitive cycles of scientific inquiry [23]. The 
steps of the methodology are:  
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1) Finding out about a problem situation, the identified 
problem in the real-world settings was insecure e-
government services, which were mainly due to the 
lack of socio- technical security services in the 
eGDMs. 

2) Formulating some relevant models for assisting in 
carrying out the study – refers to conducting 
extensive studies, existing documents, theories, 
methods and structures to understand the real-world 
problem. The Socio-technical model (STM) , 
Security By Consensus model (SBC) [12], and the 
ISO/IEC 27002 twelve security control principles 
[ISO-27k] were identified as tools for guiding the 
analysis.  

3) Debating/analyzing the situation using the models, the 
analyzed of each model for the level of available 
security services was grounded on the theoretical 
foundation and building blocks from the Socio-
Technical approach (STA) and the Security By 
Consensus (SBC) model [12]. Additionally, it utilizes 
the concepts ISO 27002 twelve security control 
principles [ISO-27K]. 

4) Observation step – refers to comparison and 
establishment of relationships between the 
knowledge-base and reality of the research problem 

IV. ANALYSIS OF E-GOVERNMENT DEVELOPMENT MODELS 
(EGDMS) 

The stage-model outlines the available services and 
structural transformations of governments as they progress 
towards an electronically-enabled government. This progress 
may imply fundamental changes in the form of government. In 
this section, seven e-government development models are 
described.  

A. Layne and Lee’s Model 
When analyzing the model based on the SBC model 

presented in Fig 3– the model design has not addressed 
Ethical/ Cultural and Legal/ Contractual at the model stages. 
The addressed socio-technical security services controls are 
administrative and managerial for stages 3 and 4, and 
operational and procedural for stages 2, 3, and 4. 

B. Siau and Long Synthesize E-government Model: 
Based on the theoretical foundation presented in Fig 3 – the 

analysis shows that the model design has not addressed 
Ethical/ Cultural and Legal/ Contractual at the model stages. 
The model has addressed Socio-technical security services at 
the interaction and transaction stages (stages 2 and 3). They 
are addressed at the administrative and managerial, and 
operational and procedural controls respectively. 

C. Moon’s Model: 
The analysis was guided by the theoretical foundation 

presented in Fig 3 which shows that the socio-technical 
security services were not addressed. 

D. West’s Model: 
The analysis of the model is based on the concept presented 

in Fig 3 above which shows that the model design has not 
addressed Ethical/ Cultural, Legal/ Contractual and 
Administrative Managerial at the model stages. Socio-
technical security services were addressed at the operational 
and procedural controls at the stages 2. 

E. Deloitte’s Model: 
When analyzing the model based on the SBC model 

presented in Fig 3, the analysis shows that the model did not 
address the socio- technical security issues at all.  

F. Howard’s Model: 
When analyzing the model based on the SBC model 

presented in Fig 3, the model design did not consider the 
inclusion of the Socio-technical security-related services. 

G. Hiller and Belanger's Model: 
Based on the analysis guided by the theoretical foundation 

presented in Fig 3, the socio-technical security controls were 
not addressed at all.  

V.   DISCUSSION AND RESULTS 
Table I presents the findings and an aggregation of the 

available socio-technical security at the models. For instance, 
the Table 1 shown that the Layne & Lee and Siau & Long 
models have not addressed Ethical/ Cultural and Legal/ 
Contractual at the model stages. West’s model has not 
addressed Ethical/ Cultural, Legal/ Contractual and 
Administrative Managerial at the model stages.  

 

TABLE 1 
SUMMARY REVIEW OF STS IN SEVEN EGDMS 

*EC = Ethical/ Cultural, LC= Legal/ Contractual, AM= Administrative 
Managerial, OP= Operational Procedural 

The socio-technical security controls were not addressed at 
all by Moon, Deloitte, Howard, and Hiller & Belanger models.  
Therefore, based on Table 1, we found that:  

1) Socio-technical security requirements were not the 
main focus during the models’ design and 
development. 

2)  Socio-technical security controls did not address the at 
all in some models like Moon, Deloitte, Howard and 
Hiller & Belanger.  

The findings of the analysis for the eGDMs have showed 
that, these models are developed from difference perspectives. 
West’s model and Howard’s model focus on functionality and 

N The Models No Of 
Stages 

Social-Technical Security 

EC LC AM OP 

1 Layne and Lee  4 X X √ √ 
2 Siau and Long  5 X X √ √ 
3 West  4 X X X √ 
4 Moon  5 X X X X 
5 Deloitte  6 X X X X 
6 Howard  3 X X X X 
7 Hiller & Belanger  5 X X X X 
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citizen-centric, Deloitte’s model is focus on citizen-centric, 
Moon’s model and Hiller’s model focus on functionality, and 
they have consider the potential benefit for e-democracy, 
Layne’s model is developed based on a general or an 
integrated perspective combining technical, organizational, 
and managerial feasibility, Siau’s model is citizen-centric and 
functionality, it considers the potential benefits of e-
democracy. However, the focus of those studies did not 
include security services.  

The findings of the analysis also clearly show that the 
eGDMs lack built-in socio- technical security. Therefore, as 
the eGDMs are used to guide and benchmark e-government 
implementation and service delivery, it is imperative to include 
comprehensive security services that address socio-technical 
security requirements. 

In this regard, the paper enhances awareness and 
understanding of the importance to having secure e-
government services. It outlines the need of security from 
socio-technical aspect to be developed to match the pertinent 
security requirements at the e-government implementation. 

VI. CONCLUSIONS AND FUTURE WORK 
E-government offers many benefits to government agencies, 

citizens and business community. However, e-Government 
services are prone to current and emerging security challenges 
posing potential threats to critical information assets. Securing 
it appears to be a major challenge facing governments 
globally. This paper reviews seven models which focus on the 
e-government development stages. Based on the literature 
review and conceptual analysis, the paper then discusses the 
socio-technical security weaknesses of each model based on 
Socio-technical model (STM), Security By Consensus model 
(SBC) [12], and the ISO/IEC 27002 security control principles 
[ISO-27k] were identified as tools for guiding the development 
criteria of the analysis. 

The findings of the analysis for the eGDMs clearly showed 
that the eGDMs stages lack of socio- technical security. There 
is a clear need for socio-technical security to be focused onto 
the eGDMs stages. Further research work will include 
developing socio-technical security framework services/ 
requirements for securing the e-government implementation. 
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