
 

 

 

Abstract—Corporations often require ISO (International 

Organization for Standardization) certification to prove that their 

internal processes have met certain quality conditions. An ISO 

certification is often a pre-requisite for an export permit or to be 

accepted as a qualified vendor by other corporations. Corporations 

face the challenge of implementing the internal controls needed for 

ISO certification in a sustainable / cost-effective manner. We present 

an Automated Resource Management Control platform capable of 

ensuring internal process compliance in a sustainable manner. 
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I. INTRODUCTION 

HIS paper presents as background the concept of quality 

certification, the challenges corporations face in 

implementing the internal process controls for a quality 

certification such as the ISO certification [1], and how a novel 

system – Automated Resource Management Control – can help 

corporations enable a sustainable implementation of the 

internal process controls needed for a quality certification. 

II. WHAT IS A QUALITY CERTIFICATION? 

A quality certification is recognition that a particular 

organization has met a set of pre-defined criteria. The 

assumption is, if these pre-defined criteria are met, the 

organization should be able to deliver products or services that 

meet a pre-defined standard. 

There are different quality certifications for different 

purposes. For example, there is health quality certification for 

food retail establishments and there is good manufacturing 

practices certification for manufacturing establishments. 

Quality certifications govern two types of actions – one-time 

actions and on-going actions. An example of a one-time action 

is where the food preparation area of food retail establishments 

can only be coated with oil-based paint and not water-based 
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paint. This criterion must be met to qualify for a health 

certificate. An example of an on-going action is where – every 

working day before a food preparation employee starts work – 

he must perform a number of hygiene steps, such as washing 

hands. The internal document spelling out the hygiene steps to 

be carried out is known as an SOP (Standard Operating 

Procedure) document. An SOP codifies the internal processes 

of an organization and is used to govern how work is to be 

carried out. An organization typically has a number of SOPs to 

govern the various different areas. 

Quality certifications typically require organizations to show 

that their employees have acknowledged the relevant SOP 

before performing any work that impacts the product or 

service quality. Typically, an organization would brief a new 

employee on the SOPs relevant to him before allowing him to 

begin working. The sustainability question comes in when (a) 

SOPs are updated from time to time, and an employee must 

acknowledge the latest SOP revision before performing any 

more work that impacts the product or service quality, (b) the 

employee’s role within the organization is changed and he has 

to acknowledged additional SOPs before performing any 

additional work that impacts the product or service quality, 

and (c) logging the actions to provide evidence of compliance 

to the SOPs. 

In order to achieve a quality certification, an organization 

must show that it has defined the necessary SOPs governing 

aspects of its operations that impact the product quality, and 

must be able to produce records showing that the steps 

outlined in the SOPs have been consistently complied with. 

III.  SUSTAINABLE QUALITY CERTIFICATION 

Writing an SOP is not the key quality certification 

sustainability challenge an organization faces. The key quality 

sustainability challenge confronting an organization is 

ensuring that any action cannot be performed until the 

relevant prior actions have been performed. Ensuring this 

compliance on a daily basis is the key internal process 

challenge an organization faces.  

Organizations typically employ internal auditors to ensure 

compliance. Internal audits constitute an overhead cost to an 

organization. As an organization becomes more complex, the 

overhead internal audit cost becomes a drain on the 

organization, and therefore becomes unsustainable. What is 
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needed is an automated system to ensure that any action 

cannot be performed until the relevant prior actions have been 

performed. 

IV. WHAT IS AUTOMATED RESOURCE MANAGEMENT 

CONTROL? 

An ARMC (Automated Resource Management Control) 

system is able to prevent a particular login account from 

accessing any installed third party software on an 

organization’s computer network. ARMC is able to refer to a 

database to determine when access should be enabled or 

disabled depending on whether a given condition is met or not.  

ARMC is also able to detect when a user accesses any given 

third party application and flash a dynamically customizable 

message to the user before allowing the third party application 

to run. A central system controlling individual access to any 

installed third party application is the key to ensuring 

sustainable internal process compliance.  

V. HOW ARMC ENSURES INTERNAL PROCESS  

SUSTAINABILITY? 

Organizations typically have a number of off-the-shelf 

systems to handle various functions. These off-the-shelf 

systems are typically unable to “talk to each other” directly.  

Organization process flows require an action to be performed 

in one system first, and only then the follow-up action can be 

performed in another system. The sequence of the actions is 

important for internal process compliance. Non-conformances 

typically occur due to broken sequences. 

For example, an employee must acknowledge the latest SOP 

revision before performing any more work that impacts the 

product or service quality. Furthermore, the acknowledgement 

must be logged to provide evidence of compliance to the 

SOPs.  

ARMC can ensure sustainability to this internal process by 

(a) checking a folder containing SOP documents for any 

updates, (b) if any SOP was updated, access to the applications 

governed by the SOP is disabled, (c) authorized users who 

wish to access the SOP must acknowledge reading the latest 

SOP revision, (d) the acknowledgement is logged and access 

re-enabled for the relevant user. See Figure 1 below for the 

flow: 

 

 

 
Fig. 1 Flowchart on how ARMC ensures fine-grained SOP 

Acknowledgement Compliance 

 

Alternatively, ARMC can ensure compliance by (a) 

displaying any SOP of the latest revision relevant to a given 

application, and (b) capturing an acknowledgement from the 

end user before allowing the application to launch. See Fig. 2 

below for the alternative flow: 

 
Fig. 2 Flowchart on how ARMC ensures blanket SOP 

Acknowledgement Compliance 
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VI.  ARMC PLATFORM  

An ARMC system can be implemented as a platform. A 

platform allows third party solution providers to design fine-

grained authorization control applications. Organizations 

adopting these applications will be able to have tailor-made 

user access controls to match the dynamic changes in their 

organizations. An example of ARMC customization is the 

ability to analyze user access configurations for adherence to 

policy, as well as to flag potential access assignment 

anomalies. 

VII. CONCLUSION 

An ARMC platform opens up a blue ocean of opportunities. 

The ability to centrally configure, control, log and analyze 

access (not just software access but also access to physical 

locations) can be creatively customized and applied in other 

business areas to give organizations a competitive edge.   

 

REFERENCES 

[1] "International Organization for Standardization." Wikipedia. Wikimedia 

Foundation, 30 July 2014. Web. 30 July 2014. 

 

 

 

 

 

 

 

 

 

 

2nd International Conference on Innovations in Engineering and Technology (ICCET’2014) Sept. 19-20, 2014 Penang (Malaysia)

http://dx.doi.org/10.15242/IIE.E0914054 31




