
 

 

 

Abstract— This paper presents A Conceptual Hybrid Security 

System using Face Recognition.  The main aim is to use face 

recognition as a primary method to identify the detected face image 

and giving access to enter a building or room. The security system 

also includes the password access as a backup if the camera is at 

fault that will activate only if the operation of the face recognition 

system failed or the face image is not recognized. The development 

is carried out by integrating the Graphical User Interface (GUI) 

with the face recognition and password authentication algorithms. 

The techniques involved for face recognition are preprocessing, 

feature extraction and face recognition using Artificial Neural 

Network (ANN). The proposed approach has been tested on ‗Our 

Database‘ consisting of 30 subjects. All subjects consist of 10 

orientations that vary in position, rotation and expression.  This 

system is successfully being experimented via simulation. 

 

Keywords— Artificial Neural Network (ANN), Face 

recognition, Graphical User Interface (GUI), Security system.  

I. INTRODUCTION 
 

ENERALLY, Malaysia‘s building security level is 

inefficient and this becomes a reason for the increased 

number of thefts and cause the public‘s protection to be 

reauthorized. As we are aware, most of the security access 

system is basically based on password authentication. 

However, the password authentication holds severe problem 

and some limitations. According to [1], the ability of an 

individual‘s password being copied or hacked by others is 

one of the major problems dealing with the password 

authentication. Instead of the hack issue, sometimes complex 

password is hard to memorize especially for those individual 

that has many accounts.  

In recent year, as a result of the rapid growth of computer 

technology, biometrics authentication has often being 

utilized in most of the security access system. There are 

several types of biometrics that are usually being used such 

as Fingerprint Recognition, Face Recognition, Iris 

Recognition, Signature Recognition and others. All of these 

biometrics types produce unique features based on a 

physiological or behavioral characteristic of an individual 

[2]. Since biometrics technology provides high security and 

more convenient, most of the security access system 

implemented uses biometrics technology [3].  For instance, 
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the Face Recognition is one of the processes that improve 

the security system for building access because it is least 

intrusive and more secured than other types of biometric 

authentication [4].  In fact there are many other research 

works that have been carried out on the development of 

security system using Face recognition as described in [5] 

where facial recognition using Artificial Neural Network is 

used to develop a secure keyless door for authorized entry.  

For the enhanced feature, Adnan Affandi et al combined a 

face recognition system with RFID system to support a 

security system to make the security system stronger [6].  

The development of Graphical User Interface or GUIs for 

security system using Face Recognition is an example of 

security system for building access control that can 

improvise the current building access system. Furthermore, 

the developed system will also have a feature that able to 

control human access to a specified space such as building 

or room. GUI is a type of user interface that formed a 

pictorial interface to a program [7]. The significance of 

implementing the GUI in certain applications is because 

GUI is able to provide a user friendly communication 

medium that allows user and computer to communicate 

without the need to look up each line of the programming 

commands.  Designing and developing a GUI for some 

control system applications basically based on three reasons 

of considerations which is usability, simplicity and 

interactivity [8].  

The GUI for the proposed security system provides two 

access methods. The main access method is using face 

recognition and the other one is using password 

authentication.  The reason for providing two different types 

of access method is based on several problems that occurred 

nowadays such as camera to capture the face image could be 

vandalized. Moreover, the high tendency of password to be 

hacked and the password sharing between authorized and 

unauthorized users is also another problem. Therefore, for 

the user to access the security system he or she needs to load 

his or her face image and the loaded face image will be 

recognized by the system. For the case if the face image 

failed to recognize the loaded face image, the password 

authentication will be activated automatically. Besides that, 

in the case if the face recognition system itself failed to 

detect or damaged, the security system will also 

automatically activates the password authentication. This 

security system will only allow the user to attempt 3 times 

for both methods.   

The GUI for this project is developed using the Graphical 

User Interface Development Environment or GUIDE using 

MATLAB R2010b. GUIDE is a MATLAB building tool 

that provides a set of tools that can help to develop and 
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design the framework and functions of GUI in speedy 

methods [9]. Consequently, the MATLAB graphic objects 

such as uicontrol, uimenu and axes can function efficiently 

by integrating the GUI with other M-files codes according to 

the project specification [10].  The M-files codes developed 

are the Password Authentication source code, Face 

recognition source code and source code to integrate 

between Face Recognition and GUI.  

This paper is organized into several sections as follows; 

Section 2 explains the development of GUI for the security 

system. Section 3 discusses the face recognition process. 

Section 4 presents the result and discussion on the 

experiments carried out.  Section 5 concludes the overall 

processes that have been carried out in the development of 

the security system and finally suggest the future 

development for the security system.    

II. GRAPHICAL USER INTERFACE 

The GUI for security system is developed based on the 

block diagram as in Fig. 1[11]. 
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Fig. 1 Block Diagram of the GUI System  

A. Development of M-file Code 

The M-files codes for the internal process of the security 

system had been developed using MATLAB software 

version R2010b. As mentioned in the introduction, this 

security system provides two methods to access the security 

system. Each method has its own M-file codes before 

implementing it in the GUI system. Therefore, the M-file 

codes involve in this development process are the integration 

code for Face Recognition and also the Password 

Authentication. 

B. Development of GUI 

The GUI is developed using GUIDE Control Panel in 

MATLAB R2010b and the development involved the 

processes below: 

 

i. Designing the framework of GUI 

The first element need to have in designing a GUI is 

container and commonly the container is a framework or 

figure [12]. In this project three frameworks or figures had 

been developed. The first figure is assigned as the Main 

Window and the other two figures is the Operation Window 

for the security system. Once the guide command is 

executed, the Layout Editor as shown in the Fig. 2 will be 

displayed and all the graphical components that are 

necessary can be dragged into the layout area [13]. 

The element required to create the GUI is graphical 

components.  The most graphical components used in this 

project are push buttons, edit boxes and axes. All of these 

components created by the function of uicontrol and axes. 

The significance to include the graphical component in GUI 

is to perform an action given from the user by sending the 

information through mouse click or key press and later the 

GUI will perform an event caused by that action. 

GUIDE will create each of the GUIs framework into two 

files which is a FIG-file (.fig) and M-file (.m). All the 

information in the framework and all the selected 

components that are built will contain in the FIG-file as 

shown in Fig. 3 [11].  The M-file is the file that contains the 

codes and instruction command that usually will be utilized 

to perform the GUI [13]. In addition, the GUI M-file as 

shown in Fig. 4 also contains the skeleton callback function 

for each of the elements in the frameworks. 
 

 
Fig. 2 Layout of the Editor in GUIDE 

 
Fig. 3 FIG-file for GUI Layout 

 

 
Fig.4 GUI M-file 
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ii. Programming the GUI M-file 

The callback function in GUI M-file can be modified in 

order to control the GUI and to ensure the GUI perform the 

desired functions. Therefore, in this stage the M-file codes 

that have been developed earlier will be integrated into the 

callback function of the graphical component in GUI. The 

callback function will execute when the specified graphical 

component is activated [11].  

The execution will perform an event based on the GUIs 

hierarchy as shown in Fig. 5. The Security System using 

Face Recognition consist of two categories of access method 

namely Face Recognition and Password Authentication. The 

face image database for face recognition is divided into two 

groups that are, the first group is for recognized face image 

database and the second group is for unrecognized face 

image database.  

The recognized face image database is a database that is 

used to feed into the neural network as an input for training 

and testing procedures. For the unrecognized face image 

database it contains different face images since these images 

are used to represent the individuals that do not belong to the 

recognized face image database. These images will not be 

fed into the neural network for training.  

At the first stage, user is required to load his or her image 

and the loaded image will be classified either the image is 

face image or noise footage image. Every time the image is 

loaded by the user, it will compute the mean for the image. 

Once the mean value of the image is calculated, the mean 

value will be compared either the value is within or outside 

the boundary limit of noise image. The mean values of 

boundary limit for noise image is between 0.4 and 0.6. If the 

mean value is out of the range, the image will be considered 

as a face image. Consequently, the face recognition system is 

activated.  

Meanwhile, if the loaded image is a noise stock footage or 

unrecognized image, it will activate the password 

authentication automatically. This case can happen if the 

application is in real time and the system detected a fault on 

the camera which produced noise stock footage image. Once 

the password is activated, username and password are 

required and result of access granted or access denied will 

be displayed. 

 

 
Fig. 5 The Hierarchy of the GUI 

 

iii. Testing the GUI 

After completion the GUI will be tested to ensure that all 

of the elements that contain in the GUI operate based on the 

overall flowchart of the system as shown in Fig. 6. 

Initially during testing, the user needs to click ENTER 

button in the Main Window to enter the system. 

Subsequently, the Main Window will switch to Face 

Recognition Window and the GUI will start to operate when 

user load an image. If the loaded image is a face image it 

will send the image to the face recognition engine. The 

engine of the face recognition consists of face image 

database, PCA feature extractor and neural network as a 

classifier. The ‗Our Database‘ from Robotics Laboratory at 

Department of Computer Science & Information in National 

Cheng Kung University is used as the train and test images 

as well as the FEI face database which is taken from the 

Artificial Intelligence Laboratory of FEI in São Bernardo do 

Campo, São Paulo, Brazil is used as test images of 

unrecognized faces to the GUI system [14][15] .  

Once the face image is loaded, the face recognition engine 

will verify the face image either it is genuine or fraudulent 

image. If the face image matched and has been verified, a 

message of ‗Access Granted!‘ will pop-up which indicates 

the user is an authorized user. However, if the verification of 

the loaded face image failed, the GUI will allow the user to 

reload the face image and the system will redo all the 

verification for a maximum of three attempts. In the case if 

the user exceeds the attempted limit to load an image, a 

dialog box will pop-up and ask either the user needs to 

continue or not. If the user clicks YES he or she will be 

given a chance to access using the second access method 

which is inserting their username and password.  

However, if the loaded image is not a face image for 

example a noise stock footage image which is an image that 

occur due to any failure on the camera, the system will 

automatically switch from face recognition system to the 

password authentication system. 

At this stage, the user needs to insert his or her username 

and personal password. The username and password will 

then be sent into the password engine that consists of a 

detailed database such as username, password, name of the 

users and ID number of the users. Once the comparison of 

username and password entered by the user are verified 

which means that the username and password are matched 

and existed in the database, a same message as when the face 

recognition is verified will pop-up to indicate the user is an 

authorized user.  

At the same time the name of the user as well as his or her 

own ID number will be displayed on the same pop-up 

window. If the username and password entered cannot be 

verified, the GUI system will ask the user to re-enter the 

username and password for a maximum of three times. A 

message of ―MAXIMUM LOGIN ATTEMPT 

EXCEEDED‖ wills pop-up if the user exceeds the attempted 

limit. 
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Fig. 6 Flowchart of the GUI System 

III. FACE RECOGNITION  

The Face recognition process consists of preprocessing, 

feature extraction and face recognition using artificial 

intelligent.  Preprocessing is carried to eliminate the 

unwanted noise as well as equalized the intensity of the face 

images.  

A. Feature Extraction 

The optimum variation of eigenvectors or regard as 

features present in the dataset is obtained using Principle 

Component Analysis (PCA).  PCA is used to reduce the 

dimensionality of face as well selecting the features based on 

the highest eigenvalues. The information from the maximum 

variation is used to build the face images. The face image is 

also known as ―basic face‖ image or ―eigenfaces‖. The 

following steps show the process of performing PCA 

[16][17][18]: 

 

 i. The training sets of m images are represented by A1, 

A2… Am and each image, I(x, y) is converted to face 

vectors. For example, a set of sample image, A is 

represented by 64x64 matrix. 

 

                                         (1) 

where, 

Ai = Number of samples 

Km = Value of pixels 

 

ii. The calculation of the mean face vector, Ψ is 

expressed as in equation (2) :  

 

                                              (2)  

where, m = Maximum number of samples  

 

iii. Each input face image is normalized by 

subtracting from each mean face which gives the 

difference image, Φ that is, 

 

                                                    (3) 

 
where,   and   

 

                                         (4) 

where,   is the mean –subtracted matrix vector in size 

of   . 

iv. The computation of the eigenvectors is from the 

Covariance Matrix that is,  

 

                             (5) 

where, T =Transpose matrix.  

 

v. The eigenvalues of   that is  are used to reduce 

the dimension by selecting  kth highest eigenvalues,    

for dimensionality reduction, as in equation below, 

 

                                             (6) 

where,   

   

vi. The eigenvector,
 

  that corresponds to the 

largest eigenvalue is also known as eigenface. This 

following expression can be determined from the value 

of covariance, eigenvectors , and eigenvalues 

 

                                                (7) 

vii. Then, the eigenfaces from global feature can be 

obtained by equation below: 

 

                                     (8) 
 

However, the steps from iv till vi can be computed 

using PRINCOMP function in MATLAB. The value of 

eigenvectors and eigenvalues can be evaluated 

automatically by using this function. 

B. Neural Network for classification 

Artificial Neural Networks (ANNs) is one of the 

popular approaches in computational models that are 

inspired from the process of biological neurons in the 

brain and has been used in pattern recognition and 

computer vision [19].  

Multi-Layer Perceptron (MLP) consists of multiple 

layers and normally the network consists of three layers. 

First layer is called input layer, middle layer as hidden 

layer and the output layer. The hidden computation units 

are determined as hidden neurons. When there is indirect 

input to output layer, the hidden layer is in zero 

computation. Fig. 7 shows the input hidden layer weight 

where the input layer neurons are connected to hidden 

layer neurons. Output-hidden layer weight refers to the 

hidden layer neurons and corresponding weight in MLP 

[19]. Fig. 8 shows the MLP Activation Function 

(TANSIG). This function is used in hidden layer as well 

as in output layer to solve for the input and output values. 
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Fig. 7 Architecture of MLP neural network 

 
Fig. 8 Tansig activation function 

 

Thus, the MLP can be applied using the following 

equations [20][21]: 

 

i. The equation for MLP Activation Function 

(TANSIG) is defined as, 

 

                                (9) 

where, c=1 and n=output value 

 

ii. The value from the input hidden layer can be 

obtained from, 

 

   (10) 

where, 

WIi = Weight of input layer 

WIo  = Weight of output layer 

 

iii. The value from the output hidden layer is determined 

from,     

        (11) 

where, 

bH     = Bias of hidden nodes layer 

WHo = Weight between hidden and output layer 

WHi  = Weight between input and hidden layer 

 Hi   = Hidden layer 

IV. RESULT AND DISCUSSION 

All of the results are mainly focused on the accessibility 

of the GUI to generate one window to another window after 

the information is delivered through the user mouse. Fig. 9 

shows the GUIs Main Window that consists of user manual 

and click button. Once the click button is pressed the 

window will switch to Face Recognition Window as shown 

in Fig.10. In Fig.10, two axes and one push button are 

provided. The first axes is for displaying the loaded face 

image chosen by the user and the second axes is to display 

the database face image that match with the loaded face 

image. This window will operate the face recognition engine 

once the LOAD IMAGE button is clicked by the user. 

 

 
Fig.9 Main Window (gui_frontpg) 

 

 
Fig.10 Face Recognition Window (face wind) 

 

The matching result for face recognition is shown in 

Fig.11. In this figure it indicates that the loaded image 

chosen by the user is matched with the image in the database 

and subsequently a message of ―Access Granted‖ pop-up to 

allow user to access the security system. 

 

 
Fig.11 Recognized Face Image 

 

Fig.12 shows a pop-up message of ―Access Denied‖ as 

the loaded image chosen by the user is not matched. The 

user will be given three attempts if the result is not matched. 

However if the user limit is achieved, dialog error message 

as shown in Fig.13 will pop-up in order to determine either 

the user intend to continue or not. 
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Fig. 12 Unrecognized Face Image 

  
Fig.13 User exceed the loaded image attempts 

 

Fig.14 shows a noise stock footage image loaded by the 

user for the sake of experiment. This is an indication if there 

are any faults detected on a camera thus the password 

authentication will automatically activate. 
 

 
Fig.14 Noise Stock Footage Image 

 

Fig. 15 which is Password Window will only activate 

once the user click the button ―YES‖ on the dialog warning 

box in Fig.13 and case as in Fig.14 occurred.  In Fig. 16, 

―Access Granted‖ message pop-up if the username and 

password entered by the user is matched as in the database. 
 

 
Fig.15 Password Authentication (gui_pass) 

 

 
Fig.16 Valid Username and Password 

 

Fig.17 shows when ―Access Denied‖ message pop-up. In 

this case, it shows that the username or password or both 

username and password are incorrect or not matched with 

the database. Hence, the user will be given up to three times 

to try and if the user exceeded the allowable attempt, the 

user will not be permitted to enter his or her username and 

password again. A warning message as shown in Fig.18 will 

pop-up to inform the user has exceeded the user limit 

provided. 
 

 
Fig. 17 Invalid Username or Password 

 

 
Fig.18 User exceed the login attempts 

V. CONCLUSION 

The functionality of the designed GUI security system has 

been tested and verified. The system is able to successfully 

control human access into a building or any space area if the 

face image is recognized. Also, it is more effective when 

combined with the password authentication as a backup in 

case if there is any image error detected in the system. 

The GUI security system can be implemented on real time 

by integrating it with a camera via interfacing that can 

automatically capture the face image. Besides that the 

password authentication in this system can be expanded to a 

bigger database system such as Oracle Database. Thus, the 
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data from the password authentication can be recorded and it 

can be used in future if there is any issue regarding the 

security. To achieve a highly secured and more practical 

security system, the recognition accuracy for the face image 

can be improved using other feature extraction techniques 

such as Linear Discriminant Analysis or others. Other 

possibility for future improvement is to consider accessing 

this system via latest technology gadgets. 
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