
 

 

 

Abstract---Our world today is driven by technological 

innovations that have taken over all aspect of human endeavours and 

making life and task easier to accomplish within a space of time. The 

improvements that technology has brought and is still bringing to our 

society cannot be overemphasized. This improvement is still a 

continuous process as divers technologies are emerging on daily 

basis, at low cost and in portable forms, making it accessible and 

affordable for different class of the human race. Internet of Things 

(IoT) is a fast emerging technology with the promises of significant 

benefits to individuals, homes, companies, institutions and the whole 

world at large. The technology behind IoT is driven by various 

technological force such as smart devices, wireless network, 

pervasive connectivity and so on. It is indeed as promising 

technology, but as promising as this technology is there are 

associated challenges. This paper looks at some of the benefits 

attached to Internet of Things especially in educational sector and 

also considers the challenges and security issue. 
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I. INTRODUCTION - HISTORICAL BACKGROUND OF IOT 

NTERNET of Things (IoT) also known as the Internet of 

Objects is a foundation for connecting things, sensors, 

actuators, and other smart technologies, thus enabling 

person-to-object and object-to-object communications.[1]. IoT 

is an integrated part of the future internet and could be defined 

as a dynamic global network infrastructure with self 

configuring capability based on standard and interoperable 

communication protocols where physical and virtual ‗things‘ 

have identities, physical attributes, virtual personalities, use 

intelligent interfaces and are seamlessly integrated into 

information network.[2] Based on the traditional information 

carriers including the telecommunication network, IoT is a 

network that interconnects ordinary physical objects with the 

identifiable addresses that provides intelligent services.[3] It is 

the next revolution after the great hit of the internet that 

brought a new dimension into the world of Information and 

Communication Technologies (ICTs).  According to the Cisco 

Internet Business Solutions Group (IBSG), IoT is simply the  
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point in time when more ―things or objects‖ were connected to 

the Internet than people; i.e. from anytime, anyplace uniquely 

identifiable objects or "things" with a digital presence can be 

connected for anyone on any network.[4][5] These 

connections will multiply and create an entirely new dynamic 

network of networks at any point in time.[5] There are two 

main categories of objects: identified objects and connected 

devices. The objects or devices can be connected to one 

another to create a digital ecosystem as well as be connected to 

the Internet. (See Figure 1) [6] 

    The idea of connecting home appliances to the internet 

(Internet of Things) was popularized and seen as the next big 

thing in the late 1990s and the early 2000s.[7] The term 

Internet of Things (IoT) was first coined by Kevin Ashton, the 

executive director of the Auto-ID Center as the title of a 

presentation he made at Procter & Gamble (P&G) in 

1999. The presentation was to link the idea of Radio 

Frequency Identification (RFID) in P&G's supply chain to the 

then-red-hot topic of the Internet in order to get executive 

attention at that time.[8]  

    Kevin‘s idea proposed computer that knows everything 

there was to know about things—using data gathered without 

any help from human such that it will be able to track, count 

everything, and greatly reduce waste, loss and cost. It will 

assist human in knowing when things needed replacing, 

repairing or recalling, and whether they were fresh or past their 

best with ease. This according to Kevin is empowering 

computers with their own means of gathering information, so 

that they can see, hear and smell the world for themselves, in 

all its random using RFID and sensor technology.[9] 

 

 
Fig. 1 Digital Ecosystem [6] 

 

In the same year, Neil Gershenfeld spoke about similar 

things from the MIT Media Lab in his book ―When Things 

Start to Think‖ and when establishing the Center for Bits and 
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Atoms in 2001 stating that ―in retrospect it looks like the 

rapid growth of the World Wide Web may have been just the 

trigger charge that is now setting off the real explosion, as 

things start to use the Net.‖ In the year 2000 LG announced 

its first Internet refrigerator plans in order to start off the IoT 

meme. Another attempt came in 2002 when David Rose and 

a host of others at the MIT Media Lab released the Ambient 

Orb which New York Times magazine tagged the ‗Ideas of 

the Year‘. The Orb monitored the Dow Jones, personal 

portfolios, weather and other data sources and changes its 

color based on the dynamic parameters. In 2003, the term is 

mentioned in main-stream publications like The Guardian, 

Scientific American and the Boston Globe to mention a few, 

and the Internet of Things term starts to appear in book titles 

for the first time. Also, projects like Cooltown, Internet0 and 

the Disapearing Computer Initiative seek to implement some 

of the ideas.  RFID is deployed on a massive scale by the US 

Department of Defense in their Savi program and Walmart in 

the commercial world.[8] 

    In 2005, the IoT hit another level when the UN's 

International Telecommunication Union ( ITU) published its 

first report on the topic, ‗A new dimension has been added to 

the world of information and communication technologies 

(ICTs): from anytime, anyplace connectivity for anyone, we 

will now have connectivity for anything. Connections will 

multiply and create an entirely new dynamic network of 

networks – an Internet of Things‘.[5] Previous to this time, 

the Nabaztag, now a part of Aldebaran Robotics, was 

originally manufactured by the company Violet and created 

by Rafi Haladjian and Olivier Mevel. The little WiFi-

enabled rabbit was able to alert and communicate 

about stock market reports, news headlines, alarm clock, 

RSS-Feeds, etc as well as connect to other Wifi-enabled 

rabbits. The statement was "if rabbits can be connected, then 

anything can be connected"[8][10] 

    In 2006 IoT was recognized by the European Union (EU), 

and the First European IoT conference was held in March, 

2008. In 2008, a group of companies launched the Internet 

Protocol for Smart Objects (IPSO) Alliance to promote the use 

of Internet Protocol (IP) in networks of "smart objects" and to 

enable the Internet of Things. The IPSO alliance now have 

over 50 member companies, including Bosch, Cisco, Ericsson, 

Intel, SAP, Sun, Google and Fujitsu.[8][11]  In the same year, 

the Federal Communications Commission (FCC) voted 5-0 to 

approve opening the use of the ‗white space spectrum‘ –

frequencies allocated to international broadcasting service. 

Cisco Internet Business Solutions (IBSG)  cited the growth of 

smart phones, tablet PCs, reporting that the number of devices 

connected to the Internet was brought to 12.5 billion in 2010 

while the world‘s human population increased to 6.8 billion, 

making the number of connected devices per person more than 

1 (1.84 to be exact) for the first time in history. This was done 

in order to justify the statement that, ―the Internet of Things 

was born in between 2008 and 2009 at the point in time when 

more ―things or objects‖ were connected to the Internet than 

people.‖ The U.S. National Intelligence Council listed the IoT 

as one of the 6 ‗Disruptive Civil Technologies‘ with potential 

impacts on US interests out to 2025.[12]  

    In 2011, IPV6 -the new protocol that allows 

for 2128 (approximately 340 undercillion or 340, 282, 366, 

920, 938, 463, 463, 374, 607, 431, 768, 211,456) addresses 

was publicly launched. Steven Leibson, the Marketing 

Director, Corporate Strategic Planning at Xilinx declared that 

―we could assign an IPV6 address to every atom on the surface 

of the earth, and still have enough addresses left to do another 

100+ earths.‖ CISCO, IBM, and Ericsson produced large 

educational and marketing initiatives on IoT;  Arduino and 

other hardware platforms mature and make the IoT accessible. 

Also, the term ‗Internet of Things‘ was added to the 2011 

annual Gartner Hype Cycle that tracks technology life-cycles 

from "technology trigger" to "plateau of productivity". The 

Hype Cycle hit its "Peak of Inflated Expectations" in 2014. 

(See Figure 2) The Internet of Things‘ Global Standards 

Initiative (IoT-GSI) which promotes a unified approach for 

development of technical standards enabling the Internet of 

Things on a global scale was created. Figure 3 presents a chart 

showing the Google trends of growing interest in Internet of 

Things.[8] 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Fig. 3 Interest in IoT over time through Worldwide Web Search from 

2004 till date [13] 

 

 

 

 

 

 

    A decade after inception, IoT has fully permeated human 

existence in the same vein as the internet. The Internet of 

Things has the potential to change the world, just as the  

 
      Fig. 2 Gartner Hype Cycle‘s Peak of Inflated Expectation [8] 
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Internet did. Without any doubt, the Internet is one of the 

most important and powerful creations in all of human history; 

considering its impact on education, communication, business, 

science, government, and humanity in generally. IoT 

represents the next evolution of the Internet, taking a huge leap 

in its ability to gather, analyze, and distribute data that we can 

turn into information, knowledge, and, ultimately, wisdom.[4] 

 This article presents the overview of ‗Internet of Things‘. 

The remaining part of the article is arranged as follows: 

Section 2 presents the features of IoT, Section 3 addresses the 

issue of technology and platform of IoT, Section 4 describe 

describes how pervasive IoT has become, Section 5 highlights 

the benefits and challenges while Section 6 gives the 

conclusion. 

II .CHARACTERISTICS OF IOT 

IoT has three important characteristics: Instrumented objects; 

interconnected terminals and intelligent services. (See Figure 

4) Ordinary objects are instrumented such that cups, tables, 

screws, foods and automobile tires can be individually 

addressed by means of embedded chip, RFID, bar code and so 

on. The instrumented physical objects are interconnected as 

autonomic network terminals. In such an extensively 

interconnected network, letting every object participate in the 

service flow to make the pervasive service intelligent. [3]  

Based on the IT‘s definition of IoT, it can be said that IoT 

allows people and to be connected Anytime, Anyplace with 

Anything and Anyone ideally using Any network and Any 

Service (6A) which IoT is a sophisticated comprehensive 

inter-disciplinary technology addressing key elements such as 

Convergence, Content, Collections (Repositories), Computing, 

Communication and Connectivity (6C) in the context of 

IoT.[5]  Figure 5 presents the interconnection of these key 

elements in relation to IoT.  

 

 
Fig. 4 A new dimension of Information and Communication 

Technologies (ICTs) [5] 

 

 

   
 

Fig. 5 Interconnection of IoT‘s Key Elements [14] 
 

    On another hand, Carlos Elena-Lenz‘s school of thought 

highlighted Intelligence, Connectivity, Sensing, Expressing, 

Energy and Safety as key to making products inherently IoT.  

Each characteristic encompasses a set of capabilities that can 

be dialed up or down depending on tradeoffs and decisions 

made in the design. Adding algorithms and compute (software 

and hardware) together creates intelligence sparks that makes 

product smart.  Connectivity enables network accessibility and 

compatibility. Accessibility is getting on a network while 

compatibility provides the common ability to consume and 

produce data. Sensing technologies provide the means to 

create experiences that reflect a true awareness of the physical 

world and the people in it. Expressing provides means of 

creating products that interact intelligently with the real world 

and the people in it. Energy is considered as a major 

characteristic of IoT. Energy harvesting, power efficiency, and 

charging infrastructures are necessary parts of a power 

intelligent ecosystem. Finally, safety is of utmost importance if 

efficiencies, novel experiences, and other IoT‘s benefits are to 

remain useful. Securing the endpoints, the networks, and the 

data moving across all of it means creating a security paradigm 

that will scale.[15] 

III. TECHNOLOGY AND PLATFORM OF IOT 

IoT device that can suitably fit into the IoT network 

comprise four features: ability to collect and transmit data; 

actuate devices based on triggers; receive information; and 

assist in communication. Thus, the main components of IoT 

device include main control units, the sensors, the 

communication modules and the power sources.[16]  
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In the IoT world devices utilize microcontroller as the main 

control unit responsible for the above-mentioned functions. 

Microcontroller is a single integrated chip that contains a 

processor core, memory, and programmable I/O peripherals. 

Sensor is the edge of the electronics ecosystem that allows the 

physical world to interact with the computers. It plays an 

important role in bridging the gap between the physical world 

and the virtual one; allowing for a richer array of data on the 

Internet, in addition to available data from keyboard and 

mouse inputs.[7][17]  A sensor can measure a physical quality 

and converts it into a signal that can be read by an instrument 

or an observer. In IoT, the ability to detect changes in the 

physical status of things is very essential for recording changes 

in the environment. Sensor collects data from the environment, 

such as vibrations, temperature, and pressure, among others, 

and converts them into data that can be processed and 

analyzed; allowing the IoT to record any changes in the 

environment or an object.[5][7] 

The electric power is the result of the potential difference 

(voltage) between two points and the electric current flowing 

through a circuit. Every electronic device needs electric power 

to properly function. In small devices the current is usually 

produced by sources such as batteries, thermocouples and 

solar cells. The communication modules are responsible for 

connectivity of IoT‘s platform based on wireless or wired 

communication protocol they are designed for. In order for 

things –objects- to communicate with one another and the 

internet, there is need to integrate a wireless (Wi-Fi, Bluetooth 

or ZigBee) or wired (Ethernet) communication system. The 

communication technologies include the Radio Frequency 

Identification (RFID) used in the identification and tracking of 

objects; Bluetooth used in connection of two small devices 

with each other; ZigBee for creation of automatic peer 

networks; Wi-Fi RF Links; and the Cellular Networks.[16] 

    From 1999 till date, a whole range of IoT platforms 

(Pachube, Thingspeak, etc), standards (6LoWPAN, Dash7, 

etc) hardware and software (Contiki, TinyOS, etc) have been 

developed.[8]. The most widely used platforms specified for 

managing sensor data include but are not limited to Pachube, 

Nimbits, ThingSpeak, iDi, SensorCloud, Sen.Se, Exosite, 

EVRYTHNG, Paraimpu, and Manybots.[16] Nimbits is a 

development platform and database server for processing and 

controlling sensors over a distributed cloud.[ 

http://www.nimbits.com/index.jsp]  A ThingSpeak App is a 

service offered by ThingSpeak that runs in the cloud to help in 

building connected projects and release connected products for 

the Internet of Things. [https://thingspeak.com/] 

IV. PERVASIVENESS OF IOT 

The emerging technology of IoT is pervasive in nature as it 

is fast diffusing into the technological world it is widely 

acceptable as it has its associated benefits. Despite this, in 

some society it is unwelcomed as it is seen as major threat that 

is coming to take over the existence of some human 

functionality hence introducing unemployment, human 

replacement with machine 

V. BENEFITS AND CHALLENGES OF IOT 

The incorporation of IoT to our lives, systems and daily 

activities has quite a number of benefits attached as well as 

challenges.  Different sectors such as health, finance, 

education, security and so on have their share of the benefits of 

this emerging technology.  

The incorporation of IoT into the health sector could 

evidently be really beneficial for both an individual and a 

society. Hospitals can monitor patients from any location for 

signals that require urgent attention. Individuals can also have 

a constant checkup that prevents undesired eventualities. 

Patients get necessary and needed information various organs 

to the body, how best to protect and hygienically handle them; 

this improves personal hygiene in everyone. 

Security System: adoption of IoT helps improve security of 

lives (personal safety) at home, schools, offices and 

everywhere, also security of essential items in companies, 

offices and so on. Homes and other properties such as cars can 

be monitored from anywhere the owner is. Even kids at 

schools can be monitored by parents at work or anywhere. 

Vehicular movements can be tracked and in case of a crash or 

accidents, emergency calls are made to rescue the situation. 

Also in financial institutions, banks can have their strong 

rooms or bullion vans secured with IoT. 

In Business the adoption of IoT will surely improve interest 

rate, consumers of a product can be monitored easily, hence 

the visibility of constant supply. It can also be useful in 

following assest and inventory control. 

The following are the benefits of introducing IoT to the 

educational sector: 

1)  Easy Collection of Data and its Analysis for Research 

Purpose 

Data are always gathered, tagged and analyzed based on 

information associated with them; this is done in order to get 

new findings or development about the objects in question. 

With the introduction of IoT, this process becomes easier. 

Once the students set up the process (tagging the item, 

associating certain data and commends to feed that data to 

other servers for analysis), they can sit back, collect the data 

and run it through various programs for their research. Having 

to go out to the physical object all the time to collect data on 

different conditions will be a thing of the past. The students 

will have 24 hour data collection, which will make their 

research more accurate. [18] 

2)  Improvement of Learning Skills 

Introduction of IoT to education improves the skills for 

learning new things especially. Objects can be touched and 

information about it be displayed for the students to study. 

Each object will have a RFID tag attached and when this is 

placed in front of a RFID reader all the available information 

about the object will be presented to the student. This can even 

be used by student willing to learn vocabulary of a foreign 

language [18]. 

3)  Enhanced Mobile  

Learning: with the IoT learning can be done anywhere, 

everywhere. There will be availability of more educational 
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tools. Content can be shared easily amongst student and with 

teachers. 

4)  Efficiency and Accuracy 

The IoT will reduce error or mistake that are easily 

committed via minor process, it reduces the risk of 

impersonation to a reasonable extent as most things that are 

done manually can be efficiently handled by this technology, 

e.g. manual taking of attendance, information sharing and so 

on. 

5)  Distance Learning  

The introduction of IoT into education will encourage or 

enhance distant learning. Experts in a field that are uneasy to 

come by become accessible through this means. Students that 

are home bound either for health reasons, ethnic or religious 

reasons can fully participate in a classroom activity while away 

from school [19]. 

6)  Enhanced Assistant for Special Students 

 learning becomes easier for special students that need 

support or help to learn. According to [19] [20] IoT will 

provide minorities and disabled learners access to high-quality 

learning and peer-to-peer interaction, also student to teacher 

interaction which will improve their opportunities for greater 

success. 

In the nearest future, education will be more user friendly 

when IoT is introduce to the sector. [20] reviewed and 

predicted that classroom will be at everyone‘s convenience; 

there will be sharp contrast between what is obtainable now 

and what to be expected. Table 1 below show the difference 

between the current classroom practice and what to expect in 

the nearest future  

A) Challenges of IoT 

Building on the benefits of IoT has challenges attached to it, 

discussed next are the disadvantages associated with the 

introduction of IoT into our daily lives, economy, health 

system, education system and so on. All the disadvantages can 

be steamed into three broad categories which are: privacy, too 

much reliance on technology, and loss of job. 
 

TABLE I.I  

CHANGES IN EDUCATION THROUGH IOT. ADOPTED FROM [20] 
CURRENT PRACTICE NEAREST FUTURE WITH IoT 

Physical attendance with 

teachers  

Scale teachers and best quality of 

instruction-any device. anywhere  

One-time instruction in one 

location  

Scale content recordable and replicable 

instruction, any time, any venue  

Static, linear content with low 

control  

Learn at your own pace, focus on 

relevant content only, richer, interactive 

content  

Costly instructional resources, 

"one size fits all'  

Access to crowd-sourced content, ability 

to customize curriculum  

Ad hoc decision making  Data-driven decision  

 

1) Privacy: Regardless of the security measures put in place 

to make IoT secured, there is the possibility of hackers 

breaking into the system and stealing data. Individuals or 

companies could misuse the information that they are given 

access to. Also, if all of our information is stored on the 

internet, people could hack into it, finding out everything 

about individuals lives [21] [22]. As the Internet of Things 

spreads widely, cyber-attacks are likely to become an 

increasingly physical (rather than simply virtual) threat [7]. 
 

2) Over-Reliance on Technology: According to [21], the 

more we entrust and the more dependent we are on the 

Internet could lead to a potentially catastrophic event if it 

crashes. When there is collapse somewhere in the system a 

whole business may collapse as well. 
 

3) Loss of Job:  The constant use and reliance on technology 

will result into loss of job [21].  
 

4) Widespread of Malware: The interconnection of devices 

could make it much easier for malware to spread throughout a 

home‘s integrated system, with results ranging from complete 

corruption to minor inconveniences [22]. 
 

5) Intrusion: With this development, intrusion is inevitable 

as appliances that are connected to manufactures are 

susceptible to unwanted messages from different related 

manufactures or business owners [22]. 

B) Security Issues of IoT 

As a matter of reality IoT offers better opportunities and 

connections that are really endless and cannot all be discussed. 

Meanwhile, as the Internet of Things spreads widely, cyber-

attacks are likely to become an increasingly physical threat [7]. 

Data sharing, intrusion and breach of privacy becomes highly 

inevitable, hence, the need to address security issues.  A strong 

security solution needs to be considered and put in place to 

protect the users. Standards need to be set to address the 

privacy and all security issues, in order to make IoT secured to 

a reasonable extent. The standards must be set to provide 

confidentiality, integrity, and privacy. Therefore, the system 

must be resilient to attack, access to systems or devices must 

be controlled, data authentication ensured and other measures 

VI. CONCLUSION 

   The Internet of Things (IoT) is a technological revolution 

that represents the future of computing and communications, 

and its development depends on dynamic technical innovation 

in a number of important fields, from wireless sensors to 

nanotechnology. It is the concept in which the virtual world of 

information technology connected to the real world of things. 

The technologies of IoT such as RFID and Sensor that 

introduce intelligence into objects has made human world 

better and more comfortable.  
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