
  
Abstract—RFID is increasingly being utilized to identify the 

particular form of intensified genuineness. Currently, most of the 
people in the developing countries are using paper-based personal 
identification cards. Person’s identification is crucially significant in 
many applications, the hike in credit card fraud and identity theft in 
recent years. Individual passwords, pin identification or even token 
based arrangement all have deficiencies. The proposed system aims 
to solve the unauthorized id-card creation and unauthentic card 
holder reading. The system consists of three main modules: card 
registration module, card creation or generation module and card 
verification module. The card registration module makes the storing 
process of the incoming users’ profile together with eye image. Then 
this module also performs the extraction of the iris code using 
statistical feature extraction. The card creation module issues the 
RFID card for each user. The card verification module verifies the 
individual card holder. The main goals of the proposed system are to 
give genuine card creation and authentic card holder reading. The 
system uses the RFID technique and ECC digital signature to 
overcome the personal identity card forgery. Then the system 
performs a new approach of iris feature extraction for knowing 
whether the card holder is authentic card holder or pretender. Based 
on the experimental and theoretical results, better suited new 
solutions that overcome relevant privacy needs will be proposed. 
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I. INTRODUCTION 
ODAY, modernizations in manufacturing technology and 
successful data-processing techniques are encouraging 

explosive growth of the benefits of popular adoption of radio 
frequency identification system. Technology has been used for 
decades, the new era of the 21st century noticed the start of the 
new era in the evolvement and consume of RFID.RFID 
systems are short-term, radio wave having a long wavelength, 
low bit-rate wireless networks. Since the RFID system’s 
parentages are in the late 1940s, the little amount of data over 
relatively short distances can be exchanged and more recently 
ISO and EPC standards have been developed. RFID is 
gradually lengthened expectations without creating a credible 
verification number, will be used to improve the reliability of 
individual forms of identification.  

The main goals of the proposed system are to develop with 
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two phases: card validation and person authentication. To 
achieve the goals of the proposed system, there is able to 
validate either the card is valid or is driven from authenticated 
party by applying RFID techniques and ECC digital 
signatures. On the person authentication, there is whether the 
card holder is authentic person or pretender by extracting the 
iris code with a new approach of statistical feature extraction. 
The proposed system implements one new way of the iris 
feature extraction for identifying the card holder. Moreover, 
the system gives fairness property because there is no human 
error or interruption.  

II. RELATED WORK 
Nowadays, advanced digitized systems are being used by 

many people who want to access immediately the acquired 
information about their applications and needs due to the rapid 
accessible of the technology.  

The author in [1] reported an algorithm that performs the 
iris texture analysis and feature extraction for biometric pattern 
recognition. The system outlines the feature extraction 
algorithm to detect “IRIS Effective Region (IER)” and then 
extract features from “IRIS Effective Region (IER)” that are 
numerical characterization of the underlying biometrics. The 
system first takes the user’s iris by standing in front of the iris 
identification system, generally between one and three feet 
away, while a wide angle camera calculates the position of the 
eye. The resulted iris image is converted from RGB value to 
Gray value. The iris edge detection techniques used in the 
system are Horizon and Vertical Planar Kernel Edge Detection 
techniques. Now using algorithm “IRIS Effective Region 
Extraction and Pattern Generation” Iris Effective Region is 
extracted. 

The author in [2] implemented a system that a smart hospital 
using RFID technologies. RFID is a rapid development and 
also healthcare is predicted to be one of its main growth areas. 
This paper discusses how the revealing technology can be 
utilized to build a smart hospital and how to use an assets 
tracking application called the RFID locator, to increase the 
quality of the hospital services. Really, by the combination in 
mobile devices in eHealth applications, RFID supports 
optimizing business process in healthcare and improve patient 
safely. 

In 2012, the author in [3] proposed a system that checking 
student’s attendance is one of the most important issues for 
universities because many universities evaluate student’s 
attendance and while giving the final grade, professors 
consider their total number of appearances on classes during 
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the whole semester. This brings to the idea of having some tool 
to control students’ attendance. After thinking all these issues, 
authors of the following research paper decided to create a 
system that makes easier to check students’ attendance 
automatically. The system is based on RFID technology. Each 
card has a unique ID, precluding the duplication of a card. 
This means no class time will be wasted. 

III. RESEARCH METHODS 
This section talks about some basic working principles, 

advantages and disadvantages of RFID techniques when 
applying in the application area. Next this section also debates 
the ECC digital signature algorithm for achieving the 
authentication and non-repudiation services in the proposed 
system. Finally, this section discusses in detail the iris 
recognition using statistical iris feature extraction. 

A. Working Principles of RFID 
Radio frequency identification (RFID) is rooted in 

discoveries made by Faraday during the mid-nineteenth 
century and discoveries made between 1900 and 1940 in radio 
and radar technologies. 

There are so many types of RFID tags in existence, and 
although the proposed system uses the passive RFID tags. 
Active tags have an onboard power supply, active receiver, 
and distinct active transmitter and may talk with each other 
and form a network. Active tags are very similar to a sensor 
network. Passive tags are the cheapest of the other tags but 
have the least capability. Passive tags are commonly used to 
track items functioning as a wireless barcode.  

Semi passive tags are more expensive than passive tags, but 
cheaper than active tags, with capabilities falling in the middle 
as well. Active tags are the most expensive, but offer the 
greatest capabilities. There are differences between tags, which 
operate close to the interrogator based on the wavelength of 
the frequency being used.  

The waveform for encoding a bit is as either 0 or 1. “Zero” 
or “0” bit is represented by a 50% duty cycle clock with a 
falling edge in the middle of the bit window. The edge must be 
within 12.5% of the total period which means 6.75% of the 
period before or after the expected transition. A 1 is similar 
except with a rising edge [4]. 

The user describes the waveform features of the encoding 
scheme such as edge transitions, level detection, pulse width 
detection, etc., from a physical layer specification. The user 
can then combine one or more wave features to represent bits 
or groups of bits.  

The physical layer synthesis tool then automatically 
generates hardware blocks for encoding and decoding the 
signal in VHDL. These VHDL descriptions are created from 
the combination of predefined parameterized hardware 
libraries and automatically generated hardware blocks for 
detecting and generating the waveform features in the 
encoding. The processing flow of RFID data encoder and 
decoder is shown in Fig. 1. 

 

 
 

Fig.1. Generation Flow for RFID Data Encoder/ Decoder [5] 
 

The RFID communication system consists of a transponder 
or tag and an interrogator or reader. Communication from the 
RFID interrogator (reader) is accomplished by transmitting the 
primitive to the RFID tag using a standard air interface. The 
tag responds by changing the current state and transmitting a 
designated response message to the interrogator.  

To simplify the user interaction, the RFID parser generates a 
template for the behavior indicating where the user must 
specify such custom behavior. Any C language constructs can 
be added by the user to check the values of the fields of the 
incoming primitive and to specify the values of the fields of 
the response. The prototypes of the SDK (Software 
Development Kit) reader and RFID card used in the proposed 
system are shown in Fig. 2. 

 

 
Fig.2. SDK Reader and RFID card 

 

B. ECC Digital Signature 
Digital signatures are used in message transmission to verify 

the identity of the sender and to ensure that a message has not 
been modified after signing. They are essential for verifying 
the authenticity of a message. Digital signature may be used to 
detect whether or not the information was modified after it was 
signed (i.e; to detect the integrity of the signed data). The 
services of digital signature are data integrity, data origin 
authentication and non-repudiation. 

All tables and figures you insert in your document are only 
to help you gauge the size of your paper, for the convenience 
of the referees, and to make it easy for you to distribute 
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preprints.  
Elliptic Curve Cryptography (ECC) is a public-key 

cryptosystem. Asymmetric cryptosystem has public key used 
for encryption/ signature verification and private key used for 
decryption/ signature generation. RSA has exponentiation. 
ECC has point multiplication (addition of two points). 

The application areas of ECC are: 
• Wireless communication devices 
• Smart Cards 
• Web servers that need to handle many encryption 

sessions 
Any application where need to handle many encryption 

sessions power, storage and computational power that is 
necessary for the current cryptosystems. 

The benefits of ECC digital signature are:  
• smaller key sizes 
• faster computations 
• less storage space 
• processing power 
• bandwidth savings 
• power consumption 
The ECDSA (EC Digital Signature Algorithm) has three 

steps. These are generation of private and public key pairs, 
signature generation and signature verification. 

The algorithm for key generation is as follows: 
(i) Select Random integer d [1, n-1] 
(ii) Q = d.G 
The first is the private key and the second is the public key 

for the ECC key generation algorithm. 
Then the signature generation algorithm is: 
(i) Select Random integer k [1, n-1] 
(ii) k.G = (x1, y1) 
(iii) r = x1 mod n  
(iv) s = k-1 { h(m) + dr} mod n 
(v) (r,s) 
The final step is the signature verification algorithm. The 

algorithm is as follows; 
(i) Check (r,s) 
(ii) w = s-1 mod n 
(iii) u1 = h(m) w mod n 
    u2 = r w mod n 
(iv) u1 G + u2 Q = X (x,y) 
(v)  v = x mod n 
(vi) if v = r, accept the signature and gives authentication 
(vii) otherwise, reject the signature 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 

Fig.3. Processing Steps of ECC Digital Signature 
 

The processing steps of the ECC digital signature are 
depicted in Fig.3. 

C.  Iris Feature Extraction for Proposed System 
Iris recognition has been an active research area for the last 

few years due to its high accuracy and the encouragement of 
both the government and private entities to replace traditional 
security systems, which suffer noticeable margin of error. 
However, early research was obstructed by the lack of iris 
images. Now several free databases exit on the internet for 
testing usage. A well known database is the CASIA Iris Image 
Database (version 1.0 and version 3.0) provided by the 
Chinese Academy of Sciences. The proposed system uses the 
CASIA iris database version 3.0. The CASIA Iris Image 
Database Version 3.0 includes 2655 iris images of size 
320*280 pixels from 396 eyes. The sample iris image from 
CASIA iris image database is illustrated in Fig.4. 

 
Fig. 4 Iris Image Acquisition 

 
Iris localization step involves in detecting edges using some 

edge detectors followed by boundary detection algorithms. 
The most common methods for localization are edge detectors, 
gradient operators, Laplacian operators, zero-crossing 
operators and sobel operator. The existing iris localization 
methods are Daugman’s method, Wildes method, Boles 
Method, Li Ma’s method and integro-differential operator 
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method. The proposed system uses the sobel operator. The 
sobel operator is one of the most commonly used edge 
detectors. In this operator, gradient is calculated in 3*3 
neighborhood pixels for the gradient calculations. The sobel 
operator is the magnitude of the gradient computed by the 
following equation: 

Mag = +  

Where Sx  and Sy are the first order partial derivatives in x 
and y direction respectively. if 3*3 neighborhood of pixel (i,j) 
is as follows: 

A1 A2 A31 

A4 [i,j] A5 

A6 A7 A8 

 
Then Sx and Sy are computed using the equations: 

Sx = (a3 +c a5 + a8 ) – (a1 + ca4 + a6) 
Sy = (a1 +c a2 + a3 ) – (a6 + ca7 + a8) , 
 where constant c = 2. The resulted iris localization of the 
proposed system is shown in Fig. 5. 
 

 
 

Fig. 5 Resulted Iris Localization 
 

Iris images of the same eye have different sizes due to the 
difference between camera and eye. Illumination has direct 
impact on pupil size and causes non-linear variations of iris 
patterns. The existing techniques for iris normalization are 
Daugman’s method, Wildes method, Boles’s method, Li Ma’s 
method and other methods. 

Features are extracted using the normalized iris image. The 
most discriminating information in an iris pattern must be 
extracted. Only the significant features of the iris must be 
encoded so that comparisons between templates can be made. 
The commonly used feature extraction methods are Gabor 
filter, Log Gabor filter, Zero crossings of 1D wavelets and 
Haar wavelet. The proposed system implements a new 
approach of the iris feature extraction using statistical feature 
extraction such as mean and median. The two feature vectors 
are calculated for all 10 sectors and combined to get a single 
feature vector FV of the features as: FV = [fvmean, fvmedian]. 
The feature vector of the user query is also constructed in the 
same way and compared with the feature vectors of the 
database for similarity and retrieval images. The statistical 
features are considered as a useful way for classification and 
retrieval of similar images. 

IV. OVERALL SYSTEM DESIGN 
There are three main modules in the proposed system. These 

are card registration, card creation and card verification. 
The first stage of the proposed system is card registration. In 

this stage, the system stores the individual’s profile and eye 
image. Then, the system extracts the iris code from the eye 
image and stores in the database (Microsoft Access 2007). The 
first stage of the proposed system is shown in Fig. 6. 

 

 

 
 

Fig. 6 Card Registration 
 

The second portion of the proposed system is card creation 
or generation. During card creation, the system digests the 
user’s profile using MD5. The system generates the digital 
signature using ECC for checking the card is whether or not 
driven from the authorized party. Then the resulted digested 
message, iris code and digital signature write on the RFID card 
with the help of reader. The flow of the card creation portion is 
illustrated in Fig. 7. 

 

 
\ 

Fig. 7 Card Creation or Generation Portion 
 

The final step of the proposed system is the card 
verification. The system performs the verification process 
whether the user is a real card holder or pretender by verifying 
the user’s information on the RFID card with in the database. 
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Fig.8 Card Verificatin Step of the Proposed System 

 
While implementing the proposed contactless personal 

identification system, the whole system is implemented with 
C#.Net Programming Language. 

V. EXPERIMENTAL RESULTS 
The proposed system consists of three main phases: card 

registration, card creation and card verification. The first is the 
card registration phase as shown in Fig.9. 

 

 
Fig. 9 Implementation of Card Registration Module 

 
The second phase is the card generation or creation phase as 

illustrated in Fig.10. 
 

 
Fig.10  Implementation of Card Creation or Generation Phase 

 
The final phase is the card validation phase as shown in 

Fig.11. 
 

 
Fig.11 Implementation Portion of Card Validation 

 
The database portion of the proposed system is shown in 

Fig. 12. 
 

 
Fig.12 View of Database in Proposed System 

 
The experiments indicated that this recognition method 

reached about zero point two second at speed and percentage 
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of ninety nine point forty five at precision. This recognition 
method is faster than existing method at speed. 

VI. COMPARISON WITH EXISTING SYSTEM 

Methods Recognition Rate (ms) 

Daugman 682.5 

Boles 170.3 

Li Ma 244.2 

Y. Wang 426.8 

Proposed 182.0 

VII. SPECIFICATION AND LIMITATIONS 
The proposed system has some preliminary data as input. 

First, the ECC digital signature must be assigned into the 
RFID card. Then the iris code must also be put into the RFID 
card. The proposed system also requires the hardware 
requirement. For hardware requirements, RFID card with 
1Kbyte of data (Mefair1K card) and RFID reader (SDK 
reader) are needed. 

VIII. CONCLUSION AND FURTHER EXTENSION 
The proposed system is to implement the digital personal 

identification system instead of using the paper-based personal 
identification system. When the person who holds the 
contactless id-card comes in, the first step is to check the card 
validation using RFID techniques and ECC digital signature. 
After passing this step, the next step is the person 
authentication by applying statistical feature extraction for iris 
recognition. The system mainly intends to prevent the card 
holder pretender and forging the personal identification card 
from the attacker. 

Based on our findings, we intend to go into the next phase 
of the proposed system which is to develop the national 
security for long range and national registration system. 
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