
 

 

  
Abstract—Today, increasing the number of businesses is relying 

on web to exchange confidential & sensitive information using 
hierarchical tree structure, both in internal & external level. The main 
problem with tree structured data is that it requires different integrity 
and confidentiality for different portion of same content. Integrity 
assurance technique not only applies integrity to received data by 
user, but also any compromise to data must be precisely determined. 
In proposed dissemination technique, it exploits various structural 
properties of an Extensible Markup Language (XML) in order to 
support access control, integrity and privacy requirements. The 
structural properties also contribute towards the efficiency and 
scalability of the dissemination framework. Our solution is based on 
the simple notion of Encrypted Post Order Numbers (EPON), which 
preserves the properties of Post Order Numbering (PON) and 
supports the integrity and confidentiality requirements of selected 
XML content portion. 
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I. INTRODUCTION 
HE web is becoming the main information dissemination 
means for many organizations [12]. Web documents may 
have a nested or hierarchical, inter-linked structure. XML 

is hierarchical organization of data [1] [2]. It requires different 
confidentiality and integrity for different portions of same 
document [15]. Data that a consumer is not authorized to 
access but belongs to complete data set is extraneous data. 
Flow of extraneous data to a consumer may leak information, 
even when data is encrypted.  

Therefore, data sharing among multiple parties require 
selective and secure dissemination data without any leakage of 
information. Also it is important that extraneous data can be 
removed from content before its delivery. Remove extraneous 
data is complicated when data is organized in hierarchical 
model. Efficiency and scalability must however be provided by 
assuring at the same time security of contents and privacy of 
the parties acquiring and disseminating contents [3]. It is 
useless to provide high-bandwidth content distribution systems 
if integrity of the disseminated contents is not as sure or the 
property of the contents not protected [11]. Such problems are 
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further complicated when dealing with contents encoded in 
XML, in that, because of the hierarchical organization of the 
content, different confidentiality and integrity requirements 
may exist for different portions of the same content [4] [14]. 
Thus need dissemination approach specifically tailored to 
XML that addresses the issues of security, privacy and 
scalability in a holistic manner [2]. The structural properties 
also contribute towards the efficiency and scalability of the 
dissemination framework. This solution is based on the simple 
notion of encrypted Post Order Numbering [1] and its 
properties. A key feature of this approach is that it directly 
takes into account access control policies, that is, policies 
specifying which entity can access which portion of the 
contents, so that contents is disseminated according to these 
policies.  

The resulting dissemination model is a multicast model for 
XML dissemination [13] that based, on the content structure 
and access control policies, builds an overlay topology. 
Moreover, this approach exploits the properties of Post Order 
Numbers towards integrity assurance. This technique allows 
consumers to verify the integrity of data they receive, and in 
the case in which data have been tampered with, allows the 
consumers to determine the affected portions of the data. 

II.   RELATED WORK 
Many of different design approaches are related to this 

topic. In this first area, Bertino and Ferrari approach 
supporting access control in both pull and push based 
distribution of data [3]. This approach is depending on 
encrypting different portion of the data with different keys & 
then distributing the keys to data consumers according to 
access control policies. Information pull is based on 
authorization. Consumer sends request to source for XML 
document. When consumer submits an access request then 
[15] access control system checks authorization of consumer. 
Based on this authorization, consumer is returned a view of the 
requested document that contains all and only those portions. 
When no authorizations are found, the access is denied. 
Information push approach is used for distributing documents 
to users which based on broadcast data to clients. Also in this 
case, different users may have privileges to see different, 
selected portions of the same document. Thus, different views 
of same document are sent to different consumer [5]. Example, 
the case of a newsletter sent once a week to all users. Different 
users have different privilege to see different, selected portion 
of same document, supporting an information push approach 
for generating different physical views of the same document 
and sending them to proper users. 
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The main problem with Information pull and Information 
push approach is number of views becomes large and such 
approach cannot be practically applied. Bertino [4] have also 
investigated the problem of integrity of XML data by using 
notion of Merkle Hash Tree. Merkle proposed a digital 
signature scheme based on a secure conventional encryption 
function over a hierarchy (tree) of document fragments. 
Merkle trees are binding (integrity-preserving) but not hiding 
(confidentiality-preserving) [12]. The use of commutative hash 
operations to compute the Merkle hash signature prevents 
leakage related to the ordering among the siblings. However it 
cannot prevent the leakage of signatures of a node and the 
structural relationships with its descendants or ancestors. 
Moreover, one way accumulation is very expensive in 
comparison to the one-way hash operation. The Merkle hash 
technique has been widely used in data authentication. 

 
Drawback of Merkle Hash Tree Technique, 
1. It is not scalable. 
2. It does not remove extraneous data from contents. 
3. It is binding (integrity) but not hiding (confidentiality). 
4. It vulnerable to inference attacks and data tampering 

attack. 
5. In Markle Hash Tree Technique, if content of node 

changes then reconstruct hash tree. 
 

Gladney and Lopspiech proposed solution for above 
problem which is based on Multilevel Encryption [3]. In 
multilevel encryption, different portions of same document are 
encrypted with different keys and same encrypted copy is 
broadcasted to all subjects. In the second area, several 
approaches have been proposed to address efficiency issues 
concerning publish-subscribe systems. [4], [5] most 
approaches use a spanning tree structure for event routing. In 
order to reduce the matching that has to be performed by 
brokers from the root to leaves, several optimization 
techniques have been proposed. But security issues in content 
based publish-subscribe systems have not been investigated. 
Work by Srivatsa & Liu focuses only on resiliency & by 
Prakash & Opyrchal, which however is very inefficient & is 
not exible with respect to access control policies. 

III.   BASIC CONCEPT 
    XML (Extensible Markup Language) [9] is a used as 
standard for document interchanges languages for the web. It 
is platform for application integration and management on the 
Internet. XML is used in critical areas such as government, 
finance, healthcare and law. XML document contain 
information of different sensitivity degrees that must be shared 
by possible large user communities.  
    Dissemination of XML content addresses the issues of 
security, privacy. Building blocks of XML documents are 
nested, tagged elements. Each tagged elements has zero or 
more elements, zero or more attributes, and may contain 
textual information that is data content. Elements can be nested 
at any depth in the document structure [9]. The relation 
between parent and child nodes is represented as directed 
edges, with edges directed from parents to child. There are two 
types of tags used in XML: the start tag, at the beginning of the 

element, with the form <tag-name>, and the end tag, at the 
end tag, at the end of the element, with the form </tag-name>. 
Let D be a document then T be a DOM [10] tree 
representation of D. T (V, E) where V be a set of vertices and 
E be a set of edges. T is a nonlinear, acyclic data structure. 
Contentx be content only at x. Contentx contains only the 
content specific to x and not of other nodes.  

A.  The dissemination of a document exploits following 
structural properties for secure and selective dissemination of 
XML data [5][6]: 

1. Order preserving XML data i.e. nodes x and y have an 
order among them in D. 

2. Unit of data access is subtree representation of a 
subdocument. The smallest unit is a node. 

3. Any element and its corresponding subdocument are 
accessible by themselves or by a subtree rooted at any of their 
ancestor. 

B. Post Order Numbers (PON) [7] 
Let px be Post Order Number assigned to each node in tree 

according to Post Order traversal of tree [6]. The highest PON 
is |V| and lowest is 1. If z is the parent of left child x and right 
child y.  
Then py= px+1 and pz = py+1. PON of left most child of T is 1. 

C. Properties of PONs are [7]: 
1. px uniquely refers to x and subdocument Dx in D. 
2. Let z be parent of x.  
 Then px < pz. 
3. Let px

lowest the lowest PON of any element in the     
subdocument Dx. 

4. Let u, descendent of x.  
 Then px

lowest ≤ pu ≤ px. 
5. Let x and y be left and right children of z.  
Then px < py. 

D. Drawback of Post Order Numbers (PON) 
It gives information about number of nodes in document. 

This is against confidentiality and privacy requirements of 
dissemination model. 

IV. GENERATION OF ENCRYPTED POST ODER NUMBER 
In this, take input as a XML file and create DOM tree for 

XML file. Then assign post order number to each node in tree. 
Generate sorted random number and combine with post order 
number. These combined numbers are given as input to order 
preservation technique which creates encrypted post order 
number for tree. 

EPON [7] generation module overcome security related 
flaws of solutions based on the use of PON.  

A Properties of EPON [7]: 
1. ex uniquely refers to x and subdocument Dx in D. 
2. Let z be parent of x, 
     Then ex<ez. 
3. Let ex

lowest  the lowest EPON of any element in the 
subdocument Dx, 



 

 

4. Let u descendent of x, 
        Then  . ex

lowest  ≤ eu ≤ ex.  
6. Let x and y be left and right children of z, 
      Then ex<ey. 

 
Fig. 4. 1 Architecture  of Generation of Encrypted Post order 

Numbering. 
 

Let {p1, p2, ...., pn} be a set of PONs for an XML document. 
Each pi ,, i = 1, 2, …, n is combined with a unique random 
number ri. The combined values are then encrypted by using 
an order preserving encryption function. The resulting set of 
numbers is the set of EPONs, is denoted by ex. The random 
value associated with a PON follows strictly increasing order, 
with the lowest random value being. Associated with the 
lowest PON. In this, encryption process encrypts these 
numbers in such a way that they preserve order among entities. 
Let, x, y, and z be nodes such that x and y are children of z; let 
px, py, and pz be their PONs, respectively. The random values 
would be rx, ry, and rz, respectively.  

By definition of PONs, pz > px and pz > py. rz > rx and rz > ry, 
that is, the order of the PONs is preserved by the random 
numbers. rx and ry should be chosen so that no relation can be 
and should possibly be established between them and get 
Encrypted Post Oder Numbering (EPON) as shown in figure 4. 
1. 
 
 
 

V. DOCUMENT ENCODING AND ENCRYPTION 
Using EPON value, create structural identifier for each node 

in tree. Then create integrity identifier using structural 
identifier and content at that node. Create encoding value for 
each node using structural identifier and integrity identifier [7]. 
After encoding, apply encryption on encoded node using 
symmetric or asymmetric encryption technique [6] [7]. 

A.  Structural Identifier: 
Let z be a node and Sz be a structural identifier of node z, is 

defined as: 
 

Sz = (ez, ez
lowest) 

Where, ez is EPON value of z and ez
lowest is the lowest EPON 

for any node in the set of descendant nodes of z. The structural 
identifier is unique for each node in a document element and 
also identifies subtree of z. 

B. Integrity Identifier: 
The content of a node includes attributes of an XML 

element, but does not include any of its descendents. Integrity 
identifier of node x is defined as:  

 
Ix = H (Sx, Contentx) 

Where, Contentx is content at node x, H is a one way 
collision-resistant hash function. 

C. Document Encoding: 
Each node x in a document has encoding information Cx 

defined as tuple: 
 

Cx = (Sx, Ix) 
If each node x with parent z in a content tree is encoded 

with tuple <Cx, Sz> else if x is the root then its encoding is 
<Cx>. 

D. Document Encryption: 
Document encryption is applied on document encoding. 

Each encoded node is encrypted using a key that is shared 
between producer and consumer.  
Document Encryption Ex

s of node x is: 
 

Ex
s = Ks (Ex

m) 
Where, Ex

m= (Cx, Sz, x) and Ks is Shared Key.          
After encryption, each document node x is represented as: 

     
<Sx, Sz, Ex

s> 
Where Sz is structural identifier of each node z, parent of x. 

VI. DOCUMENT  VERIFICATION  
Document verification can be done at consumer side. The 

following steps must be executed for document verification [6] 
[7]: 

1. If nodes have been dropped. 
2. If the order of the nodes has been changed. 
3. If the content of a node has been compromised. 
4. If some nodes have been added in an unauthorized 

manner. 
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5. If the content of one node has been replaced with the 
content of another node. 

Document verification can be done at consumer side. The 
following steps must be executed for document verification 
[7]: 

 
STEP 1: Let u be a consumer receiving a set of nodes Ru 

from the router. Let Ru = {  |   = the structural 
identifier of node x received by u}. Consumer u receives a      
list, denoted by Lu, of signatures of each node calculated by 
access control policies. The consumer validates all the nodes 
received using EPON values. Let r be a received node, r  Ru. 

Let the structural signature of r be (er, ). Let s be a 

signature in Lu such that s = (ex, ).  
The matching of signatures is carried out as follows:   s  Lu 

 r  Ru (er , ) = (ex , ), that is, for each node in 
Lu, if there are nodes in Ru with an identical structural 
signature, then all the permitted nodes has been received. If 
there is some node s that u has access to but does not match 
with any r in Ru, then s has been dropped. 
 

STEP 2: Then the consumer carries out a post order 
traversal on every subtree representation with root at r  Ru, 
after the nodes are decrypted. Let x be the currently visited 
node. The local hash of x, denoted by Hx is computed as h (Sx, 
Contentx). After the decryption, x has the following encoding: 
(Sx , Sz, <Cx,, Sz>). Hx is compared with Ix in Cx. If there is a 
mismatch, then the content integrity has been violated. 
 

STEP 3: If contents of two nodes have been swapped, this 
will also be detected because the integrity identifier of content 
of the node is bound to its structural identifier. 
 

STEP 4: Otherwise the process continues as follows. The 
outer Sx must match with the Sx in Cx. If not, then this node is 
discarded as compromised and an integrity violation is noted. 
If the outer Sz is not same as the inner Sz, then a violation is 
detected, but the node is not yet discarded. The inner Sz is 
compared with the inner Sw of the received parent node w of x. 
If they do not match, then x is discarded. 

STEP 5:  is compared with . If  < 

 , then the integrity of the structure of the subtree has 
been violated. If ex > ew, then this is a case of reordering. If ex 

is found not to be within the bounds of bounds of [  , 
ew], a new node has been added. 
 

STEP 6: The verification algorithm also checks if ex is less 
than any node visited earlier during this traversal. This is done 
by comparing the two factors of the structural identifier Sx. No 
such occurrence ensures that there is no change in the original 
order among nodes. 
 

VII. RESULT ANALYSIS 
XML (Extensible Markup Language) is used as standard for 

document interchanges languages for the web. XML organizes 
data according to tree structure integrity and confidentiality of 
XML data is an important requirement for distributed web 
based application. The XML document is shown in Figure 7.1. 

 
Fig. 7. 1 .XML FILE. 

 
Figure 7. 2 show the hierarchical tree representation of 

.XML. Document Object Model (DOM) [10] tree of .XML 
shows in Figure 7. 3.  

 
Fig.  7. 2 Hierarchical Tree Representation of .XML File. 

 



 

 

The DOM is an object-oriented interface for accessing XML 
documents that have been parsed into an object-oriented 
representation of the XML document tree.  

 
Fig. 7. 3 DOM Tree Representation of .XML File. 

 
After assigning post order number to each node in tree. 

Generate sorted random number and combine with post order 
number as shown in Figure 7. 4. 

Figure 7. 5 show EPONs for the tree generated by using 
PON as that shown in figure 7. 4. EPONs preserve the order of 
PONs; therefore properties characterizing EPONs are identical 
to those of PONs. HX is Ix, EX is ex, EXLOW is ex

lowest, SZ is ez 
and SZLOW is ez

lowest. The encoding of XML tree is as shown in 
TABLE I. 

 
Fig 7. 4. Generation of PON Values to Tree 

 
Fig. 7. 4. Generation of EPON Values to Tree 

 

The verification process is efficient and simple that can be 
done at consumer by using shred key to decrypt the encrypted 
content of xml file. It uses the basic technique of post and pre 
order traversal and hash computation. Therefore the 
computation is not expensive nor is the implementation of such 
a technique complex.  
The order of verification is linear in terms of the size of the 
content received because the post order traversal combined 
with the preorder processing on each subtree verifies the 
integrity of the content as shown in TABLE II. 

 
TABLE I 

ENCODING OF XML TREE 

Child 

Node 

Structural 

Identifier 

Sx:(ex, ex
lowest ) 

Integrity 

Identifier 

Encoding 

<Cx , Sz> 

x (3, 3) Ix <((3,3), Ix),(14,3)> 

y (11, 11) Iy <((11,11), Iy),(14,3)> 

z (14, 3) Iz <((14,3), Iz),(38,3)> 

t (19, 19) It <((19,19), It),(35,19)> 

u (32, 32) It <((32,32), It),(35,19)> 

v (35, 19) Iv <((35,19), Iv),(38,3)> 

w (38, 3) Iw <((38,3), Iw),(0,0)> 

 
 
 
 
 



 

 

TABLE II 
SIGNATURE VERIFICATION USING SHARED KEY OF EPON 

Child 
Node Encrypted Signature Decrypted 

Signature 

x <(3,3),(14,3),TZNTPR1M4WK74HBGQDM4 
JB41HU9XCQGNFDWBWGKNXKS 

<((3,3), 
116952), 
(14,3)> 

y <(11,11),(14,3),UW6SNZSCI46KA14WZG 
WX6F1/LH9KN0O1TBRRQ0MQJNU=> 

<((11,11), 
113254457), 

(14,3)> 

z 
<(14,3),(38,3),SYGXHZ4JE9ME3IMGT9HR 

AHDVEKMJ0FFFAONPGJJGZYM7NEWQJIFG
CW==> 

<((14,3), 
168270287), 

(38,3)> 

t 
<(19,19),(35,19),XNFU6WIJN6+CEKMHIK7X 
RFNOZ15WDZFU5RDEQTSQX1+T6TEUBEOF

EW==> 

<((19,19), 
108644548), 

(35,19)> 

u 
<(32,32),(35,19),9DNPOGLBYXZA4Z/K6TC 

KHS9O4JGUEPPEYKGAJDIABX2T6TEUBEOF
EW==> 

<((32,32), 
109620979), 

(35,19)> 

v 
<(35,19),(38,3),LDNPYGO3OHTJNPZ8BDRN 
TIDQKPHKKXOINVVBA/Q4F3ZEEUTHNP1/J

G==> 

<((35,19), 
-438644601), 

(38,3)> 

w 
<(38,3),(0,0),QDPXBQMUN1LFKWQPQ8G+R 

VOWCGMJ083VBHCUL5WOIJC7NEWQJIFGC
W==> 

<((38,3), 
-765191376), 

(0,0)> 

VIII. CONCLUSION  
PON gives information about number of nodes in document. 

This is against confidentiality and privacy requirements of 
dissemination model. In proposed EPON technique, the 
equality queries are directly applied to encrypted data.  
This EPON technique is efficient in terms of complexity & 
cost. Result of query processing over data encrypted using 
EPON are exact. EPON provides stronger security in terms of 
integrity and confidentiality. It simplifies the transmission of 
tree based data from a publisher to consumer and improves 
efficiency of such transmission. 
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