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Abstract— Portable Document Format (PDF) file is the famous 

medium for documentation because of its portability, easiness, and 

reliably independently of the environment in which they were 

created.  Because of that, they are now become the main target 

medium for the attacker and malware writers for spreading evil 

contents. In this research, we developed a tool that running on Linux 

operating system for collecting and viewing sample files, extracting 

JavaScript from PDF files, interpreting the scripts in a sandboxed 

environment and analyzing the shellcodes from the script. These can 

be achieved based on the findings by examine the current style of 

JavaScript obfuscation and evasion techniques, approaches for 

collecting JavaScript samples, and methods for analyzing the 

collected scripts. By using Python programming language, we 

develop the system with JavaScript extractor functions, JavaScript 

emulator, Decoder function and Shellcode emulator functions. The 

purpose of this system is capable to shorten time in analyzing 

malware and solving anti-forensic technique that being used by 

malware writers. This system also capable in emulating shellcode 

which are hard to be read by normal eye. 
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I.  INTRODUCTION 

N recent years, the use of Portable Document Format (PDF) 

file was increasing very fast especially since most of 

researchers share, exchange and publish their works by 

using PDF as a medium and not only from research field, 

finalized document such as meeting minutes, proposals, 

electronic books and achieve document are in PDF[1]. It is 

because of its easiness and reliably, independently of the 

environment in which they were created. Because of extra 

attention and advantages that PDF file provides, they are now 

become the main medium for the attacker and malware writers 

for spreading evil contents.  

In this research, we developed a tool that running on Linux 

operating system for collecting sample files, extracting 

JavaScript from PDF files, interpreting the scripts in a 

sandboxed environment and analyzing the shellcodes from the 

script based on the findings by examine the current style of 

JavaScript obfuscation and evasion techniques, approaches for 

collecting JavaScript samples, and methods for analyzing the 

collected scripts. 
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II.  HISTORY 

Since two years ago, the malware authors start to use PDF 

as an alternative to deliver malware to Windows machines. It 

is the result of e-mails servers blocking executable files being 

transmit via emails so the best way is by using PDF files. 

What malware authors do is exploit vulnerabilities in Adobe 

Reader in such a way that they can execute arbitrary code on a 

Windows machine with a vulnerable installation of Adobe 

Reader. The PDF language is based on the PostScript 

language which is a programming language, but PDF is a 

subset of PostScript, without the features that make it a 

programming language. There are a lot of things that 

malicious PDF files can do and the most popular one is for 

downloading backdoors from command and control (C&C) 

servers and executes it. Some malicious files also have the 

ability to steal information from the victims’ computer. 

The JavaScript support for PDF provide flexibility to PDF 

files but it also one of the way PDF can be exploited. There 

are increasing concern among PDF users starting when 

Damian Frizza from the CORE IMPACT Exploit Writers 

Team at Core Security Technologies discovered a Stack-based 

buffer overflow in Adobe Acrobat Reader 8.1.2 and earlier 

allows remote attackers to execute arbitrary code via a PDF 

file that calls the util.printf() JavaScript function with a crafted 

format string argument [2]. 

The function first converts the argument it receives to a 

String, using only the first 16 digits of the argument and 

padding the rest with a fixed value of “0” (0x30) or called 

null. By passing an overly long and properly formatted 

command to the function, it is possible to overwrite the 

program’s memory and control its execution flow. Successful 

exploitation of the vulnerability requires that users open a 

maliciously crafted PDF file thereby allowing attackers to gain 

access to vulnerable systems and assume the privileges of a 

user running Acrobat Reader. Table 1 summarizes the detail 

about the CVE 2008-2992 vulnerability. 

Before this, manual analysis was conducted by human 

researcher [3]. Several techniques were used by them 

including walking through each layer of obfuscation, 

extracting malicious content from PDF files using command 

line tools, then wrapping the script in a <textarea> HTML tag, 

or replacing document.write() with alert(). For analyzing 

shellcode, researchers need to use some other tools to 

differentiate between shellcodes and normal code and they 

need to run that code in JavaScript emulator to get the result. 

Some latest malicious scripts are designed to bypass these 

manual analysis techniques and at the same time using manual 

techniques can be time consuming, labor intensive and 
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dangerous. Analysts are exposed by the exploit themselves 

and if the number of malicious files increasing, a lot of time 

and effort required for analyzing using manual techniques [4]. 

 
TABLE I 

CVE 2008-2992 VULNERABILITY [2] 

Timeline Vendor 

Informe

d Date 

Vendor 

Acknowled

ge Date 

Disclosu

re Date 

Exploit Publish 

Date 

27th 

May 

2008 

27th May 

2008 

4th 

Novemb

er 2008 

4th November 

2008 

Description A remote overflow exists in Adobe Reader and Adobe 

Acrobat. The document reader fails to properly bounds 

check input to the util.printf() JavaScript function resulting 

in a stack-based overflow. With a specially crafted request, 

an attacker can cause arbitrary code execution resulting in 

a loss of integrity. 

Classificati

on 

Location       : Remote / Network Access  

Attack Type: Input Manipulation  

Impact         : Loss of Integrity  

Solution       : Upgrade  

Exploit         : Exploit Public  

Disclosure   : OSVDB Verified, Vendor Verified 

Solution Upgrade to version 8.1.3 or higher, as it has been reported 

to fix this vulnerability. An upgrade is required as there are 

no known workarounds. 

Affected 

Product 

Adobe Acrobat Reader 8.1.2 

 

 

III. DEVELOPMENT 
 

This section described the overall structure of the algorithm 

development. The steps of the structure are narrowed down to 

specific flowchart for each process in the implementation 

section. Figure 1 illustrated the steps involved during the 

implementation of the forensic tool for malicious PDF files 

including sample loading, JavaScript extractions, JavaScript 

emulations, decoding and shellcode emulations. 

 
Fig. 1 General Structure of Proposed Algorithm Development 

 

A. Extracting JavaScript code from PDF 
 

The main algorithm of this tool starts from extracting 

JavaScript from the sample PDF files. The body of malicious 

PDF contents always embedded with JavaScript where the 

exploit are triggered every time the PDF files are opened. By 

extracting JavaScript codes from PDF files can save a lot of 

malware researcher’s or analyst’s time because extracting 

manually JavaScript from hundreds pages of PDF files is time 

consuming and can bring a lot of work especially when 

handling many samples. 

The architecture for extracting JavaScript code start by 

searching for JavaScript stream object within the sample PDF 

files. The process was not as easy as finding and catch, but 

current malicious JavaScript in PDF code always make use of 

PDF decoder functions or being called “filter” in PDF. After 

detecting the existence of JavaScript, we need to ensure that 

the codes are in plain format or in filter format. If the filter had 

been applied, we need to unfiltered the code and view the 

output in the interface for further analysis. For normal 

unfiltered JavaScript code can be viewed in PDF code viewer 

in this tool. Figure 2a describe the flowchart of the JavaScript 

extractor functions while figure 2b displays the interface. 

 
Fig. 2a  JavaScript extractor flowchart 
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Fig. 2b  JavaScript extractor interface 

 

B. JavaScript Emulations 
 

Analyzing malicious JavaScript codes can be tricky 

especially when dealing with obfuscated JavaScript code. 

There are several methods of obfuscation that can make 

analyzing malicious PDF files more challenging especially 

when doing it manually. Even there are a lot of techniques that 

using by malware writers to evade analysis.  

To cope with this problem, we use the modified version of 

SpiderMonkey - the JavaScript engine that contains a 

compiler, interpreter, decompiler, garbage collector, and 

standard classes that being used in Mozilla Firefox where 

available open source and we modified the code to make it 

suitable with our requirements. The trick is to change the part 

of the code to make it whenever the function is called, it will 

write its argument to a file, giving us the possibility to analyze 

the code.  

When functions is called the first time, for example 

eval(“a=10;”), the JavaScript emulator will create a file 

eval.001.log containing the argument, a=10; . For each new 

eval() call in the current JavaScript session, the result will be 

appended into the same file. The output file will be 

automatically read by our emulator and preview it in the 

interface for reference. Figure 3a below explains the algorithm 

that being used in JavaScript emulator with the interface in 

figure 3b. 

 

 
Fig. 3a The architecture of JavaScript emulator  

 
Fig. 3b The interface of JavaScript emulator 

 

C. Decoder 
 

The results from the previous step not always come in 

handy. Sometimes, the result comes in a decrypted way and 

sometimes the results are very messy with unwanted character. 

We need to have a function to clean the mess. Furthermore, 

we need to ensure the shellcode are in proper hex organization 

before we emulate it at the next step of analysis. 

Decoder function in this tool will have several functions for 

decoding the results from previous functions. The functions 

are described in the following sections. 

1. UCS2 to Hex 

UCS-2 (Universal Character Set -2), uses a single code 

value, defined as one or more numbers representing a code 

point between 0 and 65,535 for each character, and allows 

exactly two bytes (one 16-bit word) to represent that value. 

Normal UCS-2 cannot be read by normal hex viewer 

because of their character ordering. UCS-2 always start with 

the byte ordering mark (BOM) %u means that the ordering is 

by lowest order byte first and then the highest order bytes. 

This ordering cannot be understood by the hex viewer because 

of the ordering. As a solution, the UCS2 to hex function will 

convert UCS2 ordering to normal hex ordering. The idea was 

described below together with the algorithms in figure 4. 

 
Fig. 4 UCS2 to Hex converter 
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2. Base 64 Decoder 

Base64 is one of the famous encoding algorithm that being 

used by malicious PDF in a way to evade analysis [5]. Its 

simplicity make it regularly used because every code that 

being encoded need to be decoded before the code being 

execute by the malicious PDF, so including Base64 simple 

decoder into the file is not a hard work. The quote: 

“Shellcode are written with the purpose to make the 

exploited program do whatever the shellcode writer wants” 

Can be represented in Base64 as: 
 

“U2hlbGxjb2RlIGFyZSB3cml0dGVuIHdpdGggdGhlIHB1

cnBvc2UgdG8gbWFrZSB0aGUgZXhwbG9pdGVkIHByb2dy

YW0gZG8gd2hhdGV2ZXIgdGhlIHNoZWxsY29kZSB3cml0

ZXIgd2FudHMu” 

We can see how much different can be made by the Base64 

encoder. By including Base64 decoder in this tool can help 

analyst understand the code behind the encoded message. 

Algorithm below describe what happen in Base64 functions in 

our tool. Python come with support for a large amount of 

library that make coding simpler. We make use of Python 

library called base64 with function base64.b64decode() 

for completing our job. 

    base64dec = base64.b64decode(base64text) 

    self.logwindow5.set_text("") 

    self.logwindow5.insert_at_cursor(base64dec, 

len(base64dec)) 

   except TypeError: 

    self.logwindow5.set_text("") 

    notB64 = "The string are not in Base64 format" 

    self.logwindow5.insert_at_cursor(notB64, len (notB64) 

3. Hex to ASCII 

All hex character cannot be understood by human eyes and 

we can only know after we translate it into readable ASCII 

format [6]. This functionality will convert each hex character 

into readable ASCII format. Pseudocode below shows the 

algorithm of Hex to ASCII converter. Below is the pseudo 

code of the Hex to ASCII algorithm. 

 

Load hex string from interface; 

Convert hex string to ASCII using python library 

Create html file named ascii.html 

Collect all hex string and store in in a variable 

 

form in hexstring: 

concantenate string and remove space 

write the hexstring into ascii.html 

increase count by 1 

if count % 8==0: 

insert space for each 8
th

 hex character 

if count % 16==0: 

create new line for each 16
th

 hex character 

  

create new table for ascii 

form in asciistring: 

write the asciistring into ascii.html 

increase count by 1 

create new line for each 16
th

 character 

automatically open the ascii.html 

 

As we can see in the pseudocode,  the code first load the 

string that we insert into the interface. By using Python library 

we convert the hex into readable ASCII characters and then 

our code will prepare a html file for displaying the character. 

The characters are inserted byte by byte and before it, our 

code will remove any white spaces. 

4. Replace 

Replace was also an important function in this tool. 

Sometimes our results come with additional character such as 

+ and “. This can affect the next step of analysis because extra 

unwanted character can make our shellcode analyzer 

confused. This function works by searching the character that 

we want to replace and replace with character that we want to 

replace. For removing that character, we just simply replace 

that character with null character. Figure 5 show the overall 

interface of Decoder function. 

 

 
Fig. 5 Interface of Decoder function 

 

D. Shellcodes Emulations 
 

Shellcodes cannot be understood by human eyes 

furthermore they are written in machine level language. 

Normal shellcodes only contain values in hex and only can be 

read by experienced analyst. For a normal analyst, the hex 

characters mean nothing more than hex characters. The basic 

information about shellcode was explained in chapter 2. 

To solve this problem, we need to make the shellcodes 

readable and understandable for analyst to know what happens 

behind the scene. For accomplishing this, we make use of an 

open source tool called libemu. Libemu is a small library 

written in C offering basic x86 emulation and shellcode 

detection using GetPC heuristics. It is designed to be used 

within network intrusion/prevention detections and honeypots. 

By importing libemu engine together with our tool, we have 

the ability to emulate the shellcodes that collected by previous 

steps of analysis. To work with it, we will collect the 

shellcodes data in hex form and process them with libemu. 

The result will be display in the interface for the analyst to 

read. Analyst can have the option to change the step counts for 

libemu to run into the shellcodes. The result will be displayed 

in text form or in graphical form. Figure 6 describe the 

interface of Shellcodes Emulator function. 
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Fig. 6 Shellcode Emulator User Interface 

 

IV. CONCLUSION 
 

The contribution of this project basically is the ability to 

perform a new method for analyzing malicious PDF files. 

From the analysis results, analyst or malware researcher can 

make use of the information for understanding the behavior of 

the malicious files for further analysis. Malicious PDF 

analysis tool can help researcher in analyzing malicious files 

in many ways. It can reduce the analysis time and also helps 

researcher in analyzing obfuscated malicious code. 

Moreover, researcher can make use the result from the 

analysis in generating malware detection algorithm. From the 

analysis, we can get a lot of information such as the attack 

pattern of the malicious PDF files. Malware writers always 

use the same pattern in their code so it helps a lot in generating 

detection algorithm. The analysis of the analysis has 

discovered that, most of the samples are using obfuscation 

techniques and use encryption I a way to evade analysis and 

detection.  
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